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A study on efficient verification of large—scale distributed

processing systems

Masayoshi Umeda

Abstract

We have recently seen the spread of large—scale distributed processing systems typified by
Hadoop which is capable of managing and processing big data. With such systems, it is necessary to
verify those systems (system verification) intended for commercial operation to ensure product
quality within the period determined by the budget. If we verify these systems in the same manner
as general information processing systems, we will be faced with the issue of there being an
extremely long verification period.

However, with large—scale distributed processing systems, it is difficult to complete verification
within the period estimated by the conventional method. To complete verification within a
particular period, (1) the verification period can be reduced by streamlining the verification work,
and (2) the trade—off between verification accuracy and verification period can be controlled by
assigning importance to verification items.

This study analyzes the importance of verification work first, and clarifies the work that should
be streamlined so that verification can be completed whithin the designated period. Next,
“planning” the activities in the verification process and “development of test environment” reduce
verification periods by rationalizing the work, and so the verification period can be estimated. In
addition, the importance of verification items is analyzed during “test generation”, and these items
are verified in order of importance during the verification period. This study proposes a way of

controlling the trade—off between verification accuracy and the planned verification period.

For the planning activity, this study proposes three methods: (1) a method for stable and
high—speed registration of the verification data by tuning network input/output (I/O) and disk /0O,
(2) method of improving the time—estimation accuracy for executing verification when using large
quantities of data resources, and (3) method of allocated machine partitioning and executing in
stages verification items and those of non—dependent machine classification.

The first method is the stable and high—speed registration of verification data for storing
large—scale data in advance. This study ascertains the bottlenecks to be the network and disk I/0.

This study resolves that write speeds beyond the performance requirements with the network I/0O



tuning is achieved by tuning a TCP buffer size 1.5x lager than the default size, achieved stable
throughput is achieved with the disk I/O tuning Merge Compaction randomization.

The second method is the test—time estimation accuracy for a more accurate verification
schedule. This study ascertains that a large gap to be using a large quantity of data resources. This
study resolves this by taking common items and making an estimate by provisionally verifying in
advance in a planned manner when drawing up the schedule.

The third method is the efficient allocation of verification machines for problem solving and
handling. This study resolves the problem, the number of machines is partitioned and several stages
of the verification environment. The verification enviroment are allocated from small scale to large

scale depending on the verification item. And the verification is carried out in stages.

For the test—generation activity, this study determines the importance of verification items and
verifies the items within a period.

(1) From the viewpoint of verification, we evaluate “resource efficiency”, “fault tolerability”,

and “recoverability”, which are characteristics of large—scale distributed processing systems.

Then, (2) feedback the problems extracted in the verification are then feed back to the items.

The verification is performed in order of importance during the planned period. This method

controls the trade—off between verification accuracy and verification period.

For the test—environment—development activity, this study proposes two methods: (1)a method
of creating a framework for confirming performance and functionality in which read—write—data
control and logs can be confirmed and (2)a method of reducing the impact on verification by
securing standby devices and using sequential monitoring by using tools.

The first method is the creation of a benchmark tool for efficiently verifying work in a
several-hundred—unit—scale machine environment. As a framework for confirming performance and
functionality in detail, (1) a concentrated control mechanism using a test program on multiple units
for improving work efficiency, (2) a mechanism in which the write data content can be flexibly
changed using parameters, and (3) a mechanism that can measure throughput and confirm data
content are used.

The second method is the establishment of detecting machine faults that would cause a problem
for verification and a method of recovery that does not impact the verification in a
several-hundred—unit—scale machine environment. From the actual machine faults, it was found to
be valid to store 10% of the total number of machines as standby devices. This method is able to
control verification, resolves detecting faults in machines affecting verification using tools such as

Shell script and OSS Nagios, and replacing the faulty machines sequentially.



This study proposed these methods to resolve actual issues for the above three activities when
verifying large—scale distributed processing systems. This study applied these proposed methods to
the commercial development of collecting and searching large amounts of data on the Internet. As a
result, by applying these methods, the verification could be controled, and executed within the
verification period without delay. The verification is half as short when these methods are not

applied.
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AET D B EDZ%L, £ORTEREEMFNIZEE TRV RBEEZ MR T2, 1EROF R AT
LZBITFDVAT DRGETIE, BAESRM 2RI L TR 2RI /0T FUE B 12 kb, 18
HEDLDIABEAT. LL, KBS BULELY 27 AOKGEIC B WL, #EENIcHt+5
FRAEE B DS K72 Bl 2725720, RERDIE RS AT AT 5 J7 15 TIIMEEIF I S fiE mT
REZRTH HBUCECTHI T 228 TER. ZOMBEE MR T 5723012, MFEA72TH H 2 MGET 5
DOTIE2<, MFEHE H OBEEEZ RS, BEEICADOEHEH B CHRNICRIET D AT A
R R R AR B A S LA T B IR S IS LA I N RRGE i ) A 375, BRMITI,
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(DRRREBLR A KIBL BOL S 2T LORHE CTH L TEIR =M, THREETFAME], a4
A5, 2L T, OMEETRHIHSNEREZEHBIZT7 4 — R w735, Zh b EERBLE LIS
THEEOE, A TIIA A LRV OIE B A HIRL, L7 4 ) C 82 5 ONEIZHRGE
T5.

VL EDINZT AN — 2R DT 7T 48T 4T, ERROFEZET 5L T, A EL
BREHH DR —F A7 Da hr— VN TE, BEAMRIR TES. TOMR, WH AR E
FONRILGREEHIIN COMGEZTE T3 228N TED. RRROBRBE LR FIEIZOWTE,
AR LD 4 FIZBWGER 5.

1.3.3  TANREORRET 7748 TR HR_ETIE

TANREDBRRET 774874128, 1.2 HilRL 2 SOE MMEREMERCHEREMERE D
A4k R 5), TR &b O b GRE 6) 2T 5. ZhbOED XK E
LCENEN T =LA EaT O S EFLIANTZT AN T AN (TP) DVERR F5) (Fik 5),
[ PAREED AV Z LAY — D REER O IEF L FIE | (FL6) 2R T 5. ZOMRIRT
a2 8280, REEHIHI OIS T, IREA IR TX5.

FiE 5 OIF AR ERT DM EIHIANTET AN T A3 (TP) OVERTIEE, BE 6
o~ U BREEZFIAL, DS Qb7 al 7 AOMEREEFHITDBR, MEESRMDOEE
FERDOEF DT D OHREZ IR E T 5. 0SS THIH AT REZ2 KHUE S BOLER S AT AT DT
<=7V — ), PEREA LT HRERE 1T H 50 D DR REME RO M BT OB BEI L & N TV
VN, EDT, BERERERRSCIEMAT ORGIE CH B LD, BXIAL T —XEEXAENT-T —2D
BAMOHERSS, T — 2V AXDEREIRE T —Z DS A< BALSE I JIENTERV, 20
AR T HIDITIRE T HFIETHE, ME X F~v—27Y— /L Ths TP T, AP DIULERA
L7077 LOBREE T — X Dft A EZOMREE MR T D201, (VLG O TP 245 i,
QEXALT —ZDNKE/STA—Z TEEITEE, ()AL —F DT — 2 NA &R
L) 3 SOOI AEY — VI BT 5. (DIE, TP OB E Ik SEAITIT—> > FEE
TREICE T HILIREM D570, EEE IEAEPERT a0 ha— L — N Eo
TP O—FEREHME (Y — NV ABESE S, Zhucky, £ TP 2 —FEEHL, FELFLar fan—L
P NTEMT 5. £z, AP DULBLLFRICIZEZIALLTEA LD TP OEEICK T2 T %
BB HIET, AP OIS FTREL 72D, N, T —FDONRA[EE TII/e< BT TEHILITLY,
JERESRIRE T —Z DNFIE DV AT LOVERB~D B Z R T H. £z AP OFT —ZNE LR
BT HIET, EBEOVAT DR LT REREMERR A ATREL 725, N, 45 TP O b RatE
T A AE RS, B E BEEO~ L U INBREA 2 Ao TR LI R A2 — R T ChERR
.

FiE 6 OIFEO AR 2 EEEARY — VIZEARGER O EELTE N, BEEO~v v
DEPEAFRENL TRAEICE B2 5 2 220 IO BT DL WO RIBEZ R T 5. TERDIGHRT AT 2
(ZHVT DR N SRS, B B B O MR RESR BT CITAE D B AN EWITH LT, U
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TIT AT b D ThoT. FHIPERERGETIE, ATVHECT 4 A7 DR, SHICiEhAL
NgERE e &, KRB 8B AT DO SRR A CTUIVEEL 3SR WIGE L, BREERS RIS 2% )
ET. CORBEE MR T DT-DICIRETIFRIETIE, BRY — WL EERE, T~
DOREBENCLDHE~ T D AN X ETHIET 5. BERENZANETOMEM OGS DHHFEE
FHPHD DI, PlE~ L TR A ST E L b~ o S LRI 2 i 9. E7z,
WO~V ERITINZ, 22T TR R CERWAI T 2858 7 0 koL O f 2 3o
BT 572012, BEREE OGRSV A A7) 7 R0 Cron IZEDEM T =775,

VL EDINCT ANREE DR OT 774874 TlX, ERd 2 DO FIEEZE A T528T, &
AEMI R OB T, MAEA T HZENTED. 2RO L7 SR FiEIZ W T,
AFRILD 5 BBV TR T 5.

VL b, AWFFETIE, RIWL B Y 2T DORRREIZ DUV T, 1EEZ DRI ~ & F RS

fhH BB, R T 2720 D FIEERET D, IR FIEICOWTEL, FEEOBFIZHEMT T2
ZETHMEDTERR T, YUHRIZRIR FIELE L TO W REMED & £5.
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1.4 AGwSCOMERK

A SLOMERRA ] 2 (R T. AR SCE, O KB B AT ADORRFE 31T D
ZHRH - EEEL, IRR A EX LI O THD. R COMREZLL IR . 8 2 BT, K#l
B BULERY AT KL AT MRRED TEF R L, AFFEONAE ST OFHEITY. 5 3,4,56 T
I, 851 EORUEBIEICRT 5, BRBTEOY AT AREEC B TH MR R LT FEk
RRTFIEAARRET 5. 55 6 T CHE, & 3,45 B ORLIHEDIRRFIEI W TEREL, H 7
B ChE M A % OMEE R T

15, (:f,w(:
2%, AUEABLBS 2T AOY R LRIE
! } !
38. HE 4E.FRNT—R&EH SE.FANEER
655, ﬁssﬁ%oiatwc%ﬁ

}

78. faim

XK 2. RF@ITOERK

14



2. KRERELASBALEES 27 MBI ARGEE

KETIE, KL TUAT MRIED R B2 DY AT I, F OB OREE I Z STl ~, KH
By BRI AT M3 DRGED DAL BT D SA T RO L B2 — 247D,

2.1 RHE LR 2T MO EE

AREITIX, RFIEDOR G2 DV AT AOFELE LT, VAT LD R LV —E 2B &3 F 5] %
AT PR TR X O E R L, IRHEGER & R ER L 7 — 2 B O ZhH VAL ER
ZaRT

KGR LR DU AT A, K 3 DINTHHY —N"EREITWARDIET, 100 7T/ 3 h~_HN
ANTTAD KK 2T — G, 7 — X% ATREIC T2 KBRS BULEE S AT L ThDH. VA
T LORIL, P — " BEBNCE LS EDIET, BWRENDT — BB R E AT —T T L
(AT HZEMTED IR — T ME (82 KBIUE) | 210 2 T\DZETha. Iz T, K
BEOITET AT A= TP LI ENHTET D, SRRy N — I ORI 5 [
PECRTFPE) ) 2 2 TR, #EERTIRELIZ S AT MR LR TNDIETH D,

SHTAPHICL 37— sin

BB ARMIBS RFLY

KRR OB EW/ATIPCY —/(~ 8

T—ARKRICEDT-SER
B 3. RAESBILESZAT L
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KB BOLEE S AT ML, REDOT —2%%FE, BT 5729, NoSQL[11]1TH5 KVS(Key

Value Store) TT —Z##- & HAL T5. KVS 1L, SQL @ RDBMS L3870, T —XDEFE
WVER % 53 B BR BE CFAT ATRE T D il (143 D KB ) IZRHES Y, BRIV TR
YA RBLIoT —H AR —V Th D, RS BOLEE S AT L — B IEBR S AT L ThD
RDBMSIZOWT, 7 —HEEAT— VT UMIBITDHAE DI EK 41273 T. ZOXINTKEUL S
BRAVER S 27 I, RDBMS & HGERL T~ BT — 2 BN Z O (153 E D KRB ) &
VRS, (81, k2 58) (R r— AT ME (G DK 1o T, BLF T
BARMNZHA T 5.

’7// *Mﬁﬁﬂﬂﬂ?xi;\\

*Hadoop

&

4o

Al

AN

5

AL

D

I: RDBMS
T *Oracle
s *SQL Server
X *MySQL

758

® 4. F—FRERT—ATINCBITHYRT AOME ST

KB BB AT LD TR — T ME (5 82> KEUE) 11d, BUTORY 2 mOFFE
NHoM4].

(D)

@)

BEDOY— N\ F R T—DD KRNI AT LT 5

VAG =P =N TRETOI—"E R TEHRTHLT, FIHZEIZIEORE 2 —ELT
FIRT2ZENTED. Fe, —RORENR R LG, FAFICERSE I —
NEBINLAT— VT IR TED.

AHN I BALERIZ I KRB D T —F DR AR - JUER I S F AL

Bl 21X, HDD 1% 200MB/sec Tt LAY TE 223 (7,200rpm D HDD) , 5TB D7 —F & Hi A
H 5559 7 BERE (5%1000%1000/200 = 25000 £ = 6.9 Wifi]) #2425, 22T, T —X& %K
D — N2 EILTHEML, MR IER OV — I TN EhT — 2 & w381
Sy BB ZE A UK U KD AT 43 HD 975, H—23 1000 A CTULEET 5L, 200GB/ sec
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DFEAHLDAN—T h 720, 5TB DT — 2wt H T REMIX, 25 B e@msb T&5. 20
FOCKBEDOT —HEHMN B TEDLD, KEDT —X &5t L TEFE 5120, FhS
NI=T =2 EL 2T UG, D12, T —F2DYT VA A LIRIELEE, Ry F
AVER 5 LT,

L D X7 B NS, KRB ELERS 27 M, K 5 DINTT —Z A RXNEL, RNyF
WVERIZHE L T- Y AT 5T D R HUILELS A7 2&TE AL —E 20 FIE LT, LLFO
FoY—E 2R ® 5.

AL B—=F s LD Web 7 —HZHEHEL T, F—U—NITL) Web X—=PNOTFANT —4%
R 5

WEDT 7R AGREAFEAN AL T, — P HOMELT (RFE) 2L, 227V ik
RV AARELTH

T TAL T = 2P —ERZBNWTC, ESN Iz —PTEIR 200, MERIREE X5
THOBM, BEVE, I T2 =00 T — 2 Z M- JEEL, SRR Z1 T

mie AFE D ERALIE S R T L)@ FA T

vi4
B (\__\ A 7108 \»\: .
vn = = = ~ T RDBMS Ol M $A1Sk
7N GB(FH/51h) TB(FZ/%1h) PB(AZITH)
4L
s Ps e T b (Hadoop World NYC 2011,
we |[2 ’“‘K"": F=2Y4X LBV Nrrr—sammassy)

B 5. REELBOLEL AT LD FE%
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2.1.1  KHFEBULEL S AT ARG Y —E A 5

KIRELT- ROV —EADHEHAAA—VERT . BT —EAD VAT LA THS CBoC XA
21%, REBL TR T — 2D LA HEL T, E B D PC Y — STl ZE L
TRHBLT — 2% L& 22,

HARW 29— AOMLBIEH 6 1R T R0, 7r—F—0 Web HARPOLOT —HZIUEEL
TCBoCHAT 2IZFEZATe. 7u—F—%, EHHIZ Web 7 —FZINETD. £D7D, ru—F

—1% CBoC #A 7 2 1277 LA (ARHIANZR EFEZIAL) 2179, £L T, “‘»«5'/\19?7% CBoC #A
72 T —HEEAHUT, MBI NI BA LT v I AR TS, T — X i
BRI, R BERICKT T NI EATOT 7V r—a bLTC, INET —H iR — v
(MapReduce) E A~ —b¥ ¥ aldd. WHET —XRRY — VI, EAFENT-T —H&2—7
=R (AR FE A HL) T CBoC A7 2 bt/ T . A~v—hrryviald, RRREDT
VE LB =R (RRAZFEAHL) TR yy 2t UCRIAT . 7 — 2000, IUET — iR
—JUIZE ST CBoC #AT 2 b —Hro i M —RIZE DT — R IO BRA LT v 7 ZEAER L
720, TXRARDRNRE (T AP) RO 72E D~ VF AT 4T T —H (= IVTF AT 4T 58T B0
TRERET L H LTANTEZIAATEN TS, 2—FNbDOT — X DORRBEFIVE DRI, R
TV NA T AERIH LB SN T — 2o BEELC, e — IR ATS. VA
T AMEETIE, ERUSRU B AR H & U CERR U R B A el 95

INBDO—Rr—2%FK 512, DX AIL T K] TRT. 22— A —RIBTFHTH LT
AR, =X V=R, T K)—RIL, U—0IHDHT —ZIR LTI Z LA HANCT
BAT L0, =iV (IAR) IZT 7 BEATDMENIZETHS. & AP 1L, ZNENDZA
YT TEHEL TSI, ZAU IR ICEIET S, £z, ThEho AP 1T~ D8R
XV A=~ CEMET DG FRETHD. [Fl—~ T TEMET D56, & AP M[AIRHIE)
ET2HZEEBIEL, v v DAEIRRY NI —7 (NW) & BV L TEIET 20BN HD. &
DD, Ty 2 ATIOFHESRCRY NI =Dy 77D EREZ D T, B OEEICH
DRAFRNISNZL TS bLRKEDOT =25 EXATLEAIE, Ny 770 ERMEZERE LT
IX725720),
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X 6. CBoC #A~ 2 DRI —ERIZBITHEAAA—Y

# 5. —2Ar—(f)

T A— R AP ALER A
(ZA)
F—HINE Ja—7— FGUHEDLTAL | Web T—HZIWNEL TFDOTFT —X%
kil (FEHAMT) AT KMTEXAL
IV T — A Ak =il | Web F—2 &5 SRR TS
Wrgessk —) V—F CGEHIH)
AL Zv—hErvia | Ty F A=K | BRBREEEIESEDDO RO
(&) T =A% 2 RE
T X ANNRE AT FUHEBNTAR, BBONWE I L TIFARNONE
N TS DY =R | B REERAT S
i el .
L ~ VT AT 4T ST () BREROMNEFICH L~V TF AT 4T
T B E T UG A I 45
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B¥RA

OO0—S(CKBEZTIAH
HR$T SR — )L(_J:éaxafﬂj L
_Z_?_. h?‘?‘{.{lf@%@e@?ﬁ_ﬂk R

L TERNEHOICSIBEAS S HAML I

7)'/9:>(T’l’ Tﬁ*ﬁ'(gctéigLa? u/ha‘/‘l'j:'lb
A>T W I RERK

X 7. AP OFEITEAIVT

—J7, FEHERE AL LTI, MR SO MER %Fﬁ@@aum 5. F 612 CBoCHAT 2128
WTC, THOT — 2R CRUES QOB M, MEREELME, KEE AL CORT.
MR EMEE, AT LEHRT D 1 m@%»«/\fajzﬁarbx%éébf% VAT LRI T
ﬁﬁ75>‘f ECHHZLZMERT D,
BEOMERIL, = —AF =BT, REFSNICLE R MERE ChOMERREMF AL T\D
_J:ME?J@“Z) CBoC #A7 2 DY AT MFREZIB T HMEREDOMERIT, Y — B EH BB TT —
B L EZADDBUE SV MR EF OBELL L ChHHZ AR 2.
*%T;Z@ﬁﬁam 1%, TXANDNE DT ENT AT AT 3T Cliiie s, TXFANONEIHT T
fWEbRIZX—U—RE2HL, "F—r <y T U Tl TRAISN A R AR T 5. <L
FATAT Tl FrEEZEHIL, BEER RIS I > TRAISNIZR R AR 5. FrigEL
52T RD, BRI MAEMEL, MR EZ R L3 52N TES. (k4 2H)

K 6. B{F(H)
B
Tz F— " EH BB T 30 (BELa—RDT — 2 &k
MR AR (1 La—RiL, 1Web ~<—YOIEHAH )
T s 5 H—EENEAEL THU AT LRIk L TEH PR THHT L
T—4 TXAR: 30 fEla—R%E 1 HCHEZALNTELZL

EXIALMERE < ILFAF 4T 30 {ELa—R?d 1/100 2 1 H CEXALNTELIL

F—H TRAR: 30 (BLa—REY-H CHAHLNTEDHIE
FeAHLIERE ~NVF AT AT 30 fELa—R? 1/100 & 1 H T L Tcasble

THAR: RE—L =TS TR —FRBTEHIE
CNT AT AT FEURREN TEBIE
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2.1.2 KRB HUILEL AT L5 B

KRB HSLIRS AT AOEANE, M 8 OIITEEEREDO~ L 2B DTy I A
THEMAT5. &7 7 TG THRESN QO DERBEENH LD, v v OBEEHIE, €D
BIRBBEBZWIDICHE TS, £T7971%, =oAL vF (Edge Switch) EMFIENDT 7 fif
DAAYFITWESND . TV AT IZENOENE T D27 AAvF (Core Switch) THAIH
D, INHD Ty LAy T ORERIZEY, &~ M AIZEEN TREE 725,

A O~ ORI, 5.1.2 BIZFR 5018, By — WICKVEERAE 5. KPS
BULERS 2T M, MR~ % H BRI I EE I SEIE R (R e 2 B L T\ 5. L, 4B
TEEARRSREMB ) 72 W DS, MR LT~ ey ud 7S£ E2 L, NW Ry b
T —7) AR EUR T DMPED I, ¥ AT DEEDVERERCENEIZ BN K 5. 2 AT LMRGE
T, HREOENMECHERRIINE OWEEZ R D LIV B CREEE T2 ERHHT-8, k&L 7z
VU URIRRDITREIL, IEE RV E AN R DD D.

5T B Semmt =R smmt =l st
S ot =] Semm s St s St
5T B S emmt =N smmt = =
S SpEas & 0| 65| |06 S

X 8. RHMLTBILET AT LDEH
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2.2 KRB SEAELS 2T LD T 0 7 R EALER

KRB HSLEL S AT WX, ey 7, 38T 7 AV, 38T — 7 NE3TuF I DU AT I
TSN TRY, ThEho 7oy 7hpNEEL CEIfET . REICIX, KBS SO 2T
LDTaH J e FEIRMFL LN DRI DUV TRT .

2.2.1  REBESBULES 27 LD7T a7k

LUBEAZ KRB B AL RS AT LD T 0 2 7 MW TRT. R BULHELS 27 A%, 458K
gy, T AN, BT — T D 3 TS IR OIER SIS, LIERIZ 3 T ag I NI oOWTE
T 5.
@ /iy
SRy 7V AT AL, SV E FEAT S S~ L L M CE RO B « eI ES R AT TO T2 DY
AT LTHD. iy 7y AT DO Z TR T 52828, iy 72 AT Lo wPE
ZHERBTH. ERER THLHT T T aL 7 LU, Hiiay 7 VAT AOBREE I 50 He
VTP =B 5.
(1) ey 79—

iy HIE T ARSREL B T Ao~ U R a5

@ i T AN
BT 7ANME, KRBT — 2505250~ ECEETS, 27— /LT URNARERT 7
ANV AT LThD. WNER THLY T a7 L TUL, 5 B7 7 ANV DAL T —2 (META) %
BHLAMEREGET 208 7 AN~ AR L, K~ Ta—W 7 =2 T 55087 7 AV
— DD D.
(1) T AN~ AH

T AN RIS DT 7 A~ AR LR ha~ U R e RS
2) BT 7ANT —7

DT T7ANDT 7 ANV AN Z T 55087 7 ANT — I EFE S D~ RER i 5

@i —7
T —T WAL, KBS T — 2% 0 B — R CE T 572D DTV AT ATHY, 47
P —NBRE COWET — 2 DOFAESE TR TDH. MREE THLY 7 Ty /e LT, 77—
TNERFET DEBEMD ALY T — 2 (META) EAX T — %55 E T 58 PLE O/ —1 (ROOT)
EEREHLAIET 0T — T N~ AL L, Kol TP T =T NS 55T — T
T =I5,
() DT —T N~AZ

ST —T VRIS 28T — T N~ AR LB Ao U R AR
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@) T —TNT—T
T =7 ND NN N Z T 550 8T —7 N — T oa~v e AEd 5

INHOT R RNEEETHIET, B O RKHEL, TR 2EHT 5. ZOIDITKH
B BULBRS AT WX, ROV 77 a0 VPG OIVEEEL CTEIET 2V AT L Thh. £
DIz, fAEDENEELN -T2 58 5B BT HMENHY, B H 3R KA T Tl
<, BENARERETOMAEDEDORREL T HILII725.

2.2.2  REBESBULEEL 2T LAOMEET L
KBS BOLIRS AT LD EHI B Co D, 7 — X DEZIAL, i HUALELEY J7 /3 AL
BOWBET MIDOW T 5. 7 —ZDOEZIAR /G HULBE T, —SEBHIZS0
TR AT —F 7 IR L, TR — VT ME (B2 KR | 2B 57 A &7
S TS, UAARVIEZ BN T, THBEEFME (AT YE) 12 EBRT 27 A Lleo TS, MGE
HHEIL, T—2DEZAR FGAH U LBROMGRDO IR 5T, EXIAL FEHHLOMLEL)
RIFF DA OMEREITIEE CThAMER DD, £z, ZDOEEDY A1/ ALERIZ 15 v MO RE
HITHHEHE THAMLERHS. LL N TIE, 7 —FDEXIAR G UALEL LY 7SV ALER D &AL
HET MTOWCHITS (K 9~ 11 ZH).
@ EZIAL /A HLOLEET L
FXIAL FAHULBTIL, 794 T MSDUITANIGU T, T —FDEZAL G
LA S35, DR, JERD /30T — 4 OERULEIN LS s, WMELOSHTIE, 77
ATV NPBOEEIAR ) FEA LDV ZANAZEL D — N BICHDT — I S AL
THIEILEST, VAT ARROMBNEREN M B35, BLFIZ, T —7 v, #7740
I RERT.
(D) T —7 MBI DAL w7
DT —7 VT, B — N EO AP E Y DT —DERETH. wAX LS
TRESNIZT — I OFEBERIIAZY T —2 (META) EL TEBLSI, SBICAXT —H
(META) OEBMEHIT, L—F(ROOT) EL TEBEESND. ZOTDMELEITIIT74T M,
ROOT 75 META D& #%45 T, META /16U —hDOIEMRETSD. #55D META THr#L T
T —HDEREFF > TNDID, 79T U hORE TSNS (K 9, M 10 DO~D).
(2) BT 7 AR T DBy BT A
ST AN TIE, VI TR B0 — DO EH~ AZ DT, 55T 7 A ~DY I T
ANZ, VI ZANEALELT 2T — H DI a~ AZ WA e 52 L TRBER /s (X
9, ® 10 DO~®).
— 75, T2 OERUEL T, FEZALFHTEBEOEAEIERL, OB O SRR
DLETT —HOWMHRERLS. BEAHUREL, Ry b7 —2 O b m T — I ORI — %
AT
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@V Y DIELET L
DA SVALBRTIE, Ry NI — 27 D53 Broth — SEEDFEAELIZGES, kS — B
RFEFI A — % BBAYIZEIVEEL, BT —3 @J%ﬁu‘_%»—/\@ HaEfHbws. X
TR T INC BRI 1T, ey ZICk0 — DB O EERAL, T —7 Ve
Ty ANDY ARG E LB 5. EEOBMEZ T AZE, 7= — N2 —
DEENZZRESEDHI20, BIOT— DB OEN Y CTEELTD. TO—J7T, vAEPHLDIT
NUEHEICEWERST — 2 %0t —4 52 LIk > TF — 2D RERS. ZhICky, AT A4k
RIS TN TAT UMDV AN SETHIENFHETH .

YRAANZEL BERETII—ILA—/I\EEH

DERT—T I HERITAIL
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2.2.3  KREBS B AT LDT — 2 BONRIVALEE

KIETIX, 7 —ZEBEONRLIE THLHT —FEMakRE LT "I a A DWW TR . Z0%)
FACABL, REDOT — 2o i AEEXT LU TR THS.

@7 — X EHEkkng :

F— A ERERERE LT, FRE LT EME T U TF — 2 D JE#E BB EATOMRE TH 5. i
TANTAT WKL TT —Z D AN I EATHELOMERER) E2 X% 0715 L T, MELRIC B2 %
BEO— T oA CTEZETDHT —FDOBE/NSTHIENFE T DN, AFEREZ AL
TEE YT 7T —H & RN T DRI T — X DIEMEEITV, 58T 7 AV AT DX LT
BEHT =2 NN THIEIZEST, WEAREL COMEREZ [ L&, 7r—U 7 U CTIUEL
Te T — 2% RIERETHIENTED. BRI T — 2 O EHE - B Z LIEIR .

AHERETIE, BEOIEHE FRERIEL, BT — 7 MR ERRICE ST, T — XD
KEYVEZHZENTED. T —HDJEME, DT — 7 )V TT — XD - fRR DB R A5 F
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TANT —=ADRERIeS G, B E R U RITRGEEAE 35120, FIHE T MG EHIi L,
12 Oiffiesh AR HN 2 22 7542 H D UL DMREER AT D LB DD, TV, BB (e KA
VNI E T DIRGRES ST H O <, BILISMNE L KRB BB S 27 I CRRRIEE B
T DL BN ELI2o TLEIMLTHD. LinLiaidh, EOHM 2 2 X EE kL
BHERANIRFED TEDDNTALMNIZ 72> TR0,

32



[ Black Box

HREUZ O\ HAYSTE - &
K< e | TR0
5252 _

F1A
®O0—

EVRIVE

BAEITEROER
&3 »
EVR1Y TR

E'B’ gagt"White Box
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MY — /b, TARYRUA Y —)b, PR — VIR E, T AN — 2B L O A2
GIRBRENT DEAM D HAD.
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BRI, AraE72 WM NICSOICIHRGERE E O EA RT3 2283 alEL 70D,
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HOLE S 27 A CRA L IEEMC BV B TS, UL, BAELZIEICBO T, LIk
DINTEDOEETILHEHMATEARUN.

5.1.1  VEREMERR-OPEREMERS DR =ALIZEE 5 AT IE
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B IMNFHALL TODTe®, oD KIFBL S BULER S 27 AZxHE T 5120, AT 5720k
ERBE TS, GIZIE, FRROMAERERSC AT OMEES, EREEO RIS 5720
DEIEPLETHD.

81



5.1.2 MR LSRG ORI B T 2 e TR

RIFEL ST OSBRSS AT LD BB A RE TR CERWG A I RN 72D, v v DR —
N LT R 2 L FIORT .

BAIEDOKHM e~ OBEIL, FFE B8] FE 35X 512, Nagios, Hobbit, ZABBIX,
Hinemos ZEAEEFOEEAR OSS THEASILTWD. ZNHDY — &5 2Ly, KREIGEHAS
NTCWDLV I DNAN—RY =T #EZ R 228N TED. 72720, KPS BULEL S X
T LT EHOTBEAREEL TORWZD PR RN o Tz, R E 7 mhaL O E FEE
~ U OVERRS b 81E, BEAF OB OSS OBERE TEEHMN TEAeW, F7e, [EENHAELEE
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