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ABSTRACT

This research describes two-path multifactor user authentication method and outline of the
commercialized system. With the spoofing of internet banking is increasing, the need for
secure user authentication is increasing as well. Initially a combination of knowledge
authentication and possession authentication such as one-time passwords has been
recommended. However, there are problems in security and operational aspect such as initial
cost of the distribution token. Two-path authentication methods using mobile phones as
token, e.g., Google 2-Step, can be used to solve the operational cost problems. However, they
cannot be used to prevent some security problems.

We propose three methods for solving the above-mentioned problems.

(1) One call and call back method

This method provides possession factor authentication by calling back to the one-time phone
number sent by one call from the authentication server. This method can be used for any cell
phone and solves the problems of other two-path authentication method like social-
engineering-attack. In addition, I made a prototype of it and did the evaluation.

(2) Caller ID and voiceprint method

This method uses caller ID authentication limiting the usage in Japan. The operator send
the server’s phone number by mail. Once the user calls the server, it checks the Caller ID,
sends the guidance of content of the transaction and checks the user’s voiceprint which is
registered before. This method solves token theft, man-in-the-middle-attack and so on. This
method is commercialized and its outline is mentioned in the paper.

(3) SMS and voiceprint challenge-response method

This method sends oath text and one-time phone number by SMS. This method can be used
in a country where the caller ID can be forged. It prevents replay attack by changing the oath
text each time, and it also prevents denial by legitimate user by recording his/her oath

reading.
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| h | : [7x—X2]
: L= o ! p FIAZEI—IL/AYIETORR+I—/L/ \woa—)LEERT
] 1 e
| i i HAHE A [71—X3]
i " i BB (F AT R+ Tya)
! PEPEY Lasl] R S
! ! | I (7z—%al
, | M REERER || T AT LIRS - - -
e mEn a

X 3-10 AE I —7F R L ALFEERRE]

Q) vrya—n
T a— U ZOWTE, BI#RZE SA T DR A E W20, HEAR BRI AT L

WEF 2N EEZ TR,

Q) a—n Ry

I— LNy ZiE, BB E 5 2 572 WEREREICE £ D H A X v A DREH
IZOWTEETHILENRD L, BN Y 720 O a— "y 7 5% ClHM], 12—
Ry 7 OIBEERER % t3 (] & 972 & MERERREOI A E 2 & mEERER]IC
BIL CXts L7ed, 7ok, EMIZIEZT—7 > BREAWERMEDY 2172 & Th D,
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3.4 EE

AREITIE, BETENIS T D EREDELE L |
. B RAREOMH 21T 5,

3.4.1 REFHEHICHTBERE

AREITIERRFH T EHI AT DRI DWW TE R 21T )

TiEF L7z UDS #2147 - 7=

i
i
P

(1) BEEREERTRVTERLRN L
WA N 1D WHE N QAL EE L ATV, Uy a— )L a WEBFE O ERHIINT S

Bl LTh, a—nA Ny 7B B—NITEM SN D DIE, KBEEDREEEFRFRDT,
RYTE LI TE D,

Q) BREEBFOHEFLRNZ &
S S SRR OSSR LS S 0T TR 1M 2 R

BAETRE ChHomE LThH, ELWVWI— ANy VBT HIENTX RO T,
ROTELEEHTE D,

@) FEFEFEOATERTEZ L
Tra—ib, a— ARy s L BICEFEBEOLTER L, SMS BIEREIIRA LA

VW, FzL BREET TV DA A R VBRI DT, #ERERE OIS, UsHEE, AW
Tk, EEEFEERNI LT LTCHLBERARETH S,

(4) et L FEMDEL
AKFAXTIEE Yy a v FEHE S THEEMICEEL I EG 220, HBEFICE

y¥a rBEEEHNENEE LTH, TNE ELREERETEND T o S D MNEN
HOHMHTHD, ZHITH L, SMS TRBREDT o Z A L« /XAT — REH43IC &0V
VEERDHD, T B A L NAT— RiZ SMS T SND T 20T, MHAHEOER
BEAETH D, Lo THBENMER S 2 TERIE, HEITHBED PCICANT DR
FRDT, UoZ AL (AT — ROFEINI I E VGRS Y | FIMENM: & 23T
SRVHER D D,
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(6) EDOFIEM:, Bt FIEECENT, ERFRLEESEDL LIETE
nUETHLHZ L
tkit> UDS #Hili THLEEAT 9

3.4.2 UDS i

AEITIEL, 5 2 BT L UDS Ml EIC TR AT 9,

FE 4 (Usability)

(1) FEEBEAEME (Memorywise-Effortless)
AIGFRIT—UIRLERRGEZ HERR L TV A7, WEBE DFIHE WA IE Y e f HE O

ID #AH L, FIABEOEREFICY v a— L E2RESEDL 2 E2ITFRY, LavL,
FMHEBDRERS N Ta—A Ny 7 247> ThH, WBEHEOHEIZER RSN TN E Yy v
VEFENDENTERNOT, RIET 7RISR ND, Lo TRRAY— REiE%E
ARELTE 0T, ARHEEE 2723 L 22,

Q) FIFEFEAr—F YT 4 (Scalable-for-Users)
RIFHRIINAT — REGENRAETH L DT, RKiHMMER 279 Wz 5,

(3) A RE#:  (Nothing-to-Carry)
AFRITEEEZOLBFLBRFIT L VO T, EFEMAREN 2T S 25,

(4) HHEB/EREM:  (Physically-Effortless)
RKEXIZa—n Ny 7T I3 REEETCHIN,. By va B Faaerlvyad b

VRS D, Ko TARFHE B ITET RIS 2T &5 X 5.

(6) BEFEDORE 2T X (Easy-to-Learn)
AFRIHEERIEIZa—N "y 7 L, FIHAEREICERINTZ T Z A L RAT —

Ra7 i ad 20700 T, BENHELE VWD, Lo TARFEER 2w/ 9 L5 2
Do
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(6) #E%h= (Efficient-to-Use)
AT, BEOFEEMDNH D SMS 20, U7 Z A MEORIES NIZFH

WREIC LD, WEI SN L OO, S0 OBRIERFNRAET 50T, AFHEE HI%H
T 7= & F 2 %,

(7) FBIE= 7 —DIKE (Infrequent-Errors)
AFHBEE 1Tt v v 3 VB BOANKISC, ERBIEOHARY =7 —D X H iz, F

HAEDOEY72a 7 A N A AREMEICOW T Th D, AFRTEYy v a VB EDA
N D7, AKFHEEE 25 0ZiiE-9 & 525,

(8 #HIEESM (Easy-Recovery-from-Loss)
KRGS, EFERRICRGET 7V OA VA h—) V7 ENRE e lo | EHEE%

mLmE LT%H. #ﬁ'ﬁﬂ}uﬁ/a v 7T i{ﬁ/ﬁf%é f;fub#ﬁhﬂaué/ﬁ v 7z
T FMIEH DD T, AFHHHEE 2529 L 52 5,

¥ %t (Deployability)

1) 77EA¥  (Accessible)
BEHDOEFTH-TH, BrREGaFHTE, 72, EEOFIIFIHAEmERICE ot L

FY 7 FEEALTWDZ LaBET DL AFHEER 35BS LR

2 FRHEEZEEE Negligible-Cost-per-User)
AFRIT b —7 R0HH 0 EBEORA 2 A MIEWNE OO, EEEEENRET S,

FoT, AKFHEEB XM S RNWEFR D, L, Py vafiffzpElb L, Voa—
NE R =Ny 7 B CRE T LA, EREktaiiEr L e s h, FIAT 5
B, CNEHFRTDHIHLERD D, 23—y 7 e r HEiReE Tt L, @ik
BDORY 2a—LT 4 2By bl L, 2ROaX NEWMI 25 HELH D, 20K
HEOAY v MIFIAFENZ BN T 5 Z L8 TE, SMS SR & 5 ICHHE D BEE
FAEHLRTIUTR 20O FEEMED R TE D,

ERISERNCEFE 2R T SED b0,
TEEER e B EE N R CABET L EFEE .
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8) —"E#: (Server-Compatible)
AIAITBCED LB DT, ARFHIE B 2372 S 720,

4) 77 vHE#HME (Browser-Compatible)
AHFRL, FIAEmRAMIC ), BIIN— R 270V 7 by =T 208 E LRV,

Ko TAFHIEE 2729 & 5 X 5,

(5) EE Mature)
ARG RNIHRERECH D DD, HERERER: K 21T > TWAH DT, S 729

LT,

6 A HEDEKR  (Non-Proprietary)
A ST AAREREEFRNS DA T DR < A 0T ARFHIE B A4

7= 720,

(7 #HHEFEHM  (Cellphone-or-Carrie Compatible : %‘ﬁﬁ)
AFGFRFFEFEGE LA L TEL T, £z, BEEESBERRPMESRMTIE

W Ko TARFHIE H 2723 & W 2 D,

2224 (Security)

(1) HHEOBEmM ([Resilient-to-Physical-Observation)

AHROGE, ID kOt v a Vi BFEELEEAPRLTENARTH LN, By a v
BHIEERDLZOT, ZhEzhloty v a y THAMT2 Z X TE R0, LoTKR
M E AT & E XD,

(2) BRI 0+ F Lt  (Resilient-to-Targeted-Impersonation)
WEBEE PNEEEA = — 2 —Z BRI el A EREERT, KA ZE 4, 52k

WREZNEALLETETH, 20T EFIE BEEFSAEZFRIATDRTNER S
IR, W5 A RIEFISAT O DI, HETITO) KOV RNEETH 5, Lo T ATk, AGF
T8 B 2 B8 RIS 729~ & L7z,
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(3) HIRR FHERIMM: (Resilient-to-Throttled-Guessing)
AR, B EFTH 2 F > TRV ERIATE RO T, Bl L TR I T7 > Fx=F

—ETHILENTERY, Lo TRFHBIHEH 257297,

(4) EHIFR THERIMM:  (Resilient-to-Unthrottled-Guessing)
AFRIZT N — b7 4+ —ARRERER O TARFNEH 2= 3 & 52 5,

(56) NIPBIZEMTE (Resilient-to-Internal-Observation)
AT, Hlza— Ry 7T 2 AL NAT—RERAEELTH, BE

FHE SRV TE L TEEEZRIFICLZWNWE, Y TFER, Ll =T RNE
FHeE A Do EDHE D LELNAHETH D, Lo T, AFHEHERB 2508727,

6) BT/ E (Resilient-to-Leaks-from-Other-Verifiers)
AKIFRKTIIP 2. BEFEEENBENT-L L TH, BHiicEh 2R+ A2 08T

Wy Ko TARHIE H 2723 L 5 2 D,

(D 74 v v 788 (Resilient-to-Phishing)
AEFR T, FIAZERERSN T 4 v v 79 A Mo, ID #BEni-L L

BEET, MABEOBHEFLEBELRVRD RV TEF LR TSR, £-
AR A Z i 729,

(8) wEkmitE (Resilient-to-Theft ;: {E1E)
WREENERENDIE, BRDTET N TEDL, Lo CTARIMGEB L7720,

(90 TTP REM:  (No-Trusted-Third-Party)
A RIFHEFEFH S TTP ThLHMENH D O TARFNE B 2372 720,

(10) BEmEROMEEM:  (Requiring-Explicit-Consent : &1E)

AFFRIINEOARNGEIEIBGE T E D 6 O, FI I O 78011 i) B BB O Bk 72
EARERE £ TIEBIT 7220, ko THRRHIE B 250891727,
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(11) FEARTEEM: (Unlinkable)
BAEMEL VT T A N — (OB A OFEER Th 5. AL, EEEE S THIH

HEFFETE 20T, AFHBEE 272 S 720,

(12) FHIFREMYE (Resident-to-Man-in-the-Middle-Attack : #773)

AT ARUTRZETT AT, 1R ARk, PRIFBBERIIBGT 220, Ry b7 2
Lo THZEAIT S & FIRMBDPRAE WA HIESFH, B FLXET DL, WBEEIX
INEZTERY, =R R — (R bR 7)), BB, KSR EAT LTk
BaAT 9, — B AR — D BFREE R 2 52 1 T RERE Y — N d, FIHEBEEE R BRI
T a—NwT 9, FRAEIFRIAERROEy v a v EFELTLEN, a—A "y 7%
ATV, BEE— T — e R R — Tk L CL AR A IR L, BB O M S
SREPITOID, ZOWSIRIRZ T Lo R & KW BEH PNEEHZ 20 THAE T
WBIZRNR O T EFR, TO XK DI BB T 2 ads M ET 2.,
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=
H

FAiff

# 3-6 UDS

2241 (Security)

(K& * PeNV-STPPIN-OU3-UL-UEIN-0)-1UsPISoY) Tl 0l ch

(TABNUIULY) g fi o) 3 o]

(drg) : yussuo].ydxy-Sutinbay) FIEM ORI T B!
(8318 J-PAYL-POISNAL-ON)  HFak dLj

(A%} : POUL-0}-JUSITISIY)  F MR
(Surystyg-03-yudIsey) HHllgm L A AL b L

(STOYLIB A -19YI()- WOTJ-SYBO-03-JUSI[ISAY) il A % Yk H|
(UOTIBATOSq()-[BUISIUT-03-JUSI[ISOY) I s7 I hd
(BursSoNY)-PO[1IOIYIU()-0)-JUSK[ISOY) il L 7 1
(BUIsSoND-poRIOIYL-0-JUSTISIY)  FHfH L Wil
(uonyeuosIodw]-pojesie [,-0)-JUSI[ISAY)  HIU 3 _f ( 2 illHE
(UOT3BATOSq(Q)-[BIISAYJ-03-FUSI[ISOY)  H I XZ I8 (H L

I A

= K M (Deployability)

(M1l : srqryedwog) orxre))-10-ouoyd[[e)) T H FUE Mt
(Aaw1oradord-UON) 4o T B G

(OINIBIN) - FIEA

(PIqWedWwo)-1osMogd) HyHFH 4 £ £
(e1qredwo))-18AI08)  FIMFH — 4

(108 )-19d-380))-O[qISI[3ON) % (8 7 B 1Y

(P1q1ss90Y)  HL A4 L

o e . 00 /00

o A

o006 . 06000 /.00

A

151 (Usability)

#

(SSO'T-WOT}-A10A000Y-ASBY) |4 & | B
(sToxxrf-yuenboryu) RN} — £ =
(9S[1-03-YUSTOLH) (el Jife
(UIBOT-03.A5BF) 2 fo ¥ HQOTLL )
(SSPIMOFH-ATIBIISAUL)  Faf b = Wik (et
(A2280)-03-BUTQION) 3k (16
(STOS()-10J-9[qe[ed8) J £ (1 A £ — L By
(SSOIIOHH -oSIMATOWSIN) %~ B g

A

@ A A AIA

A

Scheme

KELFX |0 @ A A @ A A A|A

OTPoverSMS| @ @ A

Google 2-Step

L &R,

-
—

o ZEMRILRE 2 & 20

BAyEICI 729 2 & &R

o
RYA
5]

HlIE H 2072, Al

A

IS

IEHIH,

&

S N E ) I

N

FAMTE B 27 72 720

i

LV REFRERDT, &

-
[

A

&

E A 2723 & LT D28,

i

*Bonneau 534K

EIEE LTz,
¥ Google 2-Step 1335 7 i

FHIE H 27

ii

LRV TEELLD, K

T

A=
iX B

5

FEAf U7, ik

ii

LE— K%

fi

FlH H %

ii

TN TTP THLIMERSH LD T, K

ES

i

FlEE 223 L LTWa 2, &

7= SRV EEE L,

ii

720,
#Bonneau HIIA
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3.43 &

AETIE, KGR ENREICOWTERT D,

(D) =ik e REHEFFRRFEEICI T 5 M55t
FIEEF TR EEERELR ZFRIIT) & D TEEIRERH D,

Q) v =TI B HEHE

PERERN~ LT 2 T IWEE L, BRHOKBEEDOH/RT, Vryra—Lazifa—L

Ny ZEATO, Ty v aBlB 2T o7 H6. R TELEMTRVEENR D 5,

(3) FHHLEIZXT B HasHtk
342 THili~7zkdic, FIABMROEE S P HELRIC L FEXHZ i

B AT B AR NGRIFEDHIBIAS D072 < 72 % TS B 5.

(4) WEEIZXTT D Hasstk
AT RAE, RO P A WRBAEFRRR, PR ERE L OB O w v 7 a— R K ENTZ

Yt 720 T EE D MEIENMFAET D

B) Tva—Lo#Ek EoRE
Ty a— L AN EB T A FIEISHENL CEX N, THUIARETIEE 0 | EBHES
O 72 LITIXEBRTCE R Wil ENH 5,

(6) HHl - HREIFDEB S IEDORE
AHARTIET 7V DA A b=V OFRIMRCTE 72, LoL, Bt 5 a2

BN RN T 2 MOV I RBRICTH D, ZHUCE L TILE 4 HICTH
MEITI.

(7) PC ¢ A~— b7 x v @B HFRBFHTE RVWERE
AFREA— 74+ EOV A NMEHATDE, 77 U RRFUZT o a—un3hmn

Mo TE, TD%R, =Ny 7T H0ENDY | BEESDHEEHINI 25 220D
H%,
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3.5 AEDNDELY

RETIT, Vora—nkRa—A Ny 7|2 K538 RUT L 0 | o — R IKEEEE T
BMCTholzy—vy)b s 2 Vv=7 VU 7 XD, FERET 77U OfE, SMS #
JERIESC, T Z A L s RAT — RORAEM L FNEMS BN L2 VIR A Rk Uiz, &
x0T a NEATOFEL T 4=V T 0 OFHIFERR, KON, ek, FIEME, #%
FEHECOWTELR LT,

RSN L LTk L BEEE S REDRFARICTONSE 7Y 758 55
P, v w = 7RG, B SR, RS X DS, AR T RO
Bl - s EpEH Lo, PC L A~— b7 o THIBEOHANFIH TE o2
N D,
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FAE  REFES - FN
£ DA NFREE

Tl
i
N

41 XLBHIZ

ARETIL AR TOERINTREO 9 b #Ak & RBIEEE 5 FIRFBCRIT 0 5 agatk,
B BRI D gt WEEC T D ERstE. U a— L ORIk o, Bl -
PR ERIRF OO FEBLT 15 O & i3~ 2 DR EZAT 9,

BARSE, BEEFRSBESRNP 2 SN TV EICHRE Lz h— e 2 82t 2+ 5 b b
2 a— L EREIELY IR DL Uiz, £7F A i@ ECTEBINEDO A XA
WG Z LR R HEREERIL L, FRGEREA A GO 5 2 & THREES IR b AThE
& LT, MBI AR EEMIIZA LI E BT 9, 7207203 ST KOV ASP +
—bERLLTC2MHFELINTEYI[30, 31, 32], ZOWMEIZO>WTHRERT 5,
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4.2 ®BRFA

ARHEITIE, AR L7 Z R 5 FB L LT, BEEF T RO FRGEREZ FIH L7
ARNRRET R RET D,

42.1 BEL®REHFH

ARKETOMIEO BIIL, BIEOMERI LN, ERLOTZDORFHZH D . kDX D
R EEL, £o. ZOEOHBYTIX, v M3 7 TOEBEOmEHFINZ DOV T
UL

(1) REEFESHENREAHRL T L
AAEREICT 2 RDVICREEFSTE2LELE LTS ZAUC £ 0 Al X TR

Thole, WMEBE L FRFICREERTHECELD, RV T LT 5,

2 BEEEIBHINTHRYV TRV L
NRAT— K LSIEPIN, By 7 a— READECHESREENEINTL, 2T F

Wz &,

(3) HHEHBPHEMINDZ L

4) vya—nAzHENRNZ e
FEHICHEIT . RFET MR EEEER AL ORFR 22 G S BB 2 i &2 HERR 9 5,

(6) FH - BRITORLLZAMER 72 F35
ST, BRSO ITIEDORE BT O

6 Xy bRV IFHAEZEETCEHTESZ L

T XTI ORHABE DO NN~ R = TEREIZITEITHY . 2O TR TE
RUTHIE R B
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4.2.2 FEHFKX

AL T, AT CIRRE L FXotEE LT, BEEF T K OTFREREC X HARA
WAL RARET D, Zhud, BRET— 383, FIHF SR DA NGBREE R & 52 (11T,
FRREY — N ZAUCKHIS LI EHE 50 D Oi@EE D& (F & 18 ER M, 1E LWIR(E
FREEDLDEENDD L, TFAA X ATHRAENEE v S 7 OBHITEEN
BVEEFIA L ATIRA T, FIAEICHEFEZMRE LFEEGRIEDO%. RAARREEZE T
TLHHLDOTHD,

Bz FRIE BN e ST HEF A X2 A THRA N OFBGHRIEO Rl T & | #5855
Baa(K ey 7 a— F)PEENTHFEBGRREICZ VY TF T Z LT TERY,

o, FMZE O ID K OEFE S OFH BREOFiLEE LT, *y MR ETEFTR
ZHE NS L, RANBREBEL WV, %FFaEle ERARZ B {EREEIIRTR O B BERGET
MANAT — RaZ, TNEFHAEICANTLHZEICEVETT L, 2Tk, =%
NEM AT BT, WS R HE SRR L T2 D,
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4.2.3 AT ARERR L AE

X 4-1 IZEREB VAT DO ZRT, AKBITIE, DT 3072, ry b7
BN W CHAZTT O,

1) FEEY—
A H—Fy b LI VPN 240 L THafE S, R B4 L I3EFEMEE T L

TR TV D, IVRIKREZRF D, S it e, 7 RGRRIRIE R & 2 FF o,

Q) Xy bRV T P—R(P— R EMET— )
AR & [ O—ix 72 WEB $—3, x> b7 = 2442t L, FIfE O ID,

B E . FRRERR & 2R,

() FIAHEmR
AL FfECTH Y, PCROA~Y— b8y R EEEOMER, 1 v 4 —X v bHitkiE

ZRL. R WEB 77 UHRA A F—L SR TWD,

(4) FIFEBHES
AIEDOSFMITM A, B ARENOBESEE FEE OEFEmATH Y 050, 090, 080, 03

I PEREEREF(EEED) D EEINTWD Z 25 L35, Skype 72 EEXEE
FEIIBECEDDEZIIET—ERLUSND Y 7 b7 3 TR T 5, I BRI
RECIL HARENIZIB W T Skype 20 HIFHEEE ZBT— X FFIHTE R0,

S FIE K Ry PNZT PN
\/ ID - SAT— R(f &% —% v s HTTPS) gLl
(VPN,/SSL) T

j Fe(ZH T Bl (B EEE) |
I E B E S BRIV — L

\4

4-1 EARFH

* Skype : http://www.skype.com/intl/ja/features/allfeatures/caller-identification/
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42.4 ARG EBEEEEE

AREIT TIPSR NEFEEFETO R XIT OV TR 5,

(1) BFEESHL
S OFFE & RS, (EREEO 2 E—7p EARAHER TR O, & HFAMPE S 7z

I 4 B X « MBS RS OBAEE o 2t A L THE 95, 7272 LEERATRE R
BHEEFIIENOEFEZO NOWBELIEDDOHRET D,

@)ﬁkmﬁﬁmﬂﬁwﬁ
ID + NAT— R« BEE — S OEFEEFF2 . AAREZ I TEE S, FIAEEZ

NEZTHRD & FREYy — " OEFE 5% FHEEHEHEFROT B L RRR SR
50

(8) FRUR G
BIE], BRIEH— NOBIEFBITNT D & FROREEE— R L0, B A X R T,

B DF—U— FORELZRD I, FROBRENTET T2,

*HAEBRE S ARATREZE : http://www.post.japanpost.jp/service/fuka_service/honnin/
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1)

4.2.5 FRIEFIE

(1) BRI
B IIERRE R LG a~v FOZETHD, Z< DXy bRV £
%%EE;:EODT%U@@‘@%*D@KVD ;EI_JBE/\@& [N AT — REEEL L2 & EDHTW

Do

Q) EZENFDER
FIRFERARD DX v bR 73—z e, RENELZRET D, ZOBRMETIE
ERERITEITS AR,

(8) FREFER
I R TP —NF T oA LTER LTy g VB S ERIT L BEE— N,
IFTONEZEET D,

& Rk AR
& FUREBHEADOEAES

S g lEE
(4) % _FRGEERE

Z/%A/&%%Aiiﬂﬁﬁﬁfu PIFOWNHEEZ R R L, 5 _GRFE2 3R 5,
> 60 FPLINIC, GRAFT— NICERE L TS /2300

<

60 FPLANIZ, Bk L7- R EZE D DRGE — NICEREL T2 &0,

vyiarvks OK

X 4-2 EEFEVRGEERE

(5) RIEHEEZFFIE
*'Jfﬁ%éiﬁ‘ﬁﬁ#ﬁi%f:ﬁ) ORRREY — SO EFEE 5T 5, RERET— 3 i%\é1mﬁ%§
FERIM L CHEBISET D,

56



6) BEFEHA XV AHERKROFEHCHIE
RREY — N, BERE A F o ATEENEOWR LT, b LERER® 556 13d

ERRTTHI LR, EeRE TPk s NS, FHZITREN LW bIEF—U—FR
ZRAET D,
> [Z55/ZB#RITTT, YYYIRITIC 1 THERDFAFERIE THE D E T,
FETDRE, BERLEF—DU—F2EGZL TS ESXLY

D By a BB
munEv}j_”_‘/\ i?g{f‘i#l /E%?j—‘l/\ E LT Fl;i?/f & SATEY VS /%77% %DT
o

(8) FBFELNE RAEA
RFES — N 3%y b 7 B —NTH LT, RAEOK/ NG/ & A AT 7 M &R,

(9) BeBEH R OH REEERT

Xy MU T =Nty v a VEEDIE LW GIXTESBELEL D% FIHF A
(2 L Ok RIBIE 2 R~ D,
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A BT EFE A AV A e A By —/t

BE—FBEL ( ID, Password)
|

I I
|
| » |
( BROY (v aEE (RERAY) || |
| | |
| BEAE (AK1TAES) N i
! ! |
| | BEEER (A 156, BEES. £yLaLES) |
™
PR | EomEEsEm || |
i | REEES | |
| | |
| | | REEESHRE |
| | | -
| (EEAA S RACIIAESTARSBRULF DT KERBL T EE L) |
| | P |
| | |
| | | iR | -
| | | .
| P L BEANAS Y A(Ly 2 BRE2546TY) |
| tvyavEs | |
| | v i
| ! A2BH | - !
| | |
| | - I
| | |
e ) ESEREE i

X 4-3 —Fr U RE
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4.3 FEETRTLADOEBE

AT ST L EONASP —b R & L THEEEINT, RETIEEENL Y AT LAOHE
IZOWTIRRS, K442 —EAA A—T %07,

jﬁﬁ,ﬂﬁﬁﬁf A E—=Fy b AV IRy MNE ﬁﬁ‘
& / J
SO — R EKEH <O — b ARk
https/V PN
n o EE{K%E
@FBRIEAE F
Ny

SQREEEST —~OF —7L—X (FH)
T 5B B 2R Rart >4 — (FRIE DB) \J
@H 19 HE&LL

(EFHE T, AR T roal)

&

X 4-4 P—ERARA—Y

59



43.1 TVATLEHEOHE

K AT LTI, A ZRET 72012, Ha R R—x MIY—"Z50 L, [
M OERR OMERE N+ LA L Lz, BIRICY AT A2 RIS 58D X7 L
R O 2 7R (X] 4-6),

(1) BEIRY—

Ty Fa—¥NbDEFELERE L, BETESIRIE, B H bikienl, FRGEREZ Zh
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B IERA PR
FFEIC Federal Financial Institutions Examination Council;
SMS Short Message Service
PC Personal Computer
PIN Personal Identification Number
IC H—F Integrated Circuit Card
ID Identification (Data)
HTTP(S) Hyper Text Transfer Protocol (over Secure socket layer)
HTML Hyper Text Markup Language
TLS Transport Layer Protocol
VPN Virtual Private Network
DTMF Dual-Tone Multi-Frequency
PHS Personal Handy phone System
DB Date Base
IVR Interactive Voice Response
0SS Open Source Software
IF Inter Face
AMI Asterisk Managed Interface
VM Virtual Machine
STP Session Initiation Protocol
VoIP Voice over Internet Protocol
AP Application
PP Prototype Program
Sp Service Provider
SQL Structure Query Language
Sar System Admin Reporter
TTP Trusted Third Party




SI System Integration

ASP Application Service Provider

CTI Computer Telephony Integration

TL Telelogin(A + 2 7 1 0 Bi%E i 04 Fr)

JDBC Java Data Base Connectivity

N—=F ¥ /)L IP Virtual Internet Protocol (Address)

LAN Local Area Network

GINA Graphical Identification and Authentication
Radius Remote Authentication Dial In User Service
AKA Authentication and Key Agreement

SIM Subscriber Identity Module

3G 3rd Generation

TCA Telecommunications Carriers Association
URL Uniform Resource Locator
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f B|SSEESiiS|BErEys|ERRERRERELS
2 & ESfELEEHsSi SEEEEEREENL IS
Category Scheme B 232508 ifsassSdddd83828S
(Incumbent) (Web passwords T IE ® eeOeeeeeee O X
T nFircfox V-Al[[22] [0 @S Cdee@ [eee @@ 00 L]
ST astPass IV-A2[3]|[oec0eemciece e (0000 Oee ee
Proxy URRSA IVEBI[ 5] |® — ® -0 LE-X ] o o @ ®0
Y Impostor IV-B2[[25]1|/oee @ eleeec ewo o ee .
OpenlD VCi[¥][0®"e0Ceweee eee0000 ® o o
Microsoft Passport [[V-C2|[33]|C® @O 0@ @8 8@ 9 0000 & o o

Federated Facebook Connect [[V-C3[[35]/0 @@ 00 e eeee o0 (0000 & o

BrowserlD IV-C4[[37]|0c@@0eeeeee COB00OCOO @ e @
OTP over email  [IV-C5[[41]|/0@®® @ @eelee o @0000 ®ee o
Graphical PCCP IV-DI| [7] ® e0O0e & @ o 8O0 "eeeee
PassGo IV-D2|[100] e ecoe e ecel @ eeee
GriDsure (onginal) [IV-E1| [51] ® ecO0e o o « seee
. (Weinshall IV-E2| [52] @ e o eo0n (A X NN N
Cognitive Hopper Blum IV-E3| [54] 3 ee o eol00w T
(Word Association |IV-E4[ [55 ® o9 O0Cee o o oo e
OTPW IV-F1| [6D * o ® oeee "eseseecee
Paper tokens SYKEY IV-F2| [59] (@ @ Oe @ e0e 000N 0 oo
PIN+TAN IV-F3| [62 ® OC © eoee SoseneCoe
Visual crypto Pass Window IV-G1f [67] |® 00 (OSSO RS o0
RSA SecurlD IV-HI[ [69 (-1 0 (e aee oo
YubiKey IV-H2| [71] ec 0 | o0 (00 venee oo
Hardware tokens  |lronKey IV-HI|[73]|/o® 0000 | eee (@0 0O eeeee
CAP reader IV-H4{ [74] e0 O o0 00O ONOOLOSS
Pico IV-HS| [8] |[@® @G o0 eeeesenecene
Phoolproof IV-IT [ [78] © 000 (000 Sesescesecee
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", — — MP-Auth Iv-13| [6] & @0 sBjos e o XXX Y]
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Voice IV-Ji[[8S] e e e 0 @D oo - 00 (@ o oo
Personal knowledge[[VKI[[0T] [0 ® ®®O®ee eoe seee
Recovery Preference-based  [[V-K2|[36] |0 @ @eT@Cee @ o] L N NN
Social re-auth. IV-K3| [99] ® & & 00 @0 |0 @900 e o0

® — offers the benefit; ©= almost offers the benefit; no circle = does not offer the benefit

= better than passwords;

= worse than passwords: no background pattern = no change.

We group related schemes into categories. For space reasons, the peer-reviewed paper [1] describes at most one scheme
per category, but this tech report discusses them all.
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