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Abstract

Privacy-Preserving Recommender System Joining Profiles and Records Among

Organizations

Statistical recommendation of goods and services becomes important by making use of
such data as purchase records. However it is only used by large organizations that hold all
the necessary data such as purchase records, data about goods/services, and user profiles.
Customers’ privacy may be infringed because these large organizations hold all information
about them. Our research objective is to establish an Inter-Organization Privacy-Preserving
Recommender System Based on Secure and Efficient Use of Profiles and Purchase Records
(Inter PPR) that enables recommendation by using data from cooperating organizations while
protecting privacy of the organizations and customers.

Our model of Inter PPR consists of an ID manager, retailers, and customers. The ID
manager provides IDs and profiles of users while a retailer provides purchase records.
Content-based recommendation with the profiles enables accurate recommendations from
small amount of data. The user IDs are used to join databases from organizations to generate
a cross-tabulation table. Credit-card and telephone companies are candidates for the ID
manager. Private set product and inner product protocols, lightweight cryptographic tools,
are used to generate the cross-tabulation table and recommendation values respectively while
hiding data of each player, i.e. ID manager, retailer, and customer. Smoothing is used for
precise recommendation from small amount of data. Differential privacy (DP) is applied to
the cross-tabulation table so that the retailer cannot infer the profiles from it.

Because DP heavily degrades data such as a cross tabulation table that has many attributes,
we develop two DP methods. One method uses only part of the attributes of the table to
reduce degradation of the table. It then complements information of other attributes from
the used attributes. The other method normalizes data in the table to maintain S/N ratio by
shrinking the signal (i.e. original table values) while more shrinking noises from DP.

We have implemented core parts of Inter PPR and evaluated them to show the system’s

achievement of privacy, recommendation preciseness, processing efficiency, and usability.
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