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Secure and Efficient Mobile Agent Application Development
Using Patterns

YASUYUKI TAHARA,! NOBUKAZU Y OSHIOKA,' AKIHIKO OHSUGA'?
and SHINICHI HONIDENTtt

As wide-area open networks like the Internet and intranets grow larger, mobile agent tech-
nology is attracting more attention. Mobile agents are units of software that can deal with
environmental changes and the various requirements of open networks through features such
as autonomy, mobility, intelligence, cooperation, and reactivity. However, since the usual de-
velopment methods of secure and efficient distributed applications considering mobile agents
are not sufficiently investigated, the technology is not yet widespread. In this paper, we
propose a formal framework that supports distributed application development considering
mobile agents and resolving the trade-offs between the security issues and the performance
issues. In our framework, we design the behavior of mobile agents by building models in-
cluding the computational costs and the security policies, and combining patterns so that
the combination satisfies the models. Therefore we can develop the application resolving the
security and the performance trade-offs. Since the models and the patterns are presented
according to a formal framework, we can make sure that the pattern combination satisfies
the models rigorously. In addition, if the security policy changes, we can easily modify the
behavior because the pattern combination can be figured out automatically by an algorithm.
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Fig.1 Network model.
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Fig.2 Computation and data model.
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Fig.3 Order constraint.
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Fig.4 Security model.

2.23 000O0OOOOQOO
000000000000 0O0D0O0 protection do-
main00 000000000000 00O00000OO0
g00oodbooooOooooboOoopooooooo
00000oooooooooooooooooooo
doo0l1o000oooo0ooopooooooog
gooooboooooooboobbouoooboooo
ooboooooooboOoooOOOoDODOoOobOOoOoOoboO
0400000000000CODOODODOOO
oooobooooo 2000000 DO b OO0
000000000 LL0L,0000 LwO0O0O
0000000000 0OLs0L30000 Lsg OO
gooooobogoooo
2.24 00O0OO0ODOOO
0000000O000ooooo N;,00o0ooo0
00o0oooooooooooboooog
gooooo0o0 Ooooooboboopoooooo
goboobooooboooboboobboooooDo
goooboooooooooboooooobooDo
000000 N,OODOOOO0OOpee;, OO
gooobOOoOobOooOooooooboobooobo
Yi,pce, 00000000000 DOOODOOO
gododoooboooooooooogoo
0O N,ODOOOOOpcea, D0OODO
00000 0O00000D0OOoDoooooOoooooo
0oooo0oooooooooooogoooo
gooooooooo Nzooooooooooo
sc; J ac;, DO OO
ooooo 0OoOOooobooboobOoooooboobo
goooboooooooOoobooooooooo
ooo0OO0o0o0oooooobooobboO e O
gooooo N,Oooooooooooooood
0000 ec;all de;aODODOO
00000 0O000DO0ooOOoOoooooooOoooag
00o000ooooooooooooooooo



Vol. 44 No. 6

Ni Nj Ni

05 0000 Py
Fig.5 Pattern P;.

goooOooobooOobOobo0oooboooboobooo
c 00000000 Ly; OOOOOODOOODO
coc;a 1 OO0

100000 b00oooOooooOoOooooboobooo

gooooobOoOooooobooOooooooooo

oobooooood

23 0000
goodbooooodooooogooooogoo

00ooooOoDO00DOoODO000DOoODO00Oog

00000oooooDODO000ooooDoooooo

goopooobooooboooobbooboDbo

o0oo00 ODOooobobooooobooboboboo
ooooooooooobob 200000000
oooooooboobobooboobooooo
goboooobooooobooboboooobooo
0l1ddooooooogood

00 0OO0OO000odObOoooobobObo 200000
oooopoooooo

000000000 OODOoDOoOooooooOo
0oooooooOooooooooooboOooog
oooooooooooooobooobooboooo
oooooboooooboooooooooooo

go0000o000oooOooboooooboboOooooDo

gooofboboOoOo0o0oOoobooboooooooo

gooboOodoobOoOooooooboboOobooooo

o0oooOoooooo

Os0 0100000000Db0bOO0DOoOoUobo

00000ooooDoOD 11ooooooogod

0000DODO0oo0oo0o0ooooooooooooo

gopoooog

e 1000 PODO BSO0O0O0DDOOODOOOOO
oob20000000000000C0D0DOO
ooooooooooobo

e 1000 P, O PsODO60OODOODDOOOO
gooboOooOOobooOoOooOoOooooobooo
go0oooOO0oooodDoooooooooodg
P, 0000OOCOOCOCOOPsODOOOODODOO
oono

e JUI0ODO P,OO 700 PsOO 8ODODOOODODO

goboooboooooooboooboooboooooooooooboo 1487

06 D000 P, OO0 Ps
Fig.6 Pattern P> and P3.
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Fig.7 Pattern Py.
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Fig.8 Pattern Ps.

%8

09 0000 Ps
Fig.9 Pattern Pg.

BE

010 0000 Py
Fig.10 Pattern P7.
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Fig.11 Security procedures.
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Table 1 Computational costs of the patterns.
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Table 2 Evaluation of the trade-off resolution.
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Fig.12 Graph for the evaluation of the trade-off
resolution.
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Fig. 13 Security model after the change.

03 000000000D00000000
Table 3 Evaluation of the flexibility for security policy
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Fig.14 Graph for the evaluation of the flexibility for
security policy changes.
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Fig. 15 Examples of the interaction patterns.
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Fig.16 Clone pattern and join pattern.
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Fig. 17 Dataflow model.
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Fig. 18 Changed dataflow model.

goboooooocoobooooooooooobo
ooboooooocooooboooooooooa
ooo
e PRACOOIDDDOOOOODODOOOOOODOO
gooooooooobooooooboooooobo
goooooooobooooon
e JODODODODOOOODODDOOOOODOOOD
0000000000000 O0PRACOODOOO
oboooooobooooood
4.3 ODO00OO0O0O0O0O0O0O0O0O0O0O0O0O000
ooboooobooooooooooooobooboaoon
gdoooooooooooooboooobooboooo
gbooooooooobooboooooboooobooobooo
gooooooooboboOobooobooboooooao
goooooooooooboooooooooooon
gobooooooooboo
gooooobooooooooooooo
o JIOODOOOOOODOOOOOOOOOOOO
gobooooboooooooooboooboooa
gbobooooboooooboooboooono
o (IO OIOOOODOOOOLODOOOOOOOO
gbobooooooooobobooooooobo
goooooooooooboboooboooooboo
gbooobooooboooooboooasnbooon
oboooooooobooooooboooboooo
gooooooooooobOooO0ooooboooo
ooobooobooooooobooooooooo
gobboooooooooooooooon
e NOOOOODODOOOOOOOmMOOODOOO
oobooooooooooooooobooobooo
gbobobooooobooobooobooboOoooo
booboooooooobooboboooobooo
44 0OO000O0O0OO0OO0OO0OCOOOOOCOO
ooobooboooooooooooboobobbooo
gooobooooooooooooooboooo
goboooooooooobooboobonoooooo



1494 goooooooo

uboooooobooobooooooobooboooooo
gobobooooooboboooooooooooo
gooooooooooobooooooooooboo
goooooooboooboboooooboooooon
gooobooooooobooooooooboooo
goooooooooobobooooooooDboDo
gboooboooooobooboooooooboooo
gobooboodooooboboooooooooboooo
goboobooooooboooobooooooobod
gooooobooooooooobooooooan
gobooooooboboooooobooboobooo
gooooboooboooboooobooocooooon
4.5 OO0O0OO0OO0OO0OOO0OOCOOOOOOOOOOO
goooocooo
gobooooooooooooooooooooon

gooooboooooooboboooboobobobooo

gooooOooooboobooobOooo0ooooo

goboobi1oooooboobooooboooooa

gooog
gobobobooooooboooooooooooa

uboocoooocooooooooouoooooboooo

gooboboooooooboooooocoooobooo
gbobooooooooooooboooooobooo
goooooooooobooooooooooooo
gbooooooooboobooooooboooobooo
oooooobooo

4.6 DO00O0O0OODOOOOOOO
ubooboooboooobooboooooooooa
gooobooooooboooobooooooooa

gbooboooobooocboooboooobooobooo

goboboooboooobooooooooobooo
ooooobOOoOobo4500000000000000O0
goooobooooooooooooooooooo
gobooooboboooboboooooooooboooo
gobooboooooooooooobobooboobo
oooooooon

gooooooboooboboooooooooooo

gooooooooooooobooooooooon
gboobooodobooooooobooooooobood
ooog

4.7 00000000O0DODO
gooboobooooooooooobooooooobo

oooooooooooooooooooooooon

goooooboooooooooo
e JI0OOODOODOOOODOODODLOODOODOD
gbooooooooooboobooooooooo

June 2003

gobOooobobooooboobooOooooboo

o JO0O0O0IOOOOOOLOODOODOOOODOO
gobobooooooooobobooooooooboo
gooobooooooooooobooooooon

o JOOOOODOOOOOODODOOOODOO
ooooooooooooobooooooooobo
goobooooooooooboboooobooon
gbooobooboooooooooooo

5. 0000

obboooooooboooobooooboooo
00 10160 22)000000ODO0OOOOO
goooooooboooooobooboooooboooo
gboooooooooobooboooboooooboooo
000000 16)00000000DoooUoooo
ooooooooooboooboooooooooo

goooooooooboobooooooboooooo

0000000000000
00000000000000000000000
0oooooWiD9®oooooooooooonon
00000000000D000O00O000000000
0000000000000000000000000
000000000000000000000000
000000000000 000000000000
000000000000 00000000000O0
000000000000000000000000
000000000000000000000 19)0
000000000000000000000000
000000000000000000000000

goooobooooooooooobooooboooo

0000000000000 00000000000
0000000000000 00000000000
000000000000000000000000
000000000000000000000000
0000000000 00000000000000
000000000000 000000000000
000000 D000000000000000000
00D00000D0000000D0000D000000
o0 00000000000000000000
0000000000000000000000000
000000000000 00000000000
0000000000000 D0000D0000000
000000000 0oO0OoO00®00000000
000000000000000 228229000 MO
0000000000000 00000D0000000
0000000000000 D00000D000000



Vol. 44 No. 6

000000000 000000000000000
000000000000000000000000
0000000000000000
00000000000000000000000
ooooooo?»4900000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0oooQ
O0D00000000000000000000
00000000000 O00O0Oooo?”92¥ooon
000000000000000000000000
0000000000000 0000000000O0
000000000000 000D0O0OO0O000O000
000000000000000000000000
000000000000000000000000
0000000000000000000

6. 00003

ooooooooobooobooooooooooo
gooboobooooooboooooooooboooo
gbooooooooooboooobooobocoobooon
goooooboobobboboooobobooboooon
goobooobooooooooboooboooooooan
goooobooooobobooooooooooogon
gooooooobooboooooooooobooo
gobooooooooobooooooooooooo
gbobooobdooooobobooooooobooobod
gboobooboooboooooooooooooboooon
goooooooooooooboobocoobooooo
goooboooboooooooooooboooooooo
ooooboooooooooooooooooooo
gooboobooooooooooobooooboboobooobo
gooooobooooooboooooboo
oooooboob0oooooooooooooon
gooooooooboboobooboooobooooon
oobooooooooood
e 2400000000000 O0O0OOODOOOO
goboooboobooooobooooooooon
goooboooooooooooooobooooo
gobooobooboocooooooboooboobooo
gooooooooooooocooooobooao
gool1ooooooobooocoooooooon
oooobobooooooboooooboooboobooo
goboboooooooooooobooobo

goboooboooooooboooboooboooooooooooboo 1495

0oooooooooo

e I0IDOIDOOOODOOOOOODOOOODOO
0Oooooo2?)pgoooo0000ooooon
000000000000 000000000
ooo

e J00DODODODODODDOOOOODDOOD
0000000000000000000000
0000000000000 000000000
0000000000 000000

e 46000000000D000DODOODOOD
0000000D0000D00000000000
000000000 O0O00000

e 00DDIDODOODDOOODOOODODOD
00000000004220000000000
0000000 000000000000000
0000000000000 D000O0D0O0O000
00000000000000000000000
000000D0000000000000000
0D0000000D000000000000000
000000000000 0000000000
00000000000 000000000000
000000000000 D000D000000

e 4000000DO0DDODODOOOODOO
00000100000000000000000

e 000DODDOOODOOODOONDODODOD
0000000000 000000000000
0000000000000000000000
0000000000000 000000000
0000000000000 000000000
00D0000000000000D0O0O0000n
00000000000000D00000000
00O00000000000000000000
oooooo

000000000000000000000

0000000000000000000000
0000000000000 0000000000
00000000 00D000000D

e 30000000000DO0ODOOODOOD
0000000000000 D000000000
00000000000 0000D00D00000
000000000000 0000000000
000000000 0D000000000O0O0o0n
00000O0000000000000000
00 D0000000O0000O000O0O000O0

goboooooobooooooooobooooooDo
goboooOooooobooobooDbOooooDoboo



1496 goooooooo

goobooobooobodobouoooooooooooon
ooooooooo

g 0 0 0O

1) Aridor, Y. and Lange, D.B.: Agent design pat-
terns: Elements of agent application design,
Proc. Agents’98 (1998).

2) Baldi, M. and Picco, G.P.: Evaluating the
tradeoffs of mobile code design paradigms in
network management applications, ICSE’98,
pp.146-155, IEEE (1998).

3) Bradshaw, J.: Software Agents, AAAI Press/
The MIT Press (1997).

4) Carzaniga, A., Picco, G.P. and Vigna, G.:
Designing distributed applications with mo-
bile code paradigms, ICSE’97, pp.22-33, ACM
Press (May 1997).

5) Chess, D.M.: Security issues in mobile code
systems, In Vigna 17), pp.1-14.

6) Devanbu, P.T. and Stubblebine, S.: Software
engineering for security: A roadmap, The future
of Software Engineering, Finkelstein, A.(Ed.),
pp.225-240, ACM (2000).

7) Eden, A.H., Hirshfeld, Y. and Yehudai, A.:
Multicast — observer # typed message, C++
Report (October 1998).

8) Gamma, E., Helm, R., Johnson, R., Vlissides,
J0OMOoOooOoooooooooowoooo
O000000oo0o0oDO0ooooooooooo
00000000 (1995).

9) Geppert, B. and Rofller, F.: Generic engineer-
ing of communication protocols — current ex-
perince and future issues, Proc. ICFEM’97,
IEEE (1997).

10) Ismail, L. and Hagimont, D.: A performance
evaluation of the mobile agent paradigm, Proc.
OOPSLA’99, pp.306-313, ACM Press (1999).

11) Karjoth, G., Lange, D.B. and Oshima, M.: A
security model for aglets, IEEE Internet Com-
puting, Vol.1, No.4, pp.68-77 (July/August
1998).

12) Kendall, E.A., Pathak, C.V., Krishna, P.V.M.
and Suresh, C.B.: The layered agent pattern
language, Proc. PLoP’97 (1997).

13) Mikkonen, T.: Formalizing design patterns,
Proc. 20th International Conference on Soft-
ware FEngineering, pp.115-124, IEEE Com-
puter Society (1998).

14) Ordille, J.J.: When agents roam, who can
you trust?, Proc. 1st Conf. on Emerging Tech-
nologies and Applications in Communications
(1996).

15) Silva, A. and Delgado, J.: The agent pattern:

June 2003

A design pattern for dynamic and distributed
applications, 3rd FEuropean Conference on Pat-
tern Languages of Programming and Comput-
ing (1998).

16) Tahara, Y., Ohsuga, A. and Honiden, S.:
Agent system development method based on
agent patterns, Proc. ICSE’99, pp.356-367,
IEEE (1999).

17) Vigna, G.(Ed.): Mobile Agents and Security,
LNCS 1419, Springer (1998).

18) Yee, B.S.: A sanctuary for mobile agents,
Foundations for Secure Mobile Code Workshop,
DARPA (1997),
http://www.cs.nps.navy.mil /research/
languages/statements/bsy.ps

19) Yoshioka, N., Tahara, Y., Ohsuga, A. and
Honiden, S.: Security for mobile agents, Agent-
Oriented Software Engineering, Ciancarini, P.
and Wooldridge, M.(Ed.), Vol.1957 of LNCS,
pp-223-234, Springer (2001).

20)0 0 00 00Bee-gent WWW O OO O
http://www2.toshiba.co.jp/beegent/

21)0 0 0000 Plangent WWW O OO O
http://www2.toshiba.co.jp/plangent /

22) DO0OO0OUOOOOOLOOOoOoOOoOooOoO
goboboobooOooboooobooboboooooo
00000OO0DO0OD00O0DOO0OO Vol.40, No.12,
pp-4319-4332 (1999).

23) 0000000000000 OOOIPEditor
000000 Mobile UNITYDODDODODOODOO
0ooo0oDoboooOobOOoobODobooooooo
00000 0Vol43, No.6, pp.1582-1597 (2002).

(00140100 1000)
(00150 4 03000)

00 0000000

19660001991 0000000
) 0000000000000000
o 00DD00D000000199300
1996 0000000000000
001996 001997 000 City O
00000001997 001998 000 Imperial Col-
lege0000000000000D0000D0000O0
D00000000000000000000000
000000000000000000000000
000000000



Vol. 44 No. 6

00 0p000O0O
19930000000000000
000D0O01995000000000
L= 0000000000000000
‘ah 000001998 00000000
- 0000000000000000
D00D000MO000000000000000
000000D0D00002020000000000
000000000000000000000000
00000000000

ooboooooooo

1958 0001981 0000000
~ oooooooooooooooon
g 0019800198900 00000
u

O000oooooooooIcoTro
obooooooooooooon

gboboocooboooooboooooobooboobooo
gooom2o0200000000000000DOAO0
goobooboooooooooboooooooooo
ooooooooooobooobooooobooooboon
goooooooboboseoooooooooo
goooooooooooboooboboooboboooo

IEEE CSOO0ODO

goboooboooooooboooboooboooooooooooboo 1497

DO0000D0000
19530001976 0000000
000000000001978000
0000000000000000
‘\;;/ 000000000000 20000

@ D000000000000000
D00D00000200100000000000000
D000000000000000020020 500
20030 1000 UCLOOO O Imperial College [
00D000000000000MO000000 mM
1986 000000000000000000000
D00000000000000000000000
0O0O0DIEEEDACMOODO0000000000
ooo

i
o

&
~




