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Abstract

Computational Model for Protection and Infringement of Privacy in Social Media

Social media are forming an important infrastructure for communications in
modern society but are also causing revelations of private information. Although
countermeasures such as privacy settings are being taken against this problem, these
countermeasures often impede the natural flow of communication. Another problem is
that information disclosed in social media is linked with different kinds of information,
such as information in a database, leading to privacy infringement. However, the
reality of this risk has not yet been clarified. The objectives of our research are
therefore to protect privacy without impeding communication and to clarify the risks of
privacy infringement by linking different kinds of information.

Representing and detecting private information are central issues in both
protection and infringement of privacy. It is because private information depends on
individuals and is ambiguous while it has a wide variety of expressions in social media.

To protect privacy without impeding communication, we proposed a system
that checks sentences that users may have posted in social network without
considering privacy, detects revelation of private information, and warns the user or
modifies the sentences. This detection is word-wise, not sentence-wise, to localize
modification so that the original sentence is maintained and communication is not
disturbed.

Because private information depends on each user, the user has to define
his/her private information so that the system can detect it. However the private
information is often ambiguous and difficult to define. Therefore burden on users in
defining private information should be minimized while private information in a wide
variety of expressions, such as combinations of words, should be detected. To meet
these two requirements, DCNL lets users define their private information with
phrases called NG words and infers the relation between various expressions in the
user’s posts and these NG words. The system uses words in the posts as keywords for
Web retrieval and infers relation to the NG words on the basis of appearances of the
NG words in the retrieval results. We evaluated the proposed detection method using
11,000 tweets from 11 student volunteers (1000 tweets/volunteer) and 7047 sentences
from the mixi diaries of an adult worker. The system detected 90% of sentences where

humans detected revelation of private information. Moreover 10% of revealing
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sentences were detected by the system and not by the humans. Thus the system is not
only effective in preventing revelation of private information but also effective in
complementing human ability.

To clarify the risk of linking different kinds of information, we designed a
system to identify tweets posted by a specific person by linking them with that person’s
resume. Terms in a resumes are rarely used in tweets of the corresponding person but
are indirectly implied in a wide variety of expressions. The Web-based inference
method proposed above is used to detect hidden relations between tweets and a resume
by taking the resume as a set of NG words. This identification system was evaluated
using the resumes and 12000 tweets from 12 volunteers. Tweets of 8 volunteers were
correctly identified out of tweets of 101 persons including each volunteer and 100
twitter users. Tweets of 3 volunteers were included 4 candidates. Though these results,
we have shown the risks of privacy infringement by linking different kinds of
information.

Through designs and evaluations of these two systems, we have established a
computational model for detecting private information and have shown its

effectiveness in both protection and infringement of privacy.
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53, RERMEED Web 1 MTIX, BHESLKEORBREEEREZMA T 7 4 —LE LT
NEALTNWDEZARDD. EOD, ZhoDORAISNTEEMAT R T f—LE Y —T
NAT 47 LORENPBEEN, MAORENFEINIAEELEXLNLD.
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V=YX VAT 4 VIR EANIET D x RfERRER S T2, Y=Yy b A
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K912, Lam BIFBED Y =V vy VAT 4 T iR L LT, 12%Da2—F D7 7 —X b X
— L&, 72 30%DA—HFOT R —haHE L[], BR S EwRD b IEFIR O
WMaHET D FELREL, FEFROER, A, marital status ZHEE TE 5 LG L
T35 [44]. Mao 61, FRITRHRUCET 2 250 & T6% DFEE T, F72fEEIED D
SREZ 4% DIEETHRIHTE 2 & LT 5[46].

WA, MR ET D AT 4 TLAN L OEHRZIER L FEEA L T 15 (De-anonymization)
DIEEZINTWD. Narayanan ik, 7 —F X—2DORETHW W= FREBLZ Y —v
FYIVAT 4 TITHE L, 2009 4El2xy hU—7 hRaY—0BRAICLY 2 EEORR S
V=X VAT 4 T 2R DR —a—FERET 5 FIEZREL WD [12]. 2oH T,
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EADEREEL, ZOMA (LIT, TEZEAN] EFES) ORFEEHY —v v L AT
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NTW5b., ITHEITHOIN TV D Background Checking Tid, mtAmZE N Lo EBRE
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L, HRbBELENE WV —F 2 YHEAN L AT
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XELSOHELENRE VT L, BEERY MNLEORRXEARY NLORTAENR/NEL
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T5.

FhHH L7245kt L C TF-IDF[58] & F\ iz E Az H L7z, TF-IDF &%, CEF O
MO BEFELZHEHTI2EOICECHEFERBEER ST HINLLIEBEETH Y,
TF(TermFrequency : HED HBLMEE) & IDF(Inverse Document Frequency : SCE O i H
BUHE) D 2 FEOBIEORFICLVEAIND. BEER, DSV HEAD, BT HH
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JBIEEDHGENEERIIND LITRS T, HEOMEEPIEIRIC L - TRIEND Z &
WL, Ez, BMBSTEO R FITEXEE R FICROND Lo dz, SRR E OFLA
AORICL > TBEBEEOHFBICREZETELIRABHVONS. 2O L) ICHEHETLH I LR
WERIZOWNTIE, DEREX TRIBENTWEE LTS, TFIDF O XL 9 IZF—FEA O
BUBHEICE S FEZHWESE, BUEICRKRIED Z LN TE RV,

53



WAE BRERELOBESRBEULEY— VX NAAT AT LOBEEORS

DIFFTE
H wloiio ol
&

G|

G

AOEAS (FEATTH)

i

BIF54

1 234567 B 21011121314 151617 1819202122 2324 2526 2T 28203031 3232 34353637 3839 404142 4344 A5 46 47 4B 4050 515253 54 55 5657 5859 0061 62 63 G4 GSGRBI 6B 6D 70 F1 72 73 /4 75 76 F7 72 19 BO

JE R E D4

avE1l—4

X4.2 Adam®d D5 X|

0,14
[ ]

= 8888

QN EU TR ntNe:
OE QS TF-IDFHE

016

54



WAE BRELOBEZBELEY—IXYNAT 4T LOBREEORS
DRETE

4.4.2 Web #EOF|H

FROBEARN 2 FROMEREELODL L TROLIITRD.

(1) BEEICBWT, 794 RN —H#RIT, ERABREOLTAICE > TEBEINA TS,
(2) PERLXIIBWT, TTIA NN FRIE, EXAFRZT TR, B, HiEOMEY,

LR R 7 E SR RBEA AT 50T, EBAOLEEE T TIE, BEELHOR

REXOHUELXELLEHT L2 ENTE 0N

ZIT, VAT AL, OSRETOZRLRBLBREZEOLT O N> LML, H
PELLTERLTAINERDD. 2L 2I1E, DERE LBREREOHEICEE#HAZRN
BEIZlL 0, SR ENICBEEDOHENEETLH SN TV DLIHEITIT 1, MBI RE
DFAEIL 05 E Vo EBILEITOMNERD D.

ZDTHIZ, 3ETHRFE L DCNL O ERMFIEZILRL THWDL 2 L a2B 2 5. &
JEEOAFZBEMRMO NG UV —FEBEZ DL, DEREORIA L BEEDLAT & DO
N0 % Web RRICE S CTERBILT DI ENTEDLLLEEZD. OERLETORALIBREDA
FlE DN 2D XK HICEEIN L-fE% Hidden Term Frequency (HTF, [ZiuHiBi4E
FE) EMESZ EICT D, K 4.3ICHTF OBz K ER7.

\ BFEEMOHE
DRS¢t , v &
SIEERD 558725 1F \ N AR

0 0.43 1

score h(t, j),
Hidden Term
Frequency

HEZDEOD
hisEH:

43 HTF D&z %

55



WAE BRELOBEZBELEY—IXYNAT 4T LOBREEORS
DRETE

4.4.3 HWRFKX

DEREEAD, NBEER O ] 2 RET 52 S ZHTF(Dy,j)& L, Thi BEIIC
0726 1 DEICERLT DFELRETH. TS, TOEMERT.
L DS5REXEAD,NHbA<b<MEFHDOOSERLE 2T 2Dy E M HFOOELE D
H£5).
II. i L7250 & o445 L 2 OEAELZERIEMITICE VIIH T 5. filt L7234
D E n &3 5.
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