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Abstract

In factory automation and process automation systems, control systems responsible for monitoring and
controlling machinery have evolved in tandem with advancements in computer technology. This evolution
has included the integration of IoT capabilities into control system components and the convergence of
information technology and operational technology, which has consequently introduced numerous
security vulnerabilities. Minimizing these security risks has become a significant societal challenge.
Implementing security measures in control systems not only requires specialized knowledge inherent to
these systems but also demands an understanding of the latest trends in cyberattacks and defensive
technologies. Particularly during the planning of security measures, the high cost of implementing threat
modeling practices, which are essential for devising effective control system security specifications, has
been a barrier to advancing security measures in control systems.

The purpose of this dissertation is to develop a system that helps control system managers streamline
threat modeling by improving the reusability and automation of threat modeling knowledge, eliminating
the impersonal nature of the process, and reducing the cost of design. This paper proposes "ontology-
driven model engineering" based on a mathematical representation of elements related to threat
modeling. Threat modeling encompasses the processes of risk identification, risk assessment, and risk
mitigation. Methodologies and algorithms based on ontology-driven model engineering for challenges
unaddressed by existing methods in each of these processes have been suggested.

During the risk identification phase, we proposed a modeling technique for attackers to prioritize threat
scenarios, building on previous research focused on the comprehensiveness of threat scenarios. In the risk
assessment phase, compared to traditional methods that solely focus on vulnerabilities, we introduced a
risk assessment model that quantitatively expresses risks based on the internal structure of threat
scenarios centered on attackers. Finally, in the risk mitigation phase, we proposed a method that allows
for the prioritization of security measures, even without known cost information pertaining to security
strategies automatically.

Applying the proposed methods to each phase of threat modeling demonstrated the potential to resolve
issues that cannot be addressed by existing methods. This dissertation presents a framework that can
realize the reuse of knowledge and automation in threat modeling through ontology-driven model

engineering, suggesting the feasibility of achieving the objectives of this research.
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1.1. TE

Factory Automation (FA)%> Process Automation (PA)IC ¥ 2 B D BEARSIE % 45 5 FE I > = 7
L (LA, flfls 27 4) 1%, #2740, avea—2iioRBICHbETHELL TWw3[1].
HERGR > A7 L oMl d <13 Y L—CHFEI N Tw R, 1970 FRIcv A 7 ma v — 2 2T
% Programmable Logic Controller (PLC) [2]23%:45 L, REERICHIE v & v ZBFRE R EL 72, 77,
77V MEETRONEGER Y AT LAOHIEICENTD, 1960 ERICI=avva— 2238 L2
& T, ZEROEMEEICL2EEREAFER Lz, 721970 FER0bava—2 4y b7 =78
ioFE L o v v a—2 /WL RHER, Distributed Control System (DCS) [3]23&5 L, ¥ 27 LRERK
D LR HEA T2,

1990 FEfRIC 72 2 &, HIBEIIC B L 72 B 0 v 2 T L & it 45l 3 % Supervisory Control And Data
Acquisition (SCADA) > & 7 4 [4] % H.001C Microsoft Windows™ (LA#%, Windows) % Linux™ (DA%,
Linux) X—AD 77 v b 74—24, TCP/IP REDIT Y X —7F 4 Xv AT LT T % EEHERAH o il fH
VAT L~ORMDHER, HHS AT L CHEL L 7284 7> A7 LFFEFECHEMT - Ly V2D Ah
3L 7T, vAT AN OB Le, #2758 ED~ L F R v £ —1{, Manufacturing
Execution System (MES), Manufacturing Operations Management (MOM) > 2 7 L 72 8 DHEHHR Y AT
2ok OEEDHEA 72 [5]. 2000 FARLAREIIHIE > 2 7 LD 2~ — MMEER, T — & it ol e,
Internet of Things (IoT) DiGFIC X VY, #lflls X7 L DEHEFEFHEFICE - C, HETHEOR T ML, HE
(OB ML, LEMEON L, #ikhFEMECREREORELZ D26 L7[6]. Figure 1.1 IC5HD
MR 7 il o 2 7 L ORER &2 R 37[ 7],
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Figure 1.1 A typical structure of industrial control system

Z ORI, Purdue model[8]1C3E0 C HIRIR 2 flfHl o R T L DX KX — v TH B[9]. v v H T 7/ F =
IT—ZDOK5HT7 4= ETNAR 74— TN ZEHIET 2HIHER» SR AHIEHR A Y P 7 —
7, & A P OGERGIEO DD AT L5 77 v MR (SCADA) Ay F =2, ZLTTV
R—=T FTARXREHAT L0575 1T & (Office) v P 7 =205, IT R4y b 7—2b 77
v EEA v F7— 7o, Demilitarized Zone (DMZ) 3 &2, 2D 4w b7 —27 LoH— %L,
T—2EHET S, CORMRICKY, ITRET TV FRVATLOT — 2 EHELFHEIC L TV 5,

—J, HIl 2T LEEN L T AN, Vo TV FRESZEL Tw A, 2000 FER20 5,
Conficker[10]%° Ramnit[11]a D a v v a2 —X T4 N RIC L BBREREF-NREFRZIRD L $5% <
DOl AT L HEEZ T2, TNO Ay 27 LA BRIL2b DTl oz, & A,
2010 FFICIFERIPNCHIE > 2R 7 L 2T 2 2 L2 BRIL~V Y = 7 TH 2 Stuxnet[12] 234 TH
B X 72 . Stuxnet © ¥ W DL, HAVEX[13] % Shamoon[14] , BlackEnergy3[15] ,
CrashOverride/Industroyor[16], TRITON[17] & \» o 72 #ilfill > 2 7 2 # BKICH- 72~ L7 = T %,
Dragonfly[18], APT33[19] & v o 7zl o A T L %2R L T BT 7 X —3R % L L 278 - 72,
¥ 72, 2020 FERLAREIE, T v P oy = THGIH S 2T L2 ERIC LIgo, il 27 L 0EHEFEE D
D ORI Z HIICKE 22T 2 HHI0 2 T 5[20], §lfHlc AT L0FERYFAN—KES, v T
v t ©FHl % Figure 1.2, Table 1.1 iIC& A4 v &7 v F O E % /R8T
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Figure 1.2 Examples of major cyberattacks on industrial control systems

Table 1.1 Description of major cyberattacks on industrial control systems

# Incident Name Yea Description
r
1 Stuxnet[12] 2010  Sophisticated malware targeting Iran's nuclear power plant
2 US. Water Treatment Facilities 2011  First reported cyber-attack damaging a U.S. water plant's operational system
Cyber Attack[21]
Shamoon[14] 2012 Destructive malware targeting energy sector linked to Saudi Aramco attack
4 Flame[22] 2012 Sophisticated cyber espionage tool designed for data theft and surveillance with
extensive spying capabilities, targeting middle eastern oil companies
5 HAVEX[13] 2013  Industrial espionage malware targeting energy sector via supply chain
6 German steel mill attack[23] 2014  Cyberattack causes physical damage to German steel mill
7 BlackEnergy3[15] 2015 Malware for cyber espionage and energy ICS attacks
8 PLC-Blaster[24] 2016  proof-of-concept malware self-spreading targeting Siemens S7 PLCs
9 Industroyer[16] 2016  Malware targeting industrial control systems, caused Ukraine blackout
10  WannaCry[25] 2017 Huge ransomware attack impacted on many ICS
11 VPNFilter[26] 2018 Malware targeting VPN devices, capable of espionage and destruction
12 TRITON[17] 2018 Malware targeting safety systems of industrial facilities
13 Ryuk[27] 2018 Ransomware attack impacted on oil/gas plant
14 Indian Nuclear Plant 2019  Cyberattack on Indian nuclear plant, suspected state-sponsored espionage.
invasion[28]
15 LockerGoga[29] 2019 Ransomware targeting industrial and corporate networks including aluminum
plant in Finland
16  EKANSI[30] 2020 Malware targeting industrial control systems, disrupts processes, demands
ransom.
17  Florida water system attack[31] 2021  Attempted cyber intrusion to poison Florida city's water supply by increasing
sodium hydroxide levels remotely.
18  Colonial Pipleline attack[32] 2021 Ransomware attack on Colonial Pipeline, disrupted US fuel supply.
19 Industroyor2[33] 2022 Cyberattack with multiple malware to disrupt energy control systems
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Bl 2T LY A4 N—WBEZIF 5 &, v AT LREIEIEICHE S EFEFEIE, G5 oSG0 E
B, AV TV MPIGICBRZ a R b wvo 2RI OFEL T T, filfflly 2T L 0fENRIC K 5
T, f@FECRE~DWE, TP 77 v MEAMOREICHT 2EEECENIBNEH 5. flziT,
2010 fFICFEA L7z Stuxnet 1%, 4 7 v DT HIEFTNOMTH O 0o BEEOBIEICKII L T\w 5
[12]. flicd, 2015 4E & 2016 4EiC Dragonfly IC X 27 2 4 F OB RIICHTT 5 %4 N —KBIC X
D, KHBUSEICED - 2540 b it S h T 5 ([34].

EWECES P o72db0D, FHROGHILY: 77 v P ORIy 27 L D0REFHE X T LT3
WE[17]%, KE7 v ) XM LKy 2F 203 2KBEF Y 7 2EE A RIEIC LRI ¢ 2942
—WEB1I]DHEINTWE, £, FVH LT o TIKKX2BEEHE LT, WannaCry 2159 & T 5K
ELRBPEBILE o727 v H L7 2Tk o T, ERP % MES, SCADA 7z E O ffillflls 2 7 2 1cB4 3 > %
FLBHHARBE L 70 0 BHEAIICER 2 HBBHER AT, F0b0hCRIcKERA VT Yy T, K
Colonial pipeline 23, Darkside I X % 7 v ¥ L4V = THEOHEZZF, FilHl5 O #5235 — Ky Iic
fFIEL2pI[32]ch 2. 7, ENEBHHEEES OWIMLE 2 BN R & 5% EKANS[30] & FEiE
B35 VB LY =T b, BRWICHEIC AT LayR—3 v 2 Ho 2B a— PRI -EH D
»H5.

Eoflzsbr 2@, Sl 27 2083 2 3 4 N —SBIE, &80, HWEREICER 2 B/h
oD, Lo T, Hffll AT LD A N—%F 2 )T 4 OWRIIKE BESHEDO—DOTH 3.

COHEHFEIIRN LT, FIfHl AT LDH A4 "= X2 ) T4 BERT S 2 L E2HPNE T 3200
BELMEINTVWD, ZoMRHBIILEMTHY, FICHElC AT LE2NRET 222V T4 %
BT, VA 7EB 7L — 47— 2 1cB3 25E[351(36]1[371(38], #ilfEHls 2 7 L O EMANICE 3 2 B
72[39][40][41][42], HlfH> 2T 2B L L 729 4 N =BTk B4 2 092 (241 [43][44][45][46][48],
HllfE o 2 7 LR L U 72 B TR B 3 2 0T9E[47][49][50] (5138 5. v % 2 U 7 4 BEOHTICEES
M ciE, WY V) =ik LB FEOMFEMCtF 2 74 VA 7EEZHELT 2 7L —
LT =7 DL E BN E LR RE S N TWw 5. BERANCE T 25t <id, 6l 27 20k b
LEBBRHM D700 7L — L7 — 2%, il 25 ARGICHE R 5 2 2 AR T%ICBET 2 4
LRI NT WD, W Pl FikicBEd 209 <lE, SCADA & 27 4filffls 2744y F 7 — 7,
PLC & ofilfflc A7 savR—3 v, flffla sy 710d 2 WBFES, ZhbeeFaTIicTdk
DORET 2 FHRICET 2 REMRE NI N TS,

1.2 HfHlc 27 Le¥ 2 Y 74 icBIT 2E)A

flfHle AT L kX aTICT2ICHY, WEHHICEKA 2t F 2 ) T4 XRERY ANEDTHE, &F
2V TFAMEOMBEERERNMTE R TER G, vF 2 ) F 4 MEOMREERT 2101, ©“EeXK
FERfEHEMERE L R, Moo FHEICkY, HBEINE T —RICEWTHIHY 27 L OMEES L2 F
ALK ICHERLZXGBBETH L. fllffllc AT Lk, TV RXR—TIFA RV AT LEITV AT A
MR CEARENAECEBRY, TV XA—F 54 XV ATLFOHIENErZ0F F@HAT 2L 13
TX7\w, Table21 Iy 2 —7 54 XL 27 L EHIHL 2T 4L DiENEIRT.
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Table 2.1 Differences between enterprise systems and industrial control systems

Categories Enterprise Systems Industrial Control Systems
. PC/Workstation/ PC/Workstation/
Computing
Platf Server computer/ Server computer/
atiorm Cloud Embedded device

Health, Safety, and Environment (HSE)/

Priority of protected asset Confidential information . L.
Business Continuity

Responsible IT Dept Production and Manufacturing
Department p Engineering Dept.
Application Scalable functions lee(.i funct10n§/
Cyclic processing
Life cycle 3-5yrs Over 10 yrs

WUERELRAZ I DT, HillfEll s 2 7 20 13l fHLEE 2 Remote Terminal Unit (RTU)ZD 7 4 — v FHER 72 &
DT =T 2 ABREDHIABRT ANAZRRETND. RENROELIELICOWTD, HROEEE
(Confidentiality) (RN INZ TV X —F 54 R X7 KR L, #ilfflls 27 2 3B Ok %
B (HSE), F¥MkeIE (Availability (R 2 T 5 2 2T L3 % v, P AT LOEBTBE Ly 2 —7
TARXY AT LTIT HMTH 223, filffls R 7 2FEGE ML A ERME T TH 2 H5E6 084 v, v AT
LECTEET 2T 75— avi LT, TVR—TIARVARTLRZRT =TT NBT 7YV r—v 3
Y% BoND R, Gl AT LDGE, EEOHRECHBILEL T AL \wn, T4 734 7
ICOWTYhH, TVER—=T 74XV RAT LA 3 EIDL 5 FEHRNTY AT LB—HIN50, iy =
TLDOHGEXI0FULKRE T2 2 LB L Rw. Lo, il AT Lac# L7z F 2 ) 744
REMS T 20ELH 5.

HilfHls 27 LICGHEATE 22 F 2 ) 7 4 WEIFEANED O 702 WKL TLERTH Y, %< DFE
HECHERE IR 2SR ST %, il 21X, NIST SP800-82 % IEC 62443 > V) —X[67]7 & Tlx, 77k A
PG 51, AL Vo N R TS, A v T v biG, e F 2 ) T4 B, VAa—NTAxF
4 7 OEME LD 7 1w ARSI > AT LT ICHERR L LTE o 5.

e 27 L02F%2) 74 %EKT 5ICE, ZOEKT 2 FEREHS»ICT 20ELH 2. Hlffle =
FLDEF 2 )T 4 BT 2EEREREECH B IEC 62443 1<) 3 IACS (Industrial Automation and
Control System)1C 51} % 5| 7 L % Figure 2.1 1753, IACS &1, #lfHly 2 7 2 EE 2 F TR, *
NEEHER T2 A, ik otz a0iach s, coETATHE, Gl AT LORT =2 F0
2o, Wil AT L fER T SRR T 2 EEN R ERT 2ET A EZERL TS, TOETVIL, £F
2 V)7 A XRITHIE S 2T L DEHL, EH S 2 H¥E (Asset Owner, LUk, HlfHlls 2 7 44 —F) (1,
HfH > 27 L (TACS) e x4 2 BHEM L EHOXE 2 H 3 5. RF¥ — ¥ X 7 v 4 X (Maintenance
Service Provider) 1%, IS 27 L4 ol > 2 7 L FE A (Automation solution) &, {R5F7 1+ ZICH LT
B 2o, #lfflls 27 44 v 7 7L — % (Integrated Service Provider) 1%, #ilfll> 2 7 2 DREZEICEI L T
HfEafro., HHic, Gl 27 a0 b Mz L2BE e LT, Sl X 7 286 (BE) ORI & HERE
DELZ R O8IV 77 4 ¥ (Product Supplier) b fF7ES 5. #lfflc A7 L0k * 2V 7 4 2G5k
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T, FAT— 7 hNVERETLHEMICHIE, $ELT52*x2) 74 LORBEEZZETT 5. #HlxiL,
flfHl s 27 LA —F 13, HlHlc 2T LR x2) 74 EHEOMBET X CICHT 2 REKET 21D,
filfl e 27 2 0EREOL F 2 ) 7 4 OFEMEERL 5. FRIC, RFF—E X 7m0 2%, filffls 2
T LMESFICE T B HfE, BXONEABO X 2 ) T AKOEMEERAL Y, GHCATLAL TS
— 2%, il 27 L%, SEBRFO ¥ F 2 ) 7 4 RO EMEAR L 5. Hlflly 27 2855 Mmoo+ %
2 V) 7 A xR, FEMoBY 77 4 Y3z OB RO,

IACS environment

Roles . .
accountablefor | Industrial Automation Control System (IACS)
Asset i
Owner CEETEIES '3 Operational Capabilities (policies & procedures)
- maintains Maintenance Capabilities (policies & procedures)
Maintenance Tl
. . A 0 allo 0 0
Service Provider L
Essential functions
commissions and validates > Control Safety Complementary
Integrated . functions functions functions
Service Provider Designs and deploys g
Includes configured products
(control systems and devices)
Control system (as a combination of)
Develops and supports s
> upportin
lS:l:‘:)c[j)‘li::' Develops and supports sgf?wareg Eznbe.dded ’:etwork g Host
”| applications evices evices evices

independent of IACS enQironment

Figure 2.1 Roles and responsibilities model in IEC 62443

IEC 62443 Tl¥, AT — 27 "V X TR T 2 F 2 ) 74 EEL I NAPRBERIN TS, &D
fHICHIH S R T D2 F 2V 7 4 MR T 2 551F, BRI Nz F 2 ) T 40Kz < E
KT 22LThd, ZNEIR—RATA VT Tu—F[68] eI, —/T, S De¥al T 155,
BAIAL, FRIGEAIZ M2 520 FRAET 2. $lflIc AT o4 —Fict o C, BHROHE L F 2
V74 0RIERE R A e b, BRANGROBE X 2 ) 74 NEIFEATRE TRV,

1.3. KD HIY

flfElc A7 L0F 2 Y T4 VR ZR2CHBRT 2 2 L IZREETH 5. filfHle 27 L LAERA v B
-7 BEEINTEBYRELEDLNT W2, Stuxnet IC X VBEEES N4y P T —2THo-TDH, =
ADHRETH B e RFEFEEI NI, 2F Y, LM O2r0T -2 DR VY 2 L T2l 27 4
X, P oFTIAN—KBERZ T IR EHT 5. Gl AT LDOR<— ML, fillflle 27 L
avFR—3v b IloT b, IT LHlfHls 27 4L DHEENEL L, L DEeF*a T4 F-—AEEDC
LY, 200 27 DR/MUPIETH 5.
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filfle 27 LB TeFX 2 ) TAXRAEERT 221, RITOFA NN—KED P L v PO
it wvorztF 2 )74 ICBET2HMANKRD ONE, HlfHll 27 2 0BG, BEMREIE S E RS I
B3 2 EC Y AT ABIFIEL, filfly 27 ZEEOHEMHGRS HETH 2, Hlfflc AT LA —Fick
> TSROV R HEIFIC SR E 2 IIAN R 23D 0o 5ET 3.

X2 ) T AMRICHTE R R ML, X2 T4 ) R700, FHEICRDS TG 2 ], WE0E
A, X2 ) TAKEREACT Y =T Y v oo [BAaxt |, ZLTexal T 1 OfffiEe
MALICHR 2 DER 2 A M 2355, ¥ 2 ) 7 4 WEOFFHYF ICZ O ORISR T UL, 3R Fxf
IR (b2 F ) T AMKEOEAT A, EHaX MCHT 2BEA~ONUEES)) AEvtFxa) T4
D RS IZAS TR, BHANIROECHIEs 27 202* 20 7 4 %2 B 211, H#2H
TE2HEMRICENRDIZLEL DL, INHGTaA P THDE, €F 2 )7 4 OHMRBARET 2% L Ol
He AT ot —F Il THFFaxMEEL, HHlc AT L20€F 2 74 WEPEE KL %o
T3, ZOFECHL, THHT7 7o —F2#EHAL, aX PR OEeF o) 74 WK 2E 25 7o
2%, BEET ) v 52l LML Gl 2T LA —F B, BERET Y VIR ETEICHZY, BRK
7Y v BT 2 MEOEA R L HEMLIc X W R L, 207 ovxg AP S, #EF
IR ORI E LR T BV AT LEERTLI LR, Ko KHNTH 3.

BRET VY 7IEREL, X2 ) T ABBEBNNT 57 vwx (Y R78H), @0 L 78 % S
L, ST REBEEEET 2 7 mwR (V) RA7FH), LT EEF@RAEHEIC, WUEELTEST S 7w
A (D RZ3L) oK 5.

Y 2 73Rc BT, Hlfle 27 LMK BT 2 B >V A+ (WBY ) —, WY T 7) #H
FETALDHEGL Y T F A MCEH L CHBIAERT 2 BT S < h w5 [53][54][55][56].
No OMEFFRIIMEN ZBEY ) Ao B2 HiV & 3528, ERMENAHT ok i b 5.
SFIUADBHBTHEE NI T EIE, ZOTDLEICERTRELF ) FOEESHEEIC R 32BN H
5. VA7 B NOBLR TR T REARGROFEIL, BEET VOBFMMAEZIREL S>>, EBENRER
FVAF - RBF VA EHMET S TH S,

YR ZFHIICE W TIE, BRENAER YTV A - WE L F VA ZHEICKR VAL DI, VATZETALD
ERRHABMLETH L. PBFME T, VA7 0ERRHOFRL L UEELInfErKic L2E
BLFEREZREIN T S[57][58][59]12%, T DOFEFHENROMFEDOAE NG L LTHh, KEBE
HYOEREBFR I N TV, )R 7 GO BLR TR T X2 AGmOHEIL, WBHE FHRICE W
BT ) AONTEE IO %, ERENAR Y R7FHET AR IRET 2L TH D,

¥/, VAT BWTIE, BT ClE, WEY ) —CE S Z 7 L vwo 2afb I iz B8y 5
YARKLT, BAOXF2) T4 WMEET V2R ICREONEZER T 2 FEIMEINTV S
[60][61][62][63]23, Ziix, =& MERE Vo FIHMRER ¥ 2 ) T 4 MEET VDRI CTH 5
BHY, ZOETAPREDLEITHEHACE AV, WRETAZHINCHL L, F2) T4
WERETADBRETH>Th, BRITRE LX) T4 NEEARTETELZEHRET L\,

Ao 0, HfHy 27 LA —F ZAEPIE T2 27 L4042 % 2V 7 4 fERICE L TREN
RELERF-2InE e bk, Thbb, BEET ) v 73y AT L4 —F OETTEMIT %46
WHD D5, Ko KEE, Gl 2T 24—, BEHET V) v 7% FET21ChzY, BEETY v
BT 2o HEA AR B AEMLic XY, 207 v 20E AR, B X UG 2 MERE
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YT DA TLEFBT L THL. CORBEICIYMATICHZY, Avitud o, BElET
Vv 7 DETu ZDEMIHR L EEZZBIEMRETALE LTCEKEL, o725, FEdRED
ki Tz, COFEEZARGTR (4 b PHRERETY) v 7] LR ZoFEOFEMIZREICT
AT 5.

1.4. A DR
AL DO EREK % Figure 1.3 1R, ARIZEANEDL LK.

H1E (K5)
RimDHARER

Y % R $F2% U X 7 5tk
) 2 7 BB B 2T LtEFa )T 4D
mEEL T O—F

) 22 G

£3E FLE #£5=
HIE S 2T L HIE S X T L HES T L
YA NR—WEETILIL X2 UF4URY ¥ UTF4WHRETIE

S

I%%%@ﬁé

£6%
AL SROEY

Figure 1.3 The chapter structure of this dissertation

F2ETE, ARmICBET 2RO L LT, AR ET2xF 2V T4 vy =T ) v T ak
AEBRETY VY, BIXUOKWCTRBT 24V e VHBERETY) v 7, BXOBEET 2B&CBIL
TR ICb~ 5.

WIEIL, BRETYV VBT B ) R 7 E LT, EFAOHMALZEHETIEET 7 2 —0Ik
BBETNCEDSKBH Y F ) AORBAFELFHNT 5.

FAREL, BRETYV VBT ) R75HEE LT, BAEZHRL2o2 X2V 74 Y 227 DR
bLFEE LT, FIBDOEE Y F ) AKRHEETNCHE DI Y RZEIHET VR FINT 5.

HH5EE, BEET) VKBTI BYRZMLE LT, M) RZOBEF VAL, €F2) T4
SR OHTFEFRA L CEEN ¥ 2 Y 7 4 WE % EE T X X @2 MmN e 2 FikziEd 5.

6T, FRETFHEICESR, ARTIRET 24V e UHEBRET ) v S odlfHly AT LD F 2
V74w =T ) v ieNT 260 E R~ 2. REDRYT, flflcATL20F2) T4
IV =T )BT 5 BOEE R RN,
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H2EE HEfE

2.1. X2V T4V =TYI VIS EEBRET I VS

¥ 2T ATV =TIV, v F a2 ) T A NKOMRERKNT 572010, VAT LA 7Y
A NDORIHBRE T ¥ 2 V) 7 4 REEEMF, LEREZEEL, AT LMK ZED LT T v —FTH
pl64]. chiE, ¥ 2V 74 ERITH[65][66] & bIFIEND, vXa VT4V =T Y v 7 &l
AT LICHEHAT LT, X2 ) T4 BBCHIN TV RRETH-ThH, SfEHEAHIEHY AT 4%
WERTZ2enTES., AT L0F2) T4V =T ) v ICENT, 2 X RO E
X2 )T ANEEBELZ TR LTCEBETY v 7521035 5. BEET Y v 2703, #lflls 27 40T
YS9 4 N—KBICKERT 2BEEREZMNE, T OEBEIEMN Z2IE L, FRICELEMIc L~
EEBICHL, X2 )7 400 (A, PAE, %72 3pERE IR k2O IcT 2T
ETdh2, BEET ) v, flflly 27 2% RNIcL 27T 2 FB e LUAKTEHAIATH S,
Bz, flfHls AT LIcBF 2% 2 ) 7 43K e VU A7 HlioFE#ECH 5 TIEC 62443-3-2:2020[69] 14,
Figure 2.21 IC/R T FIEAZ HERE L + 3. IEC 62443-3-2:2020 (%, HPICRR &+ 3> 27 4 (SUG) %
HRIEFT 2 (ZCR1). PERk, YO ) X 7 5Hii %2 EfE L (ZCR2), Kl AT LE Yy —viavyy biC
7EF25(ZCR3). 2Dk, &V —v DY R 7 %HEKL(ZCR4), VA7 DEWY — VIR LCRE Y %
7 il % EfES 5 (ZCR5). 2L T, YV—voD) RZFHIFERICHKSE, ¥ 2 ) 7 4 MK OERFIE,
RE, HilRIZtt % CEF 3 5 (ZCR6).

ZCR 1: Identify the System Under Consideration (SUG)

|

ZCR 2: Perform an initial cybersecurity risk assessment

|

Z.CR 3: Partition the SUC into zones and conduits

|

ZCR 4: Risk comparison
ZCR 5: Perform a detailed Cybersecurity risk assessment

|

ZCR 6: Document cybersecurity
requirements, assumptions, and constraints

Figure 2.2 Summarized risk assessment process based on IEC 62443-3-2:2020

BT ) v 7OHERT 2L, v F 2 ) T AERNROGIEY X7 2/ LT, VA7 Z#EH (Y
Z7@A) L, @AIL72) 227 %30 (V2 75HE) L, @) RZOFERICHNLTHEEILLET S (VR
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275 HL) . 1EC 62443-3-2:2020 13, FEEMICBRKET ) v 72 E T 22 LT, @MY A7V —VIiTHL
TEENICEF 2 ) T AXKEHRBL LT e —F 2 AL TV 3,

Y 2 7B T, flHl 2T 2B T 594 N—WBRERICL 2BEEHERE, HOBBEROK
BICEDR A RWEED —HOWE (KB F IV F) #ZHOL»ICT S, 45—k F 2 7 4 DRIC
BWC B & (W% 3EEARERS. BEEE, VAT LY AT LA T 3N 24
L7720 FHEEEDDH 5, EE LK AWERTH S([70]. FREUCiE, BRNRFER BRI LFEROM T
EET. T, WBLE, BEAEERTLITETHY, F2 VT4 - AN =X L EERIPHMETES E
FIickY, A7 01cEER G52 X5 T 2BRNARRATE 2. Kimcld, ffll 272280 3HA4 7
ZATOREE (BET 72 —) X2 #HOREL [KELF V4] LIS, LEORINCLHEZ 3
WYELED HOYF VA% [BEYF Y A4 &L,

Y R 7 FHMIERETIE, BB FIVADI R L _AZFET S, VRZL_LEE, 20U R 7 BRER
WHENR L ZGACRITTBENREBEREORE I L, ZORIVSLTIOMG25bEZEEVER
K32, VR L_XVOFHE, KES F U ABENZTEDIERRED, £ L TEBPHEENL 25
BITHRIN2EZEOREIIICIVREING., Iz X, WEOEMNZHS LB HE R ) Y
— R, VAT LDEF 2 )T 4ANEK, BLUOBHEPRFML MERICHEDEFHET 2. VA7 L_UhE
WEBY T A, WEPEGICERRETH Y, BEPHFICL /R L L TRET ZETENKE
WL EREKRT S,

VR 7 MALERE T, BEC TV A L CeF o) 74 NREREZRET 5. COBEBETIR, VA7
DRI F T, VAR DZR, WhR, 72300 2 8Ig 253 5 [71]. ) 27 Ciild 5+ 2
VT AXRDFIE LT, 7747 VA= NVORELCT 7 AGlfH & ote, v R7 LICHH T 5 Y
Wik, 77w AMEEESL ¥ 2 ) 7 4 B oMb LERANER, BRI 2 WG O EM, +*
2V T ARV VORELFEM(EF 2V TASAT AV PV RT L) E Vo ZEHKR E2H 5 [7].

BRETV V7L, AT LIRS BT ERATRETH 5 —7F, ZOFEKIL, €F 2V 74 1T
% HEBEAGE, S > 2 7 20003 B M P W FEC e ¥ 2 U 7 4 WRICBAT 2 HEROI AR R TH 5.
72, BEET Y V7RI TEDHETH 5. BT ) AL, WBFHECERY, BHE7nY 55
HRELEDEEEDY, ZNoDMHABDLETRHEINLZ Db, —DDV AT LI L TEHOE
B FVABEZLNS., Tabb, Hlflly 27 ARKBE > OB ALE 1L, A RBEYF ) A DoS
R—VUBREZOND, ZD0, BEET ) v 7 OEKIL, BEEEH T 2 EMERT — LK% 23 TRt
6T B MENRD Y, v AT LHEFIERONEEERD &, Z O L EMIC AN Y Y —ARHEL k5.

—DODILER 77 v 2 RTH, BRALVATLBHEH LTI, Roni) Y —ATITRTDYRT
LI LTCEBETY) v 72 FE T2 2 L 3REETCH L. BEET ) v 72T 5 Fike LT,
STRIDE[72]<° DREADI73], PASTA[74] % L OB ME T ABRIBEINT VB2, ZHbET A %MAL
THi, NP 2FE0E2RE &, AT THRENHO D 2 WBTEL —HOBH Y 7 ) A DK
By ) — 2R LT E 2 EBBRTH B, AFICXBEERPERT 211k, BRETY v 7 OEMIC
B3 2 M x4 07 —RichHbE THAMNT 27 7v—F03FHTH 5.

AHFFE TP & R, FlfHle 2 T AT 2FET ) v 2icE»T, Ao HAHMER-ER L,
HEMLZEH T2 THE. CORBERMBRTE L1, BRETALORNBMEROENICI 52X 2
U 7 4 AR LA BT 2872 I BRI & O B I B3 2 Wl REE 2 b T 5,
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ARiiClE, TNOFEZMERT 24 v+ o JHRB O ZEM L 2277% v t e CEERE T Y v
7) fRET 5.

2.2. EFY) Vv ISOBE

TV VUL, HER Y AT L, FROME ZREN R TECRT TETH D, % ORERIT B I
BOWTHEARAR L7022 TH 5., #lfllc 27 LICBET2ETY v LT, FlfENS (FER,
{RERIERE) &, 2D A TCREZ SN RETLE LTRET2ET Y v 27 (I T¥NRET Y
v, EHR, To2OoNBEEE LT 2T Y v, VR T LADBECIRIBEVWERET 3 E
TVVT (VATLLYE -V 7 o7 LN ERET I V) Db 5.

FIEH T2 ReT Y v 27 LT, SROFEH - HhEDSE2IC B ©H 2 58 BT RE AR —FE e 7
Vo7, BT -2 2 RRICETARRD L VAT LREET Y v 7, ESIICEER O R, #iEE i s
L—Ry 72T ) v 72835 5(75]. §IEILANERET Y v 2703, VBERAREAEEGHT 2 L2 0,
BRETAPROLNL T VEIFHEDO —DOTH 5.

— )T, VATLLY -V 7 b7 LENEET ) V7L, BHHRY AT LOFGHCEW RS
2. ZOXRTOET YV V7, V7 b 2 THRBICBT 2EBEETLVOERPEHNTH Y, FricHEME
BREBHEDO AL — MR EBOMRET AR ER TS, RENAETV VI Tk (T V7538 L L
T, ERD (Entity-Relation Diagram) [76], UML (Unified Modeling Layer)[76], SysML (Systems Modeling
Language)[78] 7 & 23 5. MR v AT 2B L L 2T & L CRICE 2 )i, Il Tz
TV EHRTEERETADPRELNIC L WEPFETH S,

Flf e AT 22l F 2 ) 7 4 BT 2FRIE, Gl AT LDETARERIN TR L K
TERW», 2L, ¥ 2V 7 4 2HERT 2WROGIH > 2T LD T ABHETRITNIL, ZD0BEE
TARPHEET ALV oletF 2 VT4 ETAVERRGITE RV THDL, 72, [F¥F2 )74 A
DRI STH Y, X2V T4 6 0IHIWSZDODIINLT, EREFLVIIERTE RV, £F =
V74 FROMMEZGRT 2113, FidotF o) 74 ZHERT ZRICH L, BCELHHEOFH & v
o7z, REPEETIHELRDH L. Thbb, ¥ ) 74 O0RTETFT LT 2 ETCOLELMII, [+
X2V T4 % MERTINROETADVHMECH L2 L |, BIX UV F 2V 74 ZHERT 2 RNRICHL T,
FOEERPEET L] LE2 5. Hlflv 2T aicsnTlt, FdoEF ) v 7/ FiEIcky, ¥ X
TLPLHIHRICELZRTOMETCETANERTE LI LICMA, AETHRNZHEY, £ DtFa
U5 4 HEIBFEET R0, BIHC ZAT202X2) 74 DXIRCTETAMT 22 LITAJEETH %
Lz,

2.3. AviroVREgRET) v

dvitaylid, AEE T LI NAERL» O 2 28NS e LRI L, EREOBERZHER
WKWRHT 27— =2 ThHd. A v Fay (EEm UEA v P ey Tf—) RtA T FEHkTthdh h,
[EAE] & 32 2 Gm B I At < 2T B 2. HRFEDOXRICE T 24 v P r P, H3FEROBR
OB AHOEME T L E LTRRT 22 THB[79]. 4 v b vidFic N LABE-CHR LY
DA TISHINTEY, ETMENROMECEFZZHOICL, 2 v ¥ — X038, UHCcE 2 X
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9 T BRI E ~ D2 FIH < h 5 [80].

Fvru EERETY v L, K@TIRA Y b e EOKETF) v ST TR —F L EERT S,
viuYlBE L, Ay be i o B RERREERL, MMz HEAHT 7L LT -2 0EKE RO
[81]. A v buviE, BRI AT LY 7 by 2 THFICHEWT, % IEH I AT 5(81][82][83].

BETY v 7R AT 2T 2L I 4 N —EBRONR, HE, Pl Tk L v o 2RI
DEEMET L. W AT LB FEBEET ) v KT IABOA Y e Y EHL2ICL, ZOF
vimvicEkogesabT sz e, BREET ) v T aw RICE T 5 A A AERSR & BE1E
R CTX 5.

2.4. VA A

EROM Y, FEEFD v 7R E L) AZEI, VR ZFHE, VR IHLOZ0D AT~ b SR
IND. ChLEEBRICEH Y F e VHEESY v 2 REAT 2.

BONC, UV AZEBHNEETIE, 2F 2 ) T4 ERNRE 220 2T 220b 0, §lffle 27 LicE
WCHEI NI BT 7 2 —, BT 7 % —OWEBIEH), X CWBEBE L EHG0oHELET VL
ORRETH. chbrEFMUL, BEYF ) AOEFAKBERA ., Kificlt, BESF ) AET
MEFEE LT, ETVORMAEZERT 2B T 7 2 —0REETNMICHE S B F ) A ORB
ETAERRET S, RIREOFHILE 3 BTk~ 3,

Rz, Y A7FHEGER T, AR FVADEF2) T4 VA7 EEFMLT . VA7 L, [
TELIHERDMEIPOL LI L, ZNICL2ADHROMEY] TH L. 2 VBB TV ADBHFET 206
e, BEY T ) ADBHEEMLFRL L CRET 2REDOMAGDED, BEET ) v 70Tk
SVRITHD. TDVRAIZERETZAN=AL%ET LTS, Kii<ix, BAEZPHRL o> E*
2V T4 VR ZORMBL ZFHRL LT, IROBE Y F Y ARHETAVICH S ) 275 EEF L %242
K35, KIRELOFMITE 4 Hic bR 3,

RIRICY 2 7 SLERR T, BRUC X 2 E ORIk - LUK ORE T 2. ) 273801 & Y 2 7 iR
TSI 2B F U Aicxf L, ZHRIICHHLS 251k - LK ZREST 20y y 7227 LT
5. KiwClE, M) A7 OBEF VAL, £F 2 )7 4 WMEORHRAGA L CEEN 22 ) 7
4 WA R R X ET R BRI ICRE T 2 FiEEIRET 5. REZOFHMNILE 5 Hic T~ 5,

2.5. BRRERFEoRNRa -7

THR T 7Y MICE ORI 2 HIl s 2 7 L0, B 2 7 LSl 2C, GRS & o
VB B (77 v M) 2EET 3. KRBT 5 F 2V 7 4 MK OMEHIP % Figure 2.32 1Z/87.
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Internet/Enterprise network

Terminal Enterprise

IT
: oT Scope of :
: MES o Lv3 this study :
HMI /MOM Historian Operation :
: _Plant Network :
Data Lv.2
E SCADA Collector Supervisory .
i Control Network E
E Lv.1 E
; PLC RTU DCS Control :
: Digital .
Analog
Plant Plant Plant Lv.0
Physical
X Y Z process

Figure 2.3 The scope to be secured for this study

AiCEBWTE* 2 ) 7 1 MRS 2HiPHIZ, PLC, DCS, RTU At wavite—-J¢, Lavia—
72 b DIFRINECHAEH T 272D SCADA % Data collector FF03&/Nd 2R A Yy b7 —2
(Control network) &, HMI ® MES/MOM, Historian 2 05653 77 v F ZE#H > 2 7 4 (Plant
network), BXUOZNHA Y b7 =2 IR TI{Ea v FR—r v b eT 3,
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HI3T Y R ZFBA S X T LT A EBER) O T AL

3.1. ZL®IC

HIE IR, BHET Y Vv Z7ORIIO 7at 2 3E R FV A%HLricT 228, 2FH ) =
7N TH 5. HlfHe R T LCEEI N BEER (Gl 27 LN CRAET 2 BREICED 205 5
DHER) &, B F VA ZFE;NT 2B, BET 7 2—0BHRHAL 5 2 KBEFBEC, £ ORIEEL
Vo 2B BUC BT 2 L EA R TH 5.

W87 T 78y ) —D X5 A THEBEZ#N LA s 2 FEOEHIZL <, KBS 77
UV ) -HH I L FETH L. I T, WEBEHET S I E R AEE A A K %
$, BEEROBAGERBBAN L 72 2 1235 5. ERLAERO T MLICE W T, AEBERHICE T 28
MNEDOHERRIZ, AFFEHRIOER b, R T XZFHED > TH 2. ZOFEICKH LT, 4~ o JEKH)
Me7 ) v 7 O T 7e —F 2aTL 7.

v badid, BARAINZABOLE LABAEVEL 75 7nv 20 HELFER L L GEHI L
TEY, BAEOHRZERL S 2 T7iEO—2 L LT, HlinE X7 LBHAEERN, vA70xzvv=
TV v o ERLIcERESED N TWS, v eV EFHAL, BRFEREEKTIERLEN
HEEZHL 2L, REETAZERLT 22 T) X780 7 v v 2osh%l, BEtziifEc 3.

FAMEICE T, A v e dickod Y 2780 % B8, LT 2 FEomELH 5. B2,
BEF VA A v balicEkoz oL, 7T 200 flADIMED WL 20 H 5[85][86]. —1l
LT, HEftozo0 7L -7 -2 LT, flxiE, filffls 27 2 L CEEE 5 2 2 WRHEEIC
XL T, YHEEER%E Cyber Kill Chain[87], OWASP Attack Surfaces[88], CAPEC (Common Attack Pattern
Enumeration and Classification)[89] % 1 U & 3™ 2 BEfFrE£ 7 VRIOBEZ ER L, FFEDA R v McH#EA 5
B HEICREL, ZRICHEICKEY ) —2BBIICERT 2 7L — L7 — 7R REIh T3
[53]. cHuc kb, =T AOHFAAMEZHEERL, MENRBEY Y — 2 BWIICAER TR 2. thokfTif
RCEFERERBT2a v 73R 2IRICBE T 2 LR ICHL, ZLENICOWTERBET IV
AR =L 2 FEDOREN D 2. TOFERFEROMBEIELIHRT 52 & T, BEERZHMHENIC
Wl g5 o, BRI % FIRICHECR 35 [54][55][56]. £ 7z, VU R 7@l 23i3 s 2 Fike L, HiH
VAT LOEEETVICHDE, U R Z7ET 2HE D H S[90].

— 1T, BEEROBINAN % RGE T 2 Blm CHED KRS . SN ORI ICE RS ) A %@ T
5L, BRI REIBH TV ABHA, BICBNLTRE S F ) A2 Rk ER—NEH 5. BICHE
BOIF, WRLTLAURESECBET 72—k V5 2RI INEEMERS ;) 4%, Mk
MR LoOF2 2 Thd. INEHTEAL, HEL L AREELSEVERT 7 24—tk > Tl EiEC
In2EHETVORAMMEZIHERLOD, 2o—BWoH 2B RHAL, BADHERICKFL 2w
FHETERICHLT R EER S F ) A 238052 2L 2a[REL T2, BEERE2RHT2HELL SN
HETADTIL—LT =0 ZF L. CoET AR, HEFEOEH) L RN RREOMEZ R T X
25D CTHD, AKETIE, ZORKREFTLDOFHEMICOWTEHHAT 3,
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3.2. B0

321 EEXETF

WEREL, WBOHKREA v P2 b REHEEE T2#RICER2E T, flfflc AT LTHLYWS
WEAFETT 5. VAT LIRALEREFEDOZEH % 93 % €7 /L L LT Diamond model[91]23% 5.
Z D %E 7 NIT Figure 3.1 IS/~ & 17z Adversary, Capability, Victim, ¥ X UF Infrastructure O PU-D DO FARE R
L, ThOBRERTETALTDH S,

Adversary

Infrastracture Capability

Victim
Figure 3.1 Diamond model

HHFROBURMEZ TTICER O LR FR ORRZ /RINICRELT 5. Adversary ($, & AT L1Cxf LTI
WERABZHNETH Y, WEEMT BN, 24— 7 %5, Capability 138 E (Adversary)23H 3
LPWERESITH Y, WEFEDPFETRERLEFIECY — V%2457, Victim 1, H 2 WEEITR S CTRZR L
T2V AT LOEFEIET . Infrastructure (¥, BEEH &L WEENRORBICHTET 5 ¥ AT Ll 2 &
L, flziE, 2y b7—=2, J—=VFREPHELET 5.

ETNOHEFMAEBECHRIE, WBITHTHRETIERM R 2B#E%EKT 5. Zild, Adversary
23, & % Victim ¥ L CHE A i3 51 H 72 Y, Adversary 1, Infrastructure, ¥ 7213 Capability IZ5%24 3
LEED, TOWEOWETHAET 52 L ZEMT 5. Diamondmodel 13, WEE L X7 LITEAL T
BOEE AN T 272D I INZETLTH Y, KEHFAGPREONRSY, KB OBRICHT 2
ETMLICET 5.

322 E=FADRE
Diamond model % %&iC, EXEFL 72BN R L T 24l XA T o0& T v e, WEHEDOIRSZ TN T
NELITICRT.
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A BEETV

WEEHOMEZERT . ToMEE, flEHc AT L2EN L TCRARITTIERT 7 £ —
(ThreatActor), X OCBEONR & T 2ilfHl> AT L (TargetSystem)» SR EI N ET L TH S, DA
T, =T Lol %ERT.

I. TargetSystem|%, WENR L T 2HIEH AT LDETATH %, HliHls 2721, avR—F 2},
2y H— v b ORI A BEEEREERT 24y b 72, BLavE—3 baEsn
VIR ) 7255, (Condition .i)

Il. VictimlZTargetSystemWICTfEES 5. BHIC, WEEH DInfrastructureliTargetSystem D EFR & &
L%, (Condition .ii)

IIl. ThreatActori, {5 2> DU HK(Goal) 2 H T 5, FiiE DBIZHES) (Capability) 2 HT B H—, b L
CIFEED S 75 2 HUNH (Adversary) T % . (Condition .iii)

IV. GoalDET VL, Victim& WEEE DA L F 5. (Condition .iv)

oz iE 2, ERLAZETALEZRGED)-BI)TRT.
TargetSystem = {Component, PhysicalArea, Network} (3.1)
Victim € Component (3.2)

Infrastructure = { Cins, P, Nins | Ciny € Component U Component gy,
Pys € PhysicalArea U PhysicalArea,q, , Niny € Network U Network,g, } (3.3)

H(3.1)l1F, Condition.i Z53. 2% Y, TargetSystemlt, 2V FK—F v VEROEE»LKEH, ¥
M) 7HROEALOKLEE Ay VT -V EROEE» O Mr K2 EGHET S, oK T
IX, ComponentiITargetSystemZ i35 a v K- v P 2EHR L L CFOAREAL T L. HlE LT,
TargetSystem® 2 ¥ 5K — 4 v + B % cpy,cp,y, cps,... £ T 5 &, ComponentiiXB.4)TERINS.

Component = {cp,,cps, CP3, .- } (3.4)

[FERIC, PhysicalAreald, TargetSystemDYIHET Y 7ER D LK 2 AREATH 5. TargetSystemD
V) 7Y K %a,a,,as,... LIRET S L, XBSHTRINS.

PhysicalArea = {a;,a,,as,...} (3.5)

Networkli, TargetSystem®D % v bV — 27 BHRz» LKL AMRESGTH 5. TargetSystemdDF v b7 —
7 BiF 0, n,,n,,.. LIRET 5 L, XBe)THKIND,
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Network = {n;,n,,ns, ...} (3.6)

K (3.2)(3.3)1%, Condition .ii ICBHH#E T 2. KGB2)XBEKRT 2 D1%, WEENRD SR EAVIctimIZ,
Component DERTELTH 5 Z & TH 5. K (3.3)IC" T Component g, 1%, TargetSystemt D BEEE Dl
HHrichHsraviR—4vFThHb. Componentyg, \CI{ET 5 avK—3v FD—fl& LT, TargetSystem

ICTED OIFE LR WEEE BT 2 a2 v v a — 2238 5%, PhysicalAreayy, %, TargetSystemic
FELRY, XEEFFHCTZ 2P LY 7TH Y, [FERICNetworkyg, |, TargetSystemftDIEH »3
MATE24y P —2TH B,

TargetSystemld, FEHICE D (B H 2. —fleZE T2 L, a3 v F—% v A0 DTargetSystem!
FFEL 7R\, DX 91T, TargetSystemDFENER L, ZNBFEL D 2720 0MIFE2HET 5. F
FICHO X, BHE L /-TargetSystem & FEFEMOB#EZ M RE T VKRBT 5. COB#E T L% ERD
THRIL 72X % Figure 3.2 IC/R 7.

44— Composition
(part-of) TargetSystem
Relation 1 1’
1.* 1.* 0..*
Physi 1 X 2. 0.%
hysical . Component Network
Area

Figure 3.2 ERD of TargetSystem

TargetSystem i, 1 U\J:@Component 1 LA EDPhysicalArea, 0 LA D Networkd> H X % . Component

X, 1 f&FTDPhysicalArealZFE{ES 5. T, PhysicalArealll 0 LA LD Component 3 F#ET 5. 1 DD
Network!Z 2 LA EDComponent 3 77ET %. Network Di/NHALIX 2 B D Component 2> b 7z % ¥ 7 ke
TH5. M, ComponentH’ | DL, NetworklITE7EL 278\,

RIC, Bt LTBBT 7 2 —ET V%FENT 5. BT 7 X —DE T LThreatActor, Diamond model
I 1F % Adversary, Capability, ¥ X U8 Adversary @ H5(Goal)?> & X % (Condition .iii). Z# X 0 &&HL
7=ThreatActor® 7 L% X (3.7) THE 7.

ThreatActor = (adv,Cp,G) (3.7)
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adv IR B EFEZAKTH Y, adv € Adversary s & 5. 22T, B EHEOFHEKEL %
advy,adv,,advs, ...£ 3% &, Adversary = {adv,;,adv,,advs, ..} L TRIHI NS,

Cpld, WERENMETE 2H4l, Y—rBEThs. T, Hifiey —LroFiExtec, tecy, tecs, .. &
T 5L, Cp={tec,tec, tecs,.} b RII N5,

GRIBBHFORKBENOELSTH Y, HEMFELGL L h b, REENDOERED? L & 2 8A % Goal =
{91, 92,93, -} & L7256, G C Goal%iwi7= 7.

RIT, GoalDET NETEERT . Goal DEFRIL, TargetSystem EICH 2 a2V F—3 v F (v45), HED
77 av(act) D b S 2 oM (ERE%EA) THKI(Conditionvi). Z#H XV, it L 72Goalld = (3.8)
t7 5.

Goal = {(vus, act) | vigse € Component,act € Cp} (3.8)

A@B8)FHDactld, CpPEFETH L. L, [IREDT 7L aviZETT 282 BEIETL L
X, WBEVPHEZERT 25 2 TRESFHFTHL] LI EHE —ET 5.

Ric, WET 7y avpfhdd5&4ed~s. WET 7 avPldskoicly, Fdo@y,
AdversaryDactx® FETCE 277 T ORBREN AT 20E 1 H 5. ZOEAMLERA S, H % Adversary
DRHACTE B2 - b7 5 BREA%, Capability,g, & 3 5. TOYH, AdversaryDXEET 7
v a VNS B SR (B.9) L T B,

act € Capability,g, (3.9)

B. IR3BVET L
AR L2 ET VR TLICBEDIR D BV ET L EZERT S, ETNLOHIFISEIIUTTH 3.

I.  ThreatActoriC X » CH| ZZ TN DKL F V) F(AttackScenario)ld, BCEIRRE (B 2 WL HIN
LEEHZXY, XROT 27y a v X TT 320l BEDIRIE) 25 XN 3. (Condition .v)

II. ThreatActorly, » 3 EIRFEIC BT, ThreatActor BB T 2D T, WE XTI 5.
(Condition .vi)

. H2WBIRBICETINBILERE AR —VIF, 2—7 v b, BIXUOKET7 = — XIRET 5 540F (%
&) bbb, ZoFME, WBREOWENE, BXUOKEROLMAS LM%, (Condition .vii)
IV, WEEMFLIE, & 2B BRIREBORELE ORI IRerE % & 2 &0 %A TH 5. (Condition .viii)

V. WEBRICEWT, Victiml3Z(Ld 25 2 &% 5. (Condition .xi)

FEdDAttackScenariol, Condition.v XV, BEIRED O 72 2 HMEATRILI NS, AttackState, %
W2 T v 7 k ODWEIRRE L L 7256, AttackScenarioli(3.10) TIN5,

AttackScenario = AttackState, < AttackState, < --- < AttackState;, < -+ < AttackState, (3.11)
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A< BlE, JEFBEREZHREIIARESTH Y, [AlX, BOKXITT 2] BERE2ET. k, nidBEETHD,
{k,neN|0 <k <n}%ii7=3. AttackState,,..., AttackState,l¥, 1,..,n7EHDOKEIREL KT,
IZ (Condition .vi) ~ (Condition .xi) % JCICEXET L 7z AttackState, D EFH% RGBT RT.

AttackState, = (py, vk, Cpy, loy, Condy,) (3.12)

K(3.12)DAttackState, IEBOMTRI N, A FHOKRE 7 = —X (RE7 = —X0HKER»OR D
£ 5 AttackPhase D B p, € AttackPhase), YK 7 =+ — Xtk F 5 % —7 v bv, € Component , K
BY72—-X p, BLUOZ =T v by lcitd 2 KBS 26 K 5 HREA Cpy € Capability,, ,, ,
ThreatActor D ¥ ¥ Elo, € TargetSystem, ¥ X PREBLMFDOHRES Cond, c AttackCondition 7»»
LIk 5.

KB.12)iIc BT, AttackState, |, k THHDOKE 7 = — X p,| px € AttackPhase, i%4KE 7 = — X
BT M Rvy|v, € Component, v, (K S 2 KBRS DEACpy|Cpy € Capability,, ,, . ThreatActor DIX
A7 Eloy|lo, € TargetSystem, 3 X U p 1T BT 2 WL O HIRE S Cond,, c AttackCondition?> b X,
Z2EHOMTH B, T TAttackCondition i (Condition .viii) IO /R T HEBELFOEATH Z. i,
TargetSystemWICIFET 2 2 CORAHER (7 LT v vy VIER) 28K L T2 6BEACred,,, &
UTargetSystemNICTFET 2T _TDa v R—3 v F OBREHERZ EHRK L+ 2 HIRESAdming,, » 5
5. 3(3.13)iCAttackConditionz /"3 .

AttackCondition = {Credy;;, Adming;;} (3.13)

ThreatActor(¥, WEZITRIC FECIOR L 72 B2 BT 2 2 L TREORIIMERZ S 5. 20
3, Bl LT, $2avE—3x v bOFE (ZLF v v ) Bl oy -3 v b OAER &
FUC&EE, —HoaviE—3v 2oL LRAHERzHwEbI L CREEEZ ARG ICEHKT L L
DA[REL 72 %, BAFEROLGAEDFEIL X 5 @<, FlziX, 23 VK —% v bepa?s, HlfHD a2 F—
IV b epg DIFEHERR Z TG 3 2 5568,  cpalC X 3" 2 1R/EMERR 23 ThreatActoric X o THEIL I N =58,
ThreatActor!¥, cpgDERIFHEIR S [FIRFICHERCECTLE ).

FREABCENICERT B, AttackState, D EZERFICThreatActor?’, cpl, cp2® 7 L7 v ¥ v LG E
BEERZHERL 723 5. cpl, p2ZNZTND 7 LT vy v MVIEWRE (cred,, credy)t L, HEIEHER
(admin,, adminy)& 35 &, Cond, l3X3B.14) & 7 5.

Cond,, = {cred,, cred,,admin,,admin,} (3.14)

B D UBIRAED L RDIRFEICTES T 2 1C1F, WEEDZ ORI CHIH T2 2 WM LT 2 4%
BHDL, I, FEOVAT LI L TEKILREZER IS 0WIGEIC, ZOFERRINE, %
DIREEER B TE v & v N[ DL, T hbb, AttackState,v>AttackStatey,, \ZBE T 5 db
T, XG5 %27,
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oA

£

IREE%, AttackStategyp & iE . AttackScenario®
BTHRE D, BEKICN LT, ThreatActor>AttackState, 2> 5, AttackState,,,1ZIKAEE
BHINTEE, 2F Vg actDMOEM% 723 2 & T, AttackState,,, =
EEOREnITH L, BWEHE 2 R&HEICH)E

(3.8)DGoal & L THE
AttackStategyp & 72 5. D% D,

W7 2 —Zp,IC
B3 5. D%V, AttackScenariolipy
A EHEEOREEZ S 5. AttackScenariolC
B A& H B~ D B

Cor + ¢

AttackState, = AttackStategyp i 7= T B D 5.

C. AttackPhase¥ X U'Capability
R, RGB.11)DE A AttackPhase & 86

BT, XB.8)DGoaliZEKI 1
%1%, AttackStatepyp |\ EiES 3 5>
E3 25 1%

TE5L0wH T

(3.15)

RGP L ey, WEFRFHTE 2B FEIE N L 25
THRT LR 5.
ICEH T DK

SR

&,

Cp ® BARL T 2. RFiETIE, ATT&CK®[93]% VT F A%

il L7z. ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge)!t TTP (Tactics, Techniques and

Procedures) % 2l 3~ 5 K

Tactics &, Tactics ZiEK T 5 72 ® OEAli % EWK 3 % Techniques # —Hilik 5~ v 72 THDY,
LR DIREET

Hosdt

ISR 3 2 TR AT & BB T D RIS & Bk 9~ 5. ATT&CK (%
il 2 c:f‘, ﬂﬂﬁﬂ’ﬂ RIEHR Y AT LT D TTP €57 A TH % ATT&CK for Enterprise[94]+°,

HMR—Z2DA—TVRETATH S, TTP IFEHL L CIXEHE O 2 =T 5

s

VDBEET 5.

HlE s 25 LT

FHb L7z TTP €7 L TH % ATT&CK for ICS[95]123% 5. ATT&CK for ICS D~ + V v 7 2D Hl% Figure
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Figure 3.3 ATT&CK for ICS
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D ATT&CK DETAZIIC, WEHEOEH T L% BARNICKIET 2. BE O (ATT&CK
Tactics) DEHK L T 2HREA%, ATT&CKrq & L, KEBEOH I (ATT&CK Techniques) D EH# & T 5
EIREA ZATT& Kroep, £ T 5. T D54, AttackPhase, Capabilitylx, =% n3(3.16)-(3.18) THET.

AttackPhase = {p |p € ATT&CKr,:} (3.16)
Capability = {c|c € ATT&CKrecn} (3.17)
Capability,, = {c|c € ATT&CKrechp,y } (3.18)

pidH W7 = — XL Liz8fr, NEGI8)DATT& Kroenpy 12, X —7 v bvilH LEITTE 2
ATT&CK Techniques 2> K 2 EHTH 2. FiB DY, WBY = — Xplc WE KL T 5 ICT,
ATT&CKrecppy # O% 072 T R T NUT7R 5 R\,

D. KB 2 DA

RIT, ThreatActor DSEU 2 AIHEVEDS B 2 LEE S 2T D WTIRR 3. ThreatActorl, BERMAK S OIR
RE % AttackStatey = (pg, Vo, CDo, log, Condy) & L 72556, WEH O FEENLE Flog it BV, ZI 25
ThreatActor DEA& X2 —7 v by A2\, BCEERIR3 5.

log DAL, WS OPFEEL, WEBEEOKWERKHA LW 2YB ) T2 HEL T HEA,
PhysicalArea pep, BRI ZRRAIRT D 2IMERD 4 v + 7 — 7 28K L 3 2 i Networkgy, 721397
TAFz—VRBIZXZRADAREMDLH 5 2 v K -2 v 2 EHK LT 2HEEComponents,, D\ § 1
DTHL., TNODEAREH VDL, loglZRXB.19)TRENS.

loy = {e | e € {Components,,, PhysicalAreap,y,, Networkg,,} (3.19)

TargetSystem ¥, T W K T 2 8 EZFr ok sMm s 7 7L L TCRET 2.
TargetSystem={Component, PhysicalArea,Network}& L7z, 277 7 ®IAM & L T {PhysicalArea,
Component} DEF%H\, & L TNetwork®DHEFZEZH 5., CDTT7 7 5KERRT T 7 LWL,

FieTargetSystemic B 1) 2 KB R 7°F 7 % (PathGraph, Node V, Edge E) & L 72354, #(3.20)-(3.23)
THT.

PathGraph = {V,E} (3.20)
V = {Component, PhysicalArea, Dummy} (3.21)

E = {Network, local} = {(Dummy, comp1l), (areal,compl), (compl, comp?2), (area2, comp?2),...} (3.22)

BHRELSS, K(3.23)-(3.25)ic L Y R X NizTargetSystem® 7" 7 7 {§l% Figure 3.4 I/ 7.
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Component = {compl,comp2, comp3, comp4, comp5} (3.23)

PhysicalArea = {areal,area2, area3} (3.24)

Network = {nw1,nw2,nw3, internet | nwl,nw2,nw3 & Networkg,,, internet € Networkg,;} (3.25)

area? (106“1)

Figure 3.4 An example of PathGraph

Component ¥, HARTHIL L THIEL R WEBEEERE, nwl, nw2, nw3,internet® 4 DD 4 v b7 — 7
DT D & BRI G BIR S D 5. T 7, internetiTfFE & LD Networkg,, DB & DEEREAR % E
RIDGG, zoEmke s avEiE—2 v FEIABHE AL, RbVICKX I —3 vEK—% v }(dummy)
YEFETLH, XI—avE—FV MIRENEI Y E—F v b —Fe LCHRET S, T/, FavE—
2 v M, W) Tareal,area2, area3® 5 b, WINLOZ ) FTICHEINS, YWHIT Y T L avF
=AY FORBRIE, o= VT 7 e AR EKRT 5. SRIRAERICHEES 5 2 — PR ESEBIR(local) &
HIRT

Figure 3.4 IC/R 9 PathGraphlxf L, & %ThreatActor DB ANZDERFNELZ L NIRRT, 22T,
ThreatActori%, #IHAGLIEL, = areal, BAZAHIZEIX(comp5,act) L IET 5.

1. ®WHIOZX—=7 v bvy=complicK L, I, =areal?d b, WEEFIET 5.

2. compl~DWENKIIL 72556, complzFeo MY, Z ZHbecomp2ll [ HWIKEGITT 5. WEX
Ty TRICEBWT, 2—=7 v by FHTE 2B — v WG, 37hbb, AttackPhase, DE
RCp RGBS % w72 L2, T EoKBRITIIAT L L CHEAARO BB Z T 3 %

3. WRAMELTZaVFE—F YV by = compSICHIE L, S HE(comps, act) T34 4 2 W< 2 —
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VactkFE{TTE GG, WRBIIEKBERCHEL 2L AL, WEAXOERNE LK T T 5.

RIC, I L, DR%YS T 5 5:F, B X BB O EFIC DTl 5. il & 5 D IEE D LR 1,
WS INRPFEOR (T rVva—vay) Xk hikE s, f#lziE ATT&CK Techniques Tl, K
B OIS LT, a Vv R—2 Y b330 0SEDY 7+ v =7 (FI7v 7+ —24) ZHELTH
%5, BlziX, »BBEEMICHEYT ST T v b7+ — L2 Linux DEE, Linux 2°8)fF 2 2 v K—% v
TR NIE, X OBCEEINIZEIIL R,

RICKESZoET 2 BHRMT 2. HlziE, H2avF—Fv 12, BoABH%ETTargetSystem
Noflia vy R—2 v D27 LT vy v VR BEEREZREL 0256, KBORT CKBEHIIZ
NOHERSL, WEEHFEIERL CROKBICZNEFAMT 2. Fcor—2% 7L T 54
EW0h 5,

¥7, WEARBHILT 220502 28RN T, RICYHENRRAZAIRE T 255,
TargetSystemMNOYPRL Y TICH D E, aVvFR—F vV P ~DT 7 AU B EZRETHRICa vy F—F v
NPT Y T Z LA NI TH B,

BHIZ, avR—=F VML, T= V2 A3 VT =2 R4 v FREDAY VT =T 4 20E&Fh
5., TNOLREBNRE L2GE, 4y bT =2 T REHOKEN X — v L OIS T B HETH
5.

EXY, TargetSystem®iE D Componentt, NetworkiCxtL T, 2 x50 (BHEEHR 252 %.
K/ A X ET N Component ey, B L Networkyy, & L7286, Z0RBEEZMTRHELEZET L %2R
(3.26)(3.27)IC~ T,

Component ., = (name,pf, Admin, Cred, area) (3.26)

Network.,: = (name, Ctldev, isExt) (3.27)

H(B.260) "I nameld, 2V F—F v PO AEE®RT 2. 204, TargetSystemMNICTEH\»
TEEIEV, pfld, AL =74 v 7 v 27 2 (Windows ¥ Linux 55) I FA Y 2 T7HED a2 v K-
AVPMCAVAP=ALENEY 7MY 2THERT S, Adminld, 2V FR—3 v M 2 EEEWER D
bLEAETHY, Pl b HHGOHEHEREZET 2. Credld, 2V —F YV FRICIET 53T T
DILT VY MERTH 5. area|area € PhysicalAreald, 2 vV K—3 v F OYMT ) 72 EWKT 5.

K (3.27)Dnameld, TargetSystemNI CEHEEDIH L v MV =27 DFEFHEZERT 5. Ctldevld, Hi%
Iy T =2 EGHT 2T ANA R THS. Ctldevld v AT LAWK T 223 v K- v bo—fThb,
Ctldev € Component%iii7= 3. isExt\IFmHTH V', True, D L  1& False D\ TN DfEZ LS. isExt
3 True Dy, nw € Networkg,, TH Y, False DEE1E, nw & Networkg,, % i 72 3.

E. BT 7> avDER
ThreatActor|X, AttackState,DBEET 7> a2 v KIN L7856, AttackState, %, AttackStatey,,IC

IRAEER T 5. AttackScenariolx, T DAttackState, DEREIETH L. ET NMOFEMZ LU TICRT.
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I.  ThreatActor D YK HE % AttackStatey = (po, Vo, CPo, L0y, condy) & L 72556, po 1Z WIHA{E A (Initial
Access)D 7 = — R TH Y, TargetSystem~DPIHDIR A% AR T2 IRELZEIET 5.

I. ¥ H#12 A & D IR RE AttackState, = (Py, Vi, Py, Loy, condy) I 5\ T, v B v ThRWE S,
ThreatActor(IT% 2[R Y WERA (BEERM) ZHtd 5.

L. WIERAR, &2 IE#ETR~DOREMEZFET, KEHEIZX -7 Y by LTy 258 T I/ 2720 DK
Br#ir4 5.

IV. W —FE2FET LR, v # vl B25H, RavyF—x v MicarWi#ERST 5. #icy, =
Vigst & 72 5556, Goal TIEEIND T 7 v a v aHEITT 5.

V. k-ok+1DEK T, MERPKYL GG, WBEOFEME IMER T 280z v K-V T
(opay = V)ICEEEE NG, 2 L Ty ld, KOWIEINRa YKty b &% B,

VL. cond (3BCEEBECHEBEEVBAFLEANTA -2 2 HELTIEATH S, cond, (TEEMRIFFICH
Tz . 6leLC, aviE—%vtcn2ZLT vy v ERcred, % WEEBATF L125E, condgy, =
{cred 3 7%, k+1iCBWT, WEH R, BETRICHEIRL 7Zzcred ZFIIT& 2. B, WEH
avR—% v b cDBEEHERadmin. % AF L 725586, condy, = {admin } 72 %, WEFIZZ D5
oG E, k+ 1B WT, avF—4 v bcDBREHERZ ZRRICHHTE 3.

W7 2 — XL, ATT&CKpu P EHRBITER I NGIHIEMFICESCTGER T . BEL— L0l %
Figure 3.5 IR, ZDHloEE, KB ITargetSystemicxf LCY = Ezlda—ArbW0#H7 7
£ 2 (Initial Access 7 = —X) % ikH, WET' v /T L% FE(T (Execution 7 = —X) T5%. =7 v D
IV HR—F Y FH Goal TIREI N TV 2HEE, 20 HEZRERT K% (Impact 7 = —X) ZiRkfTF
. EINTzavFE—H v P CThrot, ¥avK—3 v b x5 RINE (Discovery 7 = —
), BIORIZ LT vy vy VIEROIUSF (Credential Access 7 = —RX) 23frbh b, RIZ, 2 b7 —27D
7 8% (Discovery 7 = —X) %{T\, Goal CIREIN/za v F—2 v b2 ROTF 7254, Y%a v
R—=2 v Mxtd 2 %% (mpact 7 = —X) ZilA 5.

BLCEE T 2 avrR—3 v b OBEER2 S 2855613, ZOMERZMH L TR (Impact 7 = —X) %
o, BN EE ) E— F CTRE2ZRA 5. U E— b CORENRAARE, 7213 Goal TIEE I N7
TYFR—AV P TCRBEVEER, Z0a v R—F v OBREHREZENT 2. ZhbD 7 v 2% Goal
TREINTzavyF—2 v MICEREST 2 TR VIR,

ThreatActor DFFEDKET 7> a v ETNMICHAET 5121, BFD ATT&CK €T AV CTRATITH
D, ZOWIRMBHEEL b, ATT&CK it 3 2 #iffio b, FFIC Initial Access, Discovery, & X U
Impact ICBAL CTid, m—AAFEHE Ay 7 —7READKEBEDEGVHIEIC R > T, oKXz
PHEEIC T 272, cnoiiliz Ta—naufkl] & (A Yy b7 —2H] oaE%EINL, XET 7Y 2
VETNMCHARAD Z LR oND. T DEB A — NV IIThreatActor T £ IZ5 72 Y, ThreatActor iZIG
L7z7m—Fx— b OBERBLETH 5. Bl 21X, Privilege Escalation % X173 2 ThreatActor i,
Privilege Escalation & & 7 0 —F v — M C 72 5.

PDEo7axRicitvy, ERINLZKES F Y FITih > CTargetSystem FOWEEDT 7 v a v %
3 5.
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Figure 3.5 Example of a transition rule of ThreatActor
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3.3. EL i
331 FHENSRET VOME

KREF RO D 720 OHlfHl > A 7 L F T V% Figure 3.6 IS/~ 9. Fififi TR 7= BEBE T 5 b IE
F VA RERT L. FHINRETAD VRSV FDEA VAR Y A% Table 3.1 IC3F. Z4b 2
vER—=3%v M, KGR TAXETAEER, ODEIIE, F£AVKR—FVIPDAXETLTH S,
5l Name 1%, 2 v F—F v FO#ANLTHY, §lPlatform 1, IV F—FV DT I b7+ =LYV T |
v =7, | Admin (¥, 2 v F—% v F OEIEHER, 1 Credential 1X, #ZAEZ V7 v ¥ v VIFHR, % L Al
Area l¥, 2 VK=V M OYMWNRIEZ R L T3,

[ Physical Area |
Cinternet D eyraren -
I it

Gateway

IT-NW

EWS Server

OT-NW

PLC "

Plant

(Not a component)

Figure 3.6 Image of the system to be evaluated
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Table 3.1 List of Component

# Name Platform Admin Credential Area

1 HMI-PC Windows Admingy pe cred, Ctrl-Area
2 Server Linux Adming,,., cred, M-Area
3 EWS Windows Admingys cred, M-Area

Adming, -

4 PLC Other Adming, - - M-Area
5 Gateway Linux Adming,e.,y - Ctrl-Area
6 IT-SW Other Admin gy - Ctrl-Area
7 OT-SW Other Admingp gy - M-Area

Table 3.2 %, FHiNR AT LDy VT —27—E%RT. &4y PV =2 EXG2NICRTAXET
NMERL, &%, AZXETFTAZRT. Hl Name 1%, &4y 87— 270304, ¥ ControlDevice 1%, #*
v b7 — 27 Ol TN A4 &, Fl] External?l, DAY VT — 2 THBEZLELEHET ZMEETDH B,

Table 3.2 List of Network

# Name ControlDevice External?
1 Internet - True
2 IT-NW IT-SW False
3 OT-NW OT-SW False

Table 3.3 %, ThreatActor D Adversary, ¥ X ONGoal%z "3, T OHIDEE, 5l Adversary IC78 3 APTxx
VI HIROEE TH Y, Lossof Control (HIfHIDTER) % A HM & L7z, Goalld(3.8), F X U Table
3.3 ICHE\y, Target & Technique DAL & L CRIHI N2, HlzxIX, Goal =(PLC,"T1485")CTHR I 554,
PLC IZHR L, 7 — X fil##(T1485- Data Destruction)DiZf T3 AKX HIZ & 72 5.
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Table 3.3 Adversary and Goal in this evaluation

Adversary Goal Target Techniques

TA0040 - Impact (Local/Remote)

Loss of - T1485 - Data Destruction
APTxx PLC - T1565 - Data Manipulation

Control - T1499 - Endpoint Denial of Service

Table 3.4 |%, ThreatActor’fi3 % Capability TH 5. Z I (3.18)IC#E L, ATT&CK Techniques &,
% Technique IZ X3 % ATT&CK Tactics 2> b X 4L 5. T DThreatActor |, Dragonfly[96], Lazarus[97],
Darkside[98]7x & D ICS 1 Xf 3" 5 I D BEERHICFD AR 72 APT NV — 7L F 5,

Table 3.4 Alist of Capability in this evaluation

# Tactics Techniques

T1189 - Drive-by Compromise
1 TAO0001 - Initial Access (Remote) T1133 - External Remote Services
T1566 - Phishing

T1199 - Trusted Relationship

2 TAO0001 - Initial Access (Local) T1078 - Valid Accounts

T1059 - Command and Scripting Interpreter
3 TA0002 - Execution T1203 - Exploitation for Client Execution
T1204 - User Execution

T1087 - Account Discovery
4 TA0007 - Discovery (Local) T1201 - Password Policy Discovery
T1518 - Software Discovery

. T1110 - Brute Force
S TA0006 - Credential Access T1555 - Credentials from Password Stores
T1040 - Network Sniffing

6 TA0007 - Discovery (Network) T1049 - System Network Connections Discovery

T1210 - Exploitation of Remote Services
7 TAO0008 - Lateral Movement T1021 - Remote Services
T1550 - Use Alternate Authentication Material

T1485 - Data Destruction
8 TA0040 - Impact (Local) T1565 - Data Manipulation
T1499 - Endpoint Denial of Service

T1565 - Data Manipulation

? TA0040 - Tmpact (Remote) 11499 _ Endpoint Denial of Service

332 MEFEB X OCKEY ;) F0ERER
AiffilCmmENTZNRY 2T L %HiIC, vF ) FAERVIEFENEE RS,

TargetSystem%* iE#& 3 5.

TargetSystem% 7 7 74t 3 5.

Goal,Capability?> 5, ThreatActor®T V% E&KT 5.

TargetSystem, ¥ X UThreatActoriCHD %, AttackState,% EFT 5. BEEH D CapabilitylZHo

b

&, WA L & b TargetSystemNDEFRD WIF 2 WA EL L L TEET 3.
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5. Figure 3.5 IR 70 —F v — MITHED X, AttackState, % FlIIRREL L, Goal ¥ iEK T 5, d L <
IWEBETE R BRD2ETT 7y a v RT3 5., WEKZOHESRML, AttackState, IZF TR
G15ZFHET 2 2 & THhE. K BASHERYLOGE, WE T = —XBRICERET 5. ¥, K (3.15)
i L wihald, MO akl, v F VA ERERT T 5.

S Bl DR CER L 72 > U A O —fil % Figure 3.7 IR,

AttackScenario I
AttackState[@]: {point: Internet, target: HMI-PC, phase: INITIAL_ACCESS(Remote), conds: {creds: [], admins: []}}
AttackState[1]: {point: HMI-PC, target: HMI-PC, phase: EXECUTION, conds: {creds:[], admins: []}}
AttackState[2]: {point: HMI-PC, target: HMI-PC, phase: DISCOVERY(Local), conds: {creds: [], admins: [HMI-PC]}}
AttackState[3]: {point: HMI-PC, target: HMI-PC, phase: CREDENTIAL_ACCESS, conds: {creds: [], admins: [HMI-PC]}}
AttackState[4]: {point: HMI-PC, target: ???, phase: DISCOVERY(Network), conds: {creds: [credl], admins: [HMI-PC]}}
AttackState[5]: {point: HMI-PC, target: Server, phase: LATERAL_MOVEMENT, conds: {creds: [credl], admins: [HMI-PC]}}
AttackState[6]: {point: Server, target: Server, phase: EXECUTION, conds: {creds: [credl], admins: [HMI-PC]}}
AttackState[7]: {point: Server, target: Server, phase: DISCOVERY(Local), conds: {creds: [credl], admins: [HMI-PC, Server]}}
AttackState[8]: {point: Server, target: Server, phase: CREDENTIAL_ACCESS, conds: {creds: [], admins: [HMI-PC, Server]}}
AttackState[9]: {point: Server, target: ???, phase: DISCOVERY(Network), conds: {creds: [credl], admins: [HMI-PC, Server]}}
AttackState[10]: {point: PLC, target: PLC, phase: IMPACT(Remote), conds: {creds: [credl], admins: [HMI-PC, EWS, Server, PLC]}}

AttackScenario IT
AttackState[@]: {point: M-Area, target: HMI-PC, phase: INITIAL_ACCESS(Local), conds: {creds: [], admins: []}}
AttackState[1]: {point: OT-SW, target: HMI-PC, phase: EXECUTION, conds: {creds: [], admins: []}}
AttackState[2]: {point: OT-SW, target: HMI-PC, phase: DISCOVERY(Local), conds: {creds: [], admins: [OT-SW]}}
AttackState[3]: {point: OT-SW, target: HMI-PC, phase: CREDENTIAL_ACCESS, conds: {[creds: [], admins: [OT-SW]}}
AttackState[4]: {point: OT-SW, target: ???, phase: DISCOVERY(Network), conds: {creds: [], admins: [OT-SW]}}
AttackState[5]: {point: EWS, target: EWS, phase: LATERAL_MOVEMENT, conds: {creds: [], admins: [OT-SW]}}
AttackState[6]: {point: EWS, target: EWS, phase: EXECUTION, conds: {creds: [], admins: [OT-SW, EWS]}}
AttackState[7]: {point: EWS, target: EWS, phase: DISCOVERY(Local), conds: {creds: [], admins: [OT-SW, EWS]}}
AttackState[8]: {point: EWS, target: EWS, phase: CREDENTIAL_ACCESS, conds: {creds: [], admins: [OT-SW, EWS]}}
AttackState[9]: {point: EWS, target: ???, phase: DISCOVERY(Network), conds: {creds: [credl], admins: [OT-SW, EWS]}}
AttackState[10]: {point: PLC, target: PLC, phase: IMPACT(Local), conds: {creds: [credl], admins: [OT-SW, EWS]}}

Figure 3.7 Attack scenario examples obtained in this study

¥ D F U A (AttackScenario 1)1, #D Aty PV —2 ThH 2 Internet TR & T HHE S F VY 4T
H 5. WEHEIZ, Internet 2> H HMI-PC, IT-NW, Server, OT-NW, PLC & \» 9 i CIEBERR %Y v & 2
DDGoal T[T, WEBEHEITT 5. KD F VU A(AttackScenario I D#, YT Y 7 TH 5 M-Area %
Ere32F VA THS. ZDTF YA TIE, M-Area 22555 % D, XICT OT-NW Switch, OT-NW, EWS,
BT PLC &\ 9 ECHEf TS 3.

AttackScenario Il ®¥5&r, PLC ~DIXE (X, Adminp,. (EWS 2> 5 AT L 7-#1EMER) 2 FH 3 5. i
EHRAEE IR VWILEFIC L 5T, DISCOVERY(Network) 7 = — RICEEL 2K DR & — 7 v MIART
TH 5. ZilE, DISCOVERY(Network) 7 = — RO T A CHEEL, Hv M7 —2icHkkd2avE
— AV EDIL, Wit b, SREIOHFITIEEWS &7 b, WEBEIZ, %7 = —XICE T Capability
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IIRE S N2 — v, T bbb Table 6 D Techniques % i, BCERED @A HHK 2 71 & X &AL
$%. Figure 38 ICRTWINOBEANZ — VB TE 254, YKE7 = - LEKJREE L, X7
= —RITRAEES T 5.

AttackState[0] AttackState[1] AttackState[4] AttackState[5] AttackState[10]
point: Internet point: HMI-PC point: HMI-PC point: HMI-PC . point: PLC
target: HMI-PC (Windows) target: HMI-PC (Windows) target: 77? target: Server (Windows) target: PLC

phase: INITIAL_ACCESS
(Remote)

conds: N/A

capabilities:

T1189 -
Drive-by Compromise

T1133 -
External Remote
Services

T1566 - Phishing

phase: EXECUTION
conds: N/A
capabilities:

T1059 - Command and
Scripting Interpreter

T1203 - Exploitation for — ... /

Client Execution

T1204 - User Execution

phase:DISCOVERY (Network)
conds: creds: [cred1]
capabilities:

phase:LATERAL_MOVEMENT
conds: creds: [cred]
capabilities:

T1210 - Exploitation of
Remote Services
T1040 - Network Sniffing
T1021 - Remote Services

T1049 - System Network
Connections Discovery
T1550 - Use Alternate
Authentication Material

phase:Impact(Remote)
conds: creds: [cred1]
admins: [HMI-PC,
EWS, Server, PLC]
capabilities:

T1565 - Data
Manipulation

T1499 - Endpoint Denial
of Service

(required: cred1)

Figure 3.8 Graphical image of attack techniques selection on each phase

WEF V) AOHiciE, BEERE THEBOZRITICHEL T 28MEERKRD N 56135 5. Hilx
X, AFHEROERZ FHEFIHT % Use Alternate Authentication Material (T1550)% #53 & 3 2 BCEEH AT 3
lchsd ZOXI>hTr—RADOEE, ZUTIKHE Y £ —X 0T, NMET 28EBEMFLET 256
ICICEEDSERAIRE L § 5.

DEXY, EFTZETNMICLY, ThreatActoriC X 2B 27 LN TH#EITT 5 A h = X L% ik
ICRIACE, ThreatActor €7 NMIT)H L CTargetSystem~DRE %I TE 5 2 & #HER L 7-.

333  FHEERORRGEE

R, AT LHEL, FIREICOWTHEWT 5. TargetSystem, ThreatActor DRERLEEFR D EAHENM
T2icoh, WY = —XBICRY RGO IEMT 2, RREEETVICHEISKELF )+
DIF 57O HELEIHEEIL, SONIKE L F IV ADKET = — X V8% Npp & L, ThreatActor??,
BWE 7 = — R, FITTE 2WBEANR =V OV %Ny, WENROVIGMEEZN L E &, Bl
MAaBbEitEOLA, ZOERIZOW P x NV L 72, b b, Npp X L CRtE BRI
RN 2. Nppld, AT LOHMESKEL 2B ICONBINT 2 C L 720, fERE LTHAADEER
Y, BENLRFRINICEHREUE S T T R WAlErH 5. COFHfio 7o, LITICE RGET
RIRLIRFE] % B L 7=,

I FHixSR S 27 L3 Figure 3.6 &£ § %
I FHERNRY AT LICBWTAREE O H 2B F ) A2 2 THIET 3

M. 2 % fiigfb 42 720, AT LHNDF Y b7 —2713Table 3.2 D3 DDA VARV ZADHZR L L, %
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A b7 =R T A a v R =3 FORBEENT S

IV. 2 VKR —% v MIOIMBEHEAIE, Table 3.1 LD AV F—F vV 2 bkhdky P THY, AT LA
B Za v R =% v b o BARE (N ) 403 U BT cHiing 2

V. KB F ) ADEREFETIE, Table3.3, Table3.4 CERINLBEHT 72—, 2y +7—2 Lo
Fa v R—=F v M LTS DVINICIREEZR AL, WERT v 73, BET 7 2 —ORM&HE
DIEREI NS 2, BUCKIATTRER X LR 2 BRI 75 £ THET %

UEDIRET, B FIVADORELEZNOD Y R+ ARKIC AT 2 SHE VIR 2 5240 L 7. EHEERES
% Table 3.5 IZ/R T,

Table 3.5 Computing environment in this study

Item Detail
CPU Intel Corei17-8665U 2.11GHz (4 cores/8 threads)
Memory DDR4 32GB memory
OS Windows 10 Pro (Ver 10.0.19042.1237)
Programming Language Python3.9
Graph Algorithm NetworkX 3.1

2 VIR —% VP ORI ZRE Y AT LIS 3 2 EHRALEHIK ] % Figure 3.9 1783, X Bl ARy o~ =
FLHD Y E—F v MEERL, YT EE 7o 20l N ERR A RS, & 72y i 10
[ DK 655 N FHEGTHEIFE T 2. 77 7NO BRI, 71 v b2 6RHE S N5 80E S AR
(R2~0.9767)CTH 5.
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Figure 3.9 Graph of the average computation time and the number of components

Z DR b, Table3.5 IT/R LRI HER OGS, B X7 LD a VR —24v PG LT, &R
REFE LI 3584 — & — N3 2 & 7 o 72, T 4lE, TargetSystem® 2 v K — 3 v MEDSEEINS
213 CEFEESREMICEINL, KEEY 27 L4054, HAaBdbeBRIc X ) HERB TR T cE &
WEMRERIC R 2 AREMES B 2. IR, 2 v R VY PEET TR, A v PT =2 D7 T T,
ThreatActor DJEME, BX O a v F—% v P BFOEIHICHIKIEL, EHRBHME X 2 ICONCEIRERILE
BA— X =+ 5.

3.4. EE

REFTI2RBEETVICEY, BEFERE, flHlc 2T LNOKBEFHEOEF L L THENICKREITE 2,
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B2, T, BRERCHEATIAMOBAAMEDOER 2R3, ThreatActor e RFiExRHIC 2 — v
£33 2T, KFEDOETNICH D ERIA I NWzTargetSystemicxf L, ¥ % — v {L & 1L7zThreatActor
DEFEZHITE 5., T, AT LMKPER 255 TH->TDH, [ UThreatActor DZEH) % fHHC
XL LnENT L. WBY = —XTEBT LML T FERR, K (3.12)DAttackState, D E T M IT
JG U T, BWEDEIIGM % Capabilityt L CTHEIEEL, ThzT7 v 7L —MLT 2 2 & CHAMME%.
R CTZ 5.

ThreatActor \FFEFRICHET 2B N — THDRHIZEEE AT, ZNENDEMEEZED TR —V %
EFKT 5. ThreatActorld, FXERRER NT A —ZDHBERKE Wy, N2 —VERDIEEDORIC, #I
S TBAKEDOHEMBFEINS., ZoFEICH L, ATT&CK %A% & T 2 BH#ERICER S W2 HEE T
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NEITCICERT D LR —FTH S, ATT&CK ZHlic L7254, "ATT&CK Groups" & WX 41 5 BEHER) 7x
TTP DET AR E N TS, iz, Dragonfly[96]7: & Dl 2 7 LR L 72 B E 7 v — 7
DIFHROBFIFATE 5. ZN%ThreatActor D EHERFICHIFT 2 2 212X Y, ThreatActorD 8% — v
ERCBOTBAMEERPRTE 2. RAL LTI, 4 vRE2 vy 2LI TR WRAIDThreatActor ikt
L CTl%, ThreatActorDET N2 HANHERE LA WIRY, BES F VA %252 B TE Ry, EEE,
ThreatActori¥, HAH L Wb D% LHIL TEHY, KRADThreatActor~DNUDRIELFiEHE~DH
HIABIIED—DTH 5.

X7z, BT VA OBERIEMNZRET 2BRICBTF28HEZERT L. AREET VI,
TargetSystem, ¥ X UThreatActorD&ET VEEEL, b ET VH bTargetSystem®D 77 7 % Kk
ICHAREM IS ISR Z R L, Z DD 5 bThreatActor A& BEGoal ICEET 2 WY F ) A DIFEE
FeZ3Hiis 2. M NZEEASZopT, FHEL S 5 v F ) ADBELET 256, ThreatActoril X -
CTargetSystem~DWENPKINT 2 0[ReMERH 2 2 & 2 VFETE 5. I Nz F VA odhT TR
HiZEGoal ICRE T 2 2600 LW BET, 2Dy F U AHREHRT 2 AN (Likelihood) % i T % 3 7=
, BIREHRCELETRE LTV FOAEMIHE LT, Likelihood DERLICEI LTI, REEICTHE
Lk~ 3,

AREFIEDOBEGH ORFICOWT, BRI L. AEEFETET MEI NS BEER L, AR
ICHOERHING, 2F V), ¥uT7AKED X5 7%, @BECREPELS, BFAERATFELRWEZ L 7
DEBICHT 2T MULIEHIKIZH 5. ¥u T A KBIIREZHTEL MY, —D2iI¥ueT K
BoRED, AMEEFECBVTETMUINHMRNALEAAZX —vDETLE LTHHEATRER D D
L, 2 THRVHDHBHFET 2. HIEOEE, AREFEHEICEWTEKENRETH 2 2 Lh b, i O]
ST ¥ n T A RBOL AL, RET 52 eMniEL b, 72720, 2054, Y¥o T 4 KELF|
F3 2ThreatActor % iE7%, d L IHERT 2 LELH 5.

BEOLA, Thbb, BMFOKBEFEL IR B S TOREANAX — v DG, AEETFIETEK
HWE2 2 L IIRALH 5. cnE2RRT2I1C1E, YuTr A KXBoEm 280 L, RMEXTEORRE RS
AttackPhase, ¥ X UCapability %L, M4t w7 A WL EH T L ThreatActor 2 EFKT 5 Z & T,
LT E ZA[RENEDS D 5. 2 D7-0I1lE, BEA VTV P2V AF— LAV AT L LEOEESLETH
20, BEA VT IV 2 VA - A2 bRMEI NS STIX[99) TR I NA-BRIERZFLIC, VT
A LICThreatActorZ 33 5 Z L TR CTE 2 n[EEDLH 5.

BICET MUBRE DR ZHETH 5. RIREFETIE, TTP OEEH#EE T L TH ) ATT&CK %A L T
W5, TTP EH A N—FEOBERHNICED %, WREOES) (K, B, FIH) oMRETLTdH
3. EoOXEE OEENL, BARNBEKEY -V - 22 ) 7, EET LY 7 by =7 olfestEx oS
527-0, TETVOEEEED 572011, TTP X Vo T A CETMUT 2 4553 % 5. Figure3.10
IC7/R Y Pyramid of Pain |&, ¥4 N—BEMRHMORNHE 2RI L 2TV TH L. TDETNVIL, BREXT
ROBEEFECTHRA S 2 2FEDB BRI TH 2 13 EMANIES TH 228, BWEY —, TTP L HER
DB FAPHHRINC 2 513 ERAABNEEIC 22 2 L2 RF LD THB. —>D TTP THREI
PR F IV ATH-TH, 2DEMKIRA VA Z v ZREREIE S, Pz, ERICKBICGH TR
BOAVRZVYRLBVEGDL, CNERRTZITE, FA4AN—FEEROIEL, 4 N —HBOEKL
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Figure 3.10 Pyramid of Pain

AREFHRICLY, BAKOHERR, AL EEEL ZHEICOWT Table 3.6 IS, RIS,
BRT 7 2 —0iilE, AMERFHRICLVERTE 2. RFHRICLY, BET 7 2 —FFAELZHERT 2
TENTED, T, MEINIKESF ) FOFHICONTIE, 77 7 2 WENICERT LT, H
BIICERA 32 2 e TE D, T, WEPIENLERE LCORE, Thbb, BT 7 4—0k
BHZEZ, BAEZHERL, BEIICHEN T2 2 & EKTE R, 2, flx ofilEle 27 Lo
HE, BREE, HHIBEEL o7z, A DRMICKF T 2720 TH 5. BIRT 7 2 — D& HIZ#N o BB L
i, SHBREETORMA D 2.

Table 3.6 Achievement status of elimination of individuality or automation by the proposed method

# Process Description Achievement

1 Identify threat Identify assumed threat actors Completed
actors

) Identify impactful Identify impactful events for the system owner of the target None
events system

3 Identify of attack Obtain a comprehensive set of attack scenarios for the target Completed

scenarios system
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HHTE, BBy > ) A OBOLAIE 2 BMECHRIRTRE L 72 2. IREET VOFEE LT, —D2 ARG
DEBALDH L. T, REEPEHEREC EF2{THOHM T VA EAT L2 & THETE
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AT YR A v e BEREETY v SICEO Y R ERAI

4.1. TLHIC

HIEfiClE, #lfEs 27 ZICBE T NBERAEB S F V)V ADONH, EFTMLINEBET 72—tk > T
REEFICGERT 2B-NAR B 2EBM F ) A cE 2 FikE R L. —T, I nz8m -
VA DR CTHERIEN TS 2. 20720, BEET ) v 7ICBWT, RICEmT S L, &
F VA OB ZRET 5L THD., BTV AOERMENIL, K FIVADY) R 7 DR/ K
DIREI NS, BIEICENT, BT 7 X —OREEE~DRERELEZ AT, B>+ Y 4 DESLIEA
ERETEDAREMER R L7228, BHICHEIC) R 7T 2121, VA2 ERRHTILEDLD S,

BB F V) AOERIERL, BB FVADY R CRES. )V R7 LIE, BEERPEHEICHKEL-
HF D BRI A5\ (Severity) &, BIREER D FE L 23 3 JE A (Likelihood) i< & © i ¥ 2[71]. ##iC Likelihood
1, EHNCE S S RBINRFEHTZ KD b b 23, HETERIN TV I EEDL CIIBHKTH 5. Z Dfh
%, Likelihood DFEMi2S @ AL LT L % 5[36]. fl& L T IEC 62443-2-1:2010[129] T i%, Likelihood o Fk¥#E
& LT, Tabled 11 ITRTEREDL D 5. Z DIEEME, BEERD Likelihood ZIRET 5 &, T OFHED
BERAE 23R R CREM 1T X R F AT 5. 2 OF5HE, Likelihood 28 A(LT 5.

Table 4.1 Example of likelihood in IEC 62443-2-1:2010

Likelihood Description
High A threat/vulnerability whose occurrence is likely in next year
Medium A threat/vulnerability whose occurrence is likely in next 10 year

A threat/vulnerability for which there is no history of occurrence and for

Low which the likelihood of occurrence is deemed unlikely

Z ORI L, FEHEDBERIE % PEBR 3 5 72 0 I B O HERY e S HE & M A B b B CRHIGE AR & BAE
327 7v—FBWMEINTLE. ETHEDOH & LT, CVSS (Common Vulnerability Scoring
System)[109]&, CWSS (Common Weakness Scoring System)[110]% #H % & 4+ 7z Likelihood O #AffiF- 23
HAINT WS, CVSS EMEItE DEANE 2 E T 22 27 4 TH Y, NVD[111]Z D, % L DMfasstihiR
FUfE v AT LICRA ST LT w5, CWSS 13, st frEeRBERm O Y o3 X, MiHErsE» 25
BEHF G U CHesgtE o FLIE% 0 225 100 £ TOREEA a7 TRIT 3.

CVSS % CWSS 12D K % AT DfRE L, Witk V A 7 %518 325 > X7 4.Th % CVSS,
CWSS D F#E 2 & Likelihood #RET 5D D TH Y, 1EC 62443-2-1:2010 72 EDEWR IR & kR, %
DY W EEHE 2 IR 32 FikTh 5. ffle LT, CVSS MR FE > F ) A0 ) 2 7 EEHICHEH T %
FE[57][58]%°, CVSS & CWSS #ilatbe Tl 27 oEBLICBE T 2 FE2HE S T wv» 3[59).
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CVSS DFEIEIC D\ CHIHEICEAS 3. Table 4.22 iC, CVSS DHEHED —>TH % AC(Attack Complexity:
WCEEAGMERE) "R
Table 4.2 The definition of AC in CVSS

AC Description

+ Itis necessary to collect information in a suspicious manner such as
High privilege escalation or obfuscation before attacking
+ Attack is possible only when the target system has specific settings

* Some information needs to be collected before the attack

Medium . . . . .
* Specific settings with non-standard are required to exploit

Low * Systems can be attacked without any special conditions

NS DFMERHET 2720101, BHFER%E Table 4.22 IR I N2 FHHED WFNICELY T 3 2K
7 %5 CRMET 208N H 5. Z LRI L, BIfRE T Likelihood FHMi#E R O A ELH 25 720
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FREEE L L, BEYF IV AD Y R OERNRFHEIEHNECTH Y, FHEE O FE, WRBLTEE
NTLEI. LEA->T, BAMHRIBRREECH 2. 5T, B> TV 4% BEARNICRAL 2854
I, ZEFEIC Likelihood % TZ, FffiZe Y R 75l & V 2 7 DiE BALANERK T & 2 W[REMED S 5.

VR 7 OERNERFOMEFEL LT, B F ) A OBRICHERRN 2 ERBWIEELXEAL, vV
TATETANRIPRAIT Ay b7 —=27[113]D & ) g T A CRET 2 A ME T hTw
3. INLDOTFHERBEEROERETNVDORET 2 7utRiconTidfinbn Ty, £72, X.Ou
bXoTiRESINATETIE, KB I 7TREINAZYF I AL T, EMesEo Cvss #iticV
AVEERPFET 2 FEELREIN T8, ZoFEIMHEHROA%2R-oTH Y, WEHFAGOE
FEEEL TWRW[114].

RIEICR L7z, AV b e PHERET ) v 7RO BREROKIULTEIL, KEEOEH T v
ftL, BEYF ) AONIEZHRWICKETE S, $hbb, CoeTA%2HMHL, £v broick
DERHIN-WBEOEH 2 HANICKHTZ2 LT, VRZETAOHAMAEZEERL>>, T
72 RECRETX 2A[REMEDRH 2. AKBETIL, AV M e VBERET ) v 7ic ko, fiEicRL 2%
B ) AREFEZICHA L) 227 DEB{LET AMICOWTiEmT 5.

4.2. V27 DERLET N

VRZEH 7L — L7 — 27 TH5 IS0 3100022018 DELICHKES &, YR 27T [HEICH T 2 R iEEME
DE| ThHY, ZOHWEDRER) A7{EE LTERT S, X2V 74 0XRTIE, FTo&# > F
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UVABERBICH L TRy T4 T4 L5 EORELMNTE 5. it BT I 4D
ZZEBEVIEE, ZNCEETZ) 27 RKE0nE w) HRAFELZERT. V2 27ER, K@ )ioR
NBZEY, WELAEEEORE LTREHINE. VRZDETAE, SHMERH Y, K@ DRI, B4
BRETAPE TN T B[115][116]23, A TlE, D ABEEEAEIL TV 5 ISO 31000:2018 DIEFEIC
5.

Risk = Impact X Likelihood (4.1)

Impactid, WEOFERL L CHlfflc A7 o4 —FPERT 2 B8O REZIES. HlxiE, flfElsx7 A
DIFIEIC X 235, Rt BRE~0FE, X UOEEME M ICBE T 2 HERSOERR Y
DT D, Likelihoodld, FHBOEDIERVBFEHT 2L AEKT 2. ©F2) 7 1 ORTI,
WBORIOMERZERT 5. VAZDOREIR, BEAXY FBRIALLGEOFEDERT L XD
FEDORREEOMTICHHI T 5. ZOFER, BIET 2V X7 B3EWEBEHA RV FBELEI N ER L 7
5, EINZSHECT)RIVEZFHET 221X ), BEA XY FOEER XY BERRICRD, YR
EDERNIRIIDFAIREIC R 2 Z L AW CTE 2. AT, AIREICRLAETVICK Y RIINEE
FIVFADY ZRZICONTDOERMNERZAA 3.

HIEEICR L2 T IS X W RIINAEK S F ) AT X B &, ThreatActorix, HELD AttackState % %
T—HOWBEEE ZZ(TL, FFET YT 4 7 4 IR A%Z A D, ThreatActord, mAFBEEICEES
2L, WEPETING, ENLTIREEOHNILAGICX 22, #lffle X7 20X RTIL,
ThreatActor D E7x HIVL, Hlf#Hls 2 7 2 ORREHE IECEH O U5E, F 72 134EE S X OHIH 7 e+ 2B
TOEEMEOVEN R ERH L. —HOWBEL F VA %2E 2 5L, BB ICHESIFEAET 5 AREMED D
BTS20, WEF VAT L, RIEEEICX o ORI N2 Impact i EKRKTH 5.
S oMETIE, RKEEZRL 7 2 — X DImpactid, TEETE 213N WERAT. ZoEEEZK
ACTRT &, FFEOBEY 7 V) A CTRAET & % Impacts., 7 =—Anil BT 2EE % Impact,, wi&HE
IR L 7ZREOFE E Impact, & T 5 &, TOBRIIRE2)TRINS.

Impact,, = Impact, + Impact, + Impact, + -+ + Impact, . =~ Impact, (4.2)

SRIFRZE T 5 /5ik1E, ThreatActor DGoalll3sD E WHE NN X — v B IRTET 5. AttackScenario D Impact
I, AttackScenario®GoallC X W IRFE XN D, Goald—ETH 258, HHFFED AN L THINS
GoallC B B b A[REMED H VIR AN X — Vv ZRET D2 LT, VAV OHENAREICR S, RET2H
By F IV ADRBPET LD D, OBERLBERA RV FE2HEIHIL, 20 %Goall L GEIRNT 2., 2
i, Hl 27 MK o THERREREZHINL, 2NICHESE Y R 7 2HEET 2T 7u —F ko [117].
SEZZ o7 7Fu—FIcE O X, GoalZEHE L T2 2 & T, HEMPEKAttackScenariolTf Y, RET
D& TIE, Impact® ERLT 2% AT 5 2 & C, LikelihoodD ERILICE S %4 T 5,

A%~ L 72 Diamond model i€ & % &, Victim ICX] 3~ % BCERIIMEZR 1L, Adversary D FETIMESE, Adversary
@ Capability 1230 { BCEERLINESR, I X O Infrastructure 7> 625 U 2 BCEIEBI O WEE O AW IT X - Tk
EEINE., ZOETARZBEZD L, BB F VA DLikelihood 3 X@43)E L TERLE N 3.
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Likelihood = PThreatActor X 1_[ (pC,k(pI,k (43)
k=0

Z TC, Prureatactor \XThreatActor DWFRIAL D FEIMER 2R L, oo 3BT 7 2 —OWEERET) I HD
W7z AttackState, (k € N)TOBEKINMER, @ \TBERFEIT R OFFEICHKIE L 72 AttackState, T D BLEETK,
DR % n 3.

4.3. BRI 7 L OBENISE O BH

HIEI TR U 72 Likelihood 122\ T, Ho8T X — X OBUETEE % BT 5. Prareatactor 13, BCEE DRI
WETH Y, BHEN2TRICE I CTIRE I NS, @it 7 = — Rk BT 2 B E DR 15 ¢ 58
FTH Y, ThreatActor BWFHE DWER i Z EOREFHTZ 202 EKT 5. ¢, 0, BRE LoMWEIC
HEOKKBHGE 2 E%RT 2. X, AUCKEFETH->TH, Windows v+ V7 EDF R 794
AL, YTNRALARL =T 4 vV 2T LEOMA OS #1E# L 72l HIAHR T N4 R & TlE, KED
M R, RS R 5. RN ARKEF LML LT, DoS WBTHL7 7 v FIEIE, KR
TANARED BHBART AN 2K L TR TH 5. Wi, 74 A ECEEO 2 - FEFETL, %
NEHEITICEE, ZO0RILICEROLTHEETT I LEETREIL, BEANR) V-2t
HBIBREZ FF DR R b T4 ZDFiHMesI TH 25EH% . LedoT, MLKEAXZ -V THoT
b, AT ABKEINCT WEGEICe [ dmWEE 25, WIS AT LRI L THE Y
fi55 T WIGE, @ HEWEE 72 5.

RIFE TR L 7281 s AT L2 IS BIRS U A 2 FFE L, FFEOEMEEEA L, Prareatactors Pcro
B LV  DEMEDERICE D XMERZFET 2. BV Prureatactor €2 VT, H 2HARIDO APTxx DFH
iR 13 30% (Prpreatactor = 0.3) EAET 5. KRIT, @cB X o, B RET 2. WEICHT 2 HEoER
{LICBE L TR & i e oS s S T v 3 25[118][119], ZzothTh Ry IEHEL I NI A+ Y v 2
D—27% CVSS[120]TH 5. AFFE <3, esgth 0 EAE % /R M 7L 5 & O, Ffic CVSS Version
3 (CVSSv3) 2 &3 5. CVSSv3 i \»WT, WP I 2 n[RElE% BEW 3 % Exploitability 133X (4.4)
TRINSD.

Exploitability = 8.22 X AV X AC X PR x Ul (4.4)

ARIFFE T IR D 729, ¢y, B X W, DFHIHC IERAL L 72 AC A FIF 3 5. BRIy, AC=High
DEE, KK D High D 2 27 0.44 % Low B 2 2 7 0.77 TE| - 72fi<H % 0.571 #ffH L, AC=Low
DEEI, 0.77 % 0.77 THI 572 1.00 ZFH v 5. Flz X, BEYF V) ADERT v 7B W KB OEH
PEFHI 253 _ T Low TH 256, (4.5) 23 Y 37D.

Peren = Prren = 1.00 (4.5)
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4.4, FHiff

wxP)c, APTxx 25F|H A7 % Technique Do ZIRET 5. SMIEFK L 725K % Table 4.33 IC/R 7.
%] Conditions (2% Technique DRESI 237z SN &M%2 RS 5. HlzxiX, T1550 (User Alternate
Authentication Material) D56, BEEE BB ORAEREZH T 5 (credytackpomt € Creday,) 5T,
pcilELow & 720, %95 TG, MHFREZEGHERZ RS BE DL H 2 Z 2D, ¢, ld High & 7«
5.

Table 4.3 The list of ¢, of each technique

# Tactics Techniques Pck Conditions
T1189 - Drive-by Compromise High (0.571) N/A
1 TAO0001 - Initial Access (Remote) T1133 - External Remote Services High (0.571) N/A
T1566 - Phishing Low (1.000) N/A
. T1199 - Trusted Relationship Low (1.000) N/A
2 TA0001 - Initial Access (Local) .
T1078 - Valid Accounts Low (1.000) N/A
T1059 - Command and Scripting Interpreter High (0.571) N/A
3 TA0002 - Execution T1203 - Exploitation for Client Execution High (0.571) N/A
T1204 - User Execution Low (1.000) N/A
T1087 - Account Discovery Low (1.000) N/A
4 TA0007 - Discovery (Local) T1201 - Password Policy Discovery Low (1.000) N/A
T1518 - Software Discovery Low (1.000) N/A
TA0006 - Credential Access T1110 - Brute Force Low (1.000) N/A
T1555 - Credentials from Password Stores Low (1.000) N/A
TA0007 - Discovery (Network) — T1040 - Network Sniffing High (0.571) N/A
T1049 - System Network Connections Discovery Low (1.000) N/A
TA0008 - Lateral Movement T1210 - Exploitation of Remote Services High (0.571) N/A
; T1021 - Remote Services High (0.571) N/A
T1550 - Use Alternate Authentication Material Low (1.000)  credgsackpoint € Credyy,
High (0.571) N/A
TA0040 - Impact (Local) T1485 - Data Destruction Low (1.000) N/A
8 T1565 - Data Manipulation4 Low (1.000) N/A
T1499 - Endpoint Denial of Service Low (1.000) N/A
TA0040 - Impact (Remote) T1565 - Data Manipulation Low (1.000) N/A
T1499 - Endpoint Denial of Service Low (1.000) N/A

Rixo DBUEZ RIET 5. @, 0%, @l 27 L DR LD EFR TH % Component, PhysicalArea, #
X U'Network I3\ T Technique Z & ICEET 5. TN DHIFHGRR — A TRD 2 LE 21 H 5. 45|
D 720, WEDBHIA R 23 PhysicalAreaMN I B 555413 High, Z LSO EE1E Low & L TERT
5. ZOBHE, @ l3R(6)L7%n5.

0.571, k=1 and loy € PhysicalArea

Prr = { 1.000,k>1 or k=1 and lo, & PhysicalArea (4.6)
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LREo&ET, BifiCIRR I NTERN AT LICEBWTHEINIETHEL FIVADRE L, K F
Y & DLikelihood % 5t H L7, 9, WREAKE Y F ) AOREEZFEL 2. 5IESEME, T/ —
FaBihme L, BHOGH AT L7 7 7008005 TXCTORME L KB ANX -y (FHEAR
ICA[HE7R § T D Techniques) (ICD\WT, WY F V) A ZMHEER L 7. YU EOEHDOT T, 679,644 D
W F ) A %FFE L 72,

Z 0, BIFL72& LT ) AICo0nT, FBICBR7ZEMIHE, &> F Y A DLikelihood % 5Lt L 7z.
Z DR % Figure 4.1 IORT. SRIOEMATIE, ¢ L Vo, DEFREZ CVSSv3 ICED BT T v %
FIAHLCWw3 Z b, 5503 Likelihood b BRI CTH 5. S EIOFHfiFG R TIX, & D\ Likelihood
DY A RFEE S F ) AERD 0.037% TH 3 KR 272

Total: 679,644 patterns
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Figure 4.1 Bar chart with the number of attack scenarios per likelihood
Ric, Fofz>F Y A DH v 7 V% Figure 4.2 1783, Figure 4.2 1%, Likelihood %% 0.1713, 0.0182,

0.0059, 35X 1°0.0033 2 NZENDEGEHEDEK YTV A% T. fERE LT, AttackStateDE D3P 7 <,
AttackState 3 K D@ B X Wo,  DIED EIZ L, Likelihood 235 K 75 2 R 235 b 7z,
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Likelihood

Attack Pattern

0.1713

(#0 Phase:TA0001_2 Point:Internet Target: Gateway Cond:{'admin': [], 'cred": []} AttackTech:T1566)

= (#1 Phase:TA0002 Point:Gateway Target: Gateway Cond:{'admin': [, 'cred": []} AttackTech:T1204)

= (#2 Phase:TA0007_1 Point:Gateway Target: Gateway Cond:{'admin': ['Gateway'], 'cred": |} AttackTech:T1087)

= (#3 Phase:TA0006 Point: Gateway Target:Gateway Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1110)

= (#4 Phase:TA0007_2 Point:Gateway Target:IT-NW Cond:{'admin': ['Gateway'], 'cred": |} AttackTech:T1049)

= (#5 Phase:TA0008 Point:IT-NW Target:Server Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1210)

= (#6 Phase:TA0002 Point:Server Target:Server Cond:{'admin': ['Gateway'], 'cred": ]} AttackTech:T1204)

= (#7 Phase:TA0007_1 Point:Server Target:Server Cond:{'admin': ['Gateway', 'Server'], 'cred": [[} AttackTech:T1087)

= (#8 Phase:TA0006 Point:Server Target:Server Cond:{'admin': ['Gateway', 'Server'], 'cred": [|} AttackTech:T1110)

= (#9 Phase:TA0007_2 Point:Server Target:OT-NW Cond:{'admin': ['Gateway', 'Server'], 'cred": ['cred_1']} AttackTech:T1049)
= (#10 Phase:TA0040_2 Point:OT-NW Target:PLC Cond:{'admin': ['Gateway', 'Server'], 'cred': ['cred_1']} AttackTech:T1499)
= (END)

0.0182

(#0 Phase:TA0001 _2 Point:Internet Target: Gateway Cond:{'admin': [], 'cred": []} AttackTech:T1133)

= (#1 Phase:TA0002 Point:Gateway Target: Gateway Cond:{'admin': [, 'cred': []} AttackTech:T1203)

= (#2 Phase:TA0007_1 Point:Gateway Target: Gateway Cond:{'admin': ['Gateway'], 'cred": |} AttackTech:T1087)

= (#3 Phase:TA0006 Point: Gateway Target:Gateway Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1110)

= (#4 Phase:TA0007_2 Point:Gateway Target:IT-NW Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1040)

= (#5 Phase:TA0008 Point:IT-NW Target:Server Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1550)

= (#6 Phase:TA0002 Point:Server Target:Server Cond:{'admin': ['Gateway'], 'cred": ]} AttackTech:T1204)

= (#7 Phase:TA0007_1 Point:Server Target:Server Cond:{'admin': ['Gateway', 'Server'], 'cred": [[} AttackTech:T1201)

= (#8 Phase:TA0006 Point:Server Target:Server Cond:{'admin': ['Gateway', 'Server'], 'cred": []} AttackTech:T1110)

= (#9 Phase:TA0007_2 Point:Server Target:OT-NW Cond:{'admin': ['Gateway', 'Server'], 'cred': ['cred_1']} AttackTech:T1049)
= (#10 Phase:TA0008 Point:OT-NW Target:PLC Cond:{'admin': ['Gateway', 'Server'], 'cred": ['cred_1']} AttackTech:T1550)

= (#11 Phase:TA0002 Point:PLC Target:PLC Cond:{'admin': ['Gateway', 'Server'], 'cred": ['cred_1']} AttackTech:T1204)

= (#12 Phase:TA0040_1 Point:PLC Target:PLC Cond:{'admin': ['Gateway', 'Server', 'PLC'], 'cred": ['cred_1']} AttackTech:T1499)
= (END)

0.0059

(#0 Phase:TA0001_1 Point:Ctrl-Area Target: Gateway Cond:{'admin': [], 'cred': [|} AttackTech:T1078)

= (#1 Phase:TA0002 Point:Gateway Target: Gateway Cond:{'admin': [, 'cred": []} AttackTech:T1203)

= (#2 Phase:TA0007_1 Point:Gateway Target: Gateway Cond:{'admin': |'Gateway'], 'cred": |} AttackTech:T1518)

= (#3 Phase:TA0006 Point:Gateway Target: Gateway Cond:{'admin': ['Gateway'], 'cred': [|} AttackTech:T1555)

= (#4 Phase:TA0007_2 Point:Gateway Target:IT-NW Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1040)

= (#5 Phase:TA0008 Point:IT-NW Target:Server Cond:{'admin': ['Gateway'], 'cred": []} AttackTech:T1210)

= (#6 Phase:TA0002 Point:Server Target:Server Cond:{'admin': ['Gateway'], 'cred": ]} AttackTech:T1203)

= (#7 Phase:TA0007_1 Point:Server Target:Server Cond:{'admin': ['Gateway', 'Server'], 'cred": ||} AttackTech:T1201)

= (#8 Phase:TA0006 Point:Server Target:Server Cond:{'admin': ['Gateway', 'Server'], 'cred": []} AttackTech:T1555)

= (#9 Phase:TA0007_2 Point:Server Target:OT-NW Cond:{'admin': ['Gateway', 'Server'], 'cred": ['cred_1']} AttackTech:T1040)
= (#10 Phase:TA0008 Point:OT-NW Target:PLC Cond:{'admin': ['Gateway', 'Server'], 'cred": ['cred_1'[} AttackTech:T1550)

= (#11 Phase:TA0002 Point:PLC Target:PLC Cond:{'admin': ['Gateway', 'Server'], 'cred": ['cred_1']} AttackTech:T1204)

= (#12 Phase:TA0040 1 Point:PLC Target:PLC Cond:{'admin': ['Gateway', 'Server', 'PLC'], 'cred": ['cred_1']} AttackTech:T1485)
= (END)

0.0033

(#0 Phase:TA0001_1 Point:Ctrl-Area Target: HMI-PC Cond:{'admin': [], 'cred': [|} AttackTech:T1078)

= (#1 Phase:TA0002 Point: HMI-PC Target: HMI-PC Cond:{'admin': [], 'cred": []} AttackTech:T1203)

= (#2 Phase:TA0007_1 Point: HMI-PC Target:HMI-PC Cond:{'admin': ['HMI-PC'], 'cred": []} AttackTech:T1518)

= (#3 Phase:TA0006 Point: HMI-PC Target: HMI-PC Cond:{'admin': ['HMI-PC'], 'cred": []} AttackTech:T1555)

= (#4 Phase:TA0007_2 Point: HMI-PC Target:IT-NW Cond:{'admin': ['HMI-PC'], 'cred": ['cred_1']} AttackTech:T1040)

= (#5 Phase:TA0008 Point:IT-NW Target:Server Cond:{'admin': ["HMI-PC'], 'cred": ['cred_1']} AttackTech:T1021)

= (#6 Phase:TA0002 Point:Server Target:Server Cond:{'admin': ['HMI-PC'], 'cred': ['cred_1']} AttackTech:T1059)

= (#7 Phase:TA0007_1 Point:Server Target:Server Cond:{'admin': ['Server', "HMI-PC'], 'cred": ['cred_1']} AttackTech:T1087)
= (#8 Phase:TA0006 Point:Server Target:Server Cond:{'admin': ['Server', 'HMI-PC'], 'cred': ['cred_1']} AttackTech:T1555)

= (#9 Phase:TA0007_2 Point:Server Target:OT-NW Cond:{'admin': ['Server',"HMI-PC'], 'cred": ['cred_1'[} AttackTech:T1040)
= (#10 Phase:TA0008 Point:OT-NW Target:PLC Cond:{'admin': ['Server', 'HMI-PC'], 'cred': ['cred_1']} AttackTech:T1021)

= (#11 Phase:TA0002 Point:PLC Target:PLC Cond:{'admin': ['Server', 'HMI-PC'], 'cred": ['cred_1']} AttackTech:T1059)

= (#12 Phase:TA0040_1 Point:PLC Target:PLC Cond:{'admin": ['Server', "HMI-PC', 'PLC'], 'cred": ['cred_1']} AttackTech:T1499)
= (END)

Figure 4.2 Attack scenario samples obtained in this study
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4.5. EZE

HIEEICR L2 BB > 7 ) A OREERBE 7 VITHE, ThreatActorC X 2 W INER %, RFHEIC X
D BB ICRIAFRETH B 2 L IR L7z, B4 7xThreatActor &, % DGoal DA GO LT, KJj
KEWHT 2 28T, WRRIIERS RS MO T ) A ORENREL 2 5. g, Hlflle 27 24
BETMULT T T 7 DANAER L, %7 = — X TDH Technique D¢, H X Lo, ICH-D % Likelihood
RETHT 52 X0 oND. £, Prreatactors Pcpr B L Lo DERIIMEN I NA2FRH TV 4%
TUCEEMN T O TS 2 ehb, —KEEZTERCTE 2 LHAAESHER I TS,

—7 T, SEoRITEBIL X/ CVSSv3 oRE#EZHWTH ), BEEKIIMER IR 2 /R L &
o7z, XVEBZMZITIE, Preatactors Porr BEL Lo ZNZNDEZHICERRIT 201D 5.,

Prnreatactor 1L, ThreatActorfECH7a 0, FHIMWICIRE T 27 A =2 Th b, TDNT A =R IHBEA
VTV Y2V RCHEDERIET L BTE L.

Qe X EBMICERT 21C1%, Mo DWEZEMT 205135 5. HlziX, MITREATT&CK O X 9
A — 7 VIR T — 2 X — R, ThreatActoriZ X - Tl 241 % Technique DEF AL ZEHRL T\ 5
b DD, % Technique DEINERIZER I N T Wi, ThEERT 2I1CIE, RABRIHY 27 4(IDS)D
X9%tF 2V T4V Y %l L CThreatActor D EFEDO K B2 B L, FEEITHH L < %77 % FFf
5 Lo JiET, & Technique ICX T 29, ZRET 2H4EVEH 5. ZOBMKNEHIE LT, £Fa
V74 vy %@L, EEDThreatActor HMEH T 2 Hfli 2 8LH 3 2 2>, % 72 13M{RE & L7=ThreatActor
CHOSWCTAFEOLBEAF AR FFORA P L =2 a VT AX—IC X ABEIRB L o HEREZ LN
%. % Technique O XIITER % EERINICIRE S 5 2 & T, op  DEICFHEHMLI N EER LG L LA TE
5 A[RetED ® 5.

o, ATT&CK 7L =27 =20 %532 T OER%, bIBREERTIenTE L. fi
%1%, ATT&CK for Enterprise X, Windows % Linux 7% EFiE 77 v b 7 4 — LK L CHG@EM I
TZ% % Technique Z2ff L T2, ATT&CK ZZMi9 % 2 & C, Technique 2877 v + 7 # — LK)
LCwaf, %o Technique (ZFIATTRE (@, =1 L HWITE 5. ZD—77, @, Dikam & FEk, FEE
DEINERZ ERBNICERT 5 L I3NEETH Y, NBEICH S CBEEN AT VER L REECH 2 54,
BL, 7 3FEBRICRET 2REDRDH L. UELY, oop, BL P, DELZERBIIIERETS 5.

A OiEm CEIE L 7z Impact DERBFRIADHE L LD, AN ART 70 —F1%, Impact D 5h
Reg2WnmFECERTEI M TR CCEHE L, BIRAERZIRST 2 2 34 RTH 5.
Impact D EBERHNCEIT 2 BHEMIE 3 D0 TN T 5 [121][122] D D D, Impact % G 72
HE T VIIARHERT S 3% v, FlZE, A4 AN—KBIC X 2 Impact DRk % €7 L5 2 Fik[113],
SEPMLTET LT 2 FE60] 2 03B 5. T/, MEBEZETWIET — 21 XY, flffls 2T L35
DIEWET NV ZERL, ZDETNMICEDE, WBEZZTHROEHEET VICET 2MEZL TV
[61]. =/ CEMMNZETALTER, RAMLINTELT, FIEREMEORMEDH 2.

RIRIC, ) 27 FHIEBRIC B 1T 2 7 1 & ZRLOFRICOWTlB~ B ARREFRIC LY, Likelihood
DENEDHEFRZ E A WNTIEK L 72, — T, Priveatactors Poxs B L Py 2 NZ % TEA TR @ ANEHERR
LoD, EE, 7 3E - FHMNGRET 2 FEZHELT 2 TlE, BANICGRET 20E 1 H 5. %
NT A= RDOEB R REFEROMIE, SBROFETH L. £, ImpactiCBIL T, bdo?y,
AREFECHBAEOHERR, £ 3HEMLITERTE R W20, ZDOFEOHLIZSHOPETH 5.
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Table 4.4 Achievement status of elimination of individuality or automation by the proposed method

# Process Description Achievement
1 EStlm?te degree Estimate the degree of impact caused by a cyber attack None

of impact
) Estimate degree  Estimate the degree of likelihood which the threat is likely to Partial

of likelihood materialize

4.6. AKEDOF LD
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O L, BIECRLZBH YT ) Ao tRHEET A% HIC) X 7H{EE D 7= OE RINTE
BEAEAL, REHEORMEEZER L -8 ) 4 OBLRIEN AT I BT 2 FEHE 2 PR T ik %
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D%, HlfHle AT LSBT BBENRBRARL D, REERCES ECofREEBT LT, B
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5 YR : FAF = — v S BHHICE D S WERRE AR

5.1. XC®Ic

AR ETIT, B FVAOKRBEET AL, YT MICH DL ) R7FHIIiTE 2R~ 72, RETIE, +
virVEERE T Y v SICEO Y R 2 IcE O v F 2 ) T4 ) R 7ol BEtEER T
BFFRICOWTEHHT 3.

s 2720 F2 ) T A AKEZBLZT7 70 —F L LT, KELN—2F4 VALY 27 fFFRIA
HB[126][127]. *—RAF7 4 vALL, ERCHBCERELI N2 2 ) 74 R DLy MiCHDbEILE
T2, R—=ZFA4AVERNTY R A, VRIS r e R A BT s, T ECEND 32, %
BHEET 2% 2 ) 7 AEKON, BRMICERTRERNRELHE TE Rvme, MRNEREIC R 2%
NBHB Lo S D 5, Wi ) 2 7 EFENL, Gl 2T 208X 2 ) F A BBEEZHA L, 3L
72D A7 %FHIL, M%) 27 %R, BT 2eF 2 74 MKERET S, 2F 0, V7@
BHET V200 THE. VRAIEITIE, VA7 ZHEEIC L) 2 CEETRE X2 ) 74
WRERET L L0, BHMMEOE L2 ) 74 XREAHMELT 2 5 cHEHTH 2 K, £
TR 2 TEHETDH 5.

FEHEICNLT 2ICH 0, fiEEClL, AY b VEEBIRE ) v SIS BRETY v Ik
F2 U R27A, VR ZFHEIE N ENOFMTFEER L. ZO—HT, ShENRE X2 ) T 4o EKE R
T B THEOMEIZY 2780, ) 2 7FHEO TR T 2% & b, it S hTuiw, Hilfs
AT LA —=FICLoTlE, X2V T A NKEIRET D2HPEHETH 5.

¥ 2 )7 4 WROREFE T 2 BERROH 2 v {052 5. W, Widet & 232183 % X Ex
B, BALNIHEY ) —tsnwT, WEEPKEAFICGERT 2 £ TORE(TTC: Time To
Compromise)® > 2 2L —>a v $ 3 HRTHY, TTC 2iHHE T2 LT, MEOMIEEOEFT L% EA
T5[60]. ZExBrEXa) T AMNEX—VvERES, ZOZ—-vEHEDTIC Z5tHE L, &d TTC 28K
{, 2 F 2V T A4NEKDAR RO VINELZREST 2FETH S, fhoflé LT, O. Stan b
DIPEIE T 2 0P HERGHE L, WY ) —CRHINLZBE Y F IV AD Y A Z7fEICH LT, WKicks VR
JEOEANEZBA N RET AL L > TRHT 2 AR EZREL T 5[61]. 2oL, VRI7EOZEA
EFAL, BEERIZ M 2EORNEETADO-EEZICIC, ba—Y 2T 4 v 7FEET) A 7{HOE{LE%:
FHEL, RO IR MIROFHONEERET S, £/, L. Wang b2 bREIN-Tikiz, XK¥s7r77¢
F 2 ) TFAMNEHROA M) 7 R ERZE VY CTEI LT, YATFTLHADF Y P —272kCeFa)
TANEERELTE 7L — L7 — 7B REINT W B([62]. &EIC, Y. Fei b DRI D R, WE
VUY=L, By ) -2 fEEL, VY —0& Y —T7IC LT, EEN A F 2 ) T4 ICBT A X
ETNEMNEGT LT, vFXFa ) TANEOREERLTE 7L -7 — 27 ZHREL T 5[63].

INLFEE, wIndbA vy br ICEO%, HICET ULINZLE DO F 2 Y 7 4 MR 2T
HcllabbE, GAoNETFENTRAD X 2 ) T AR EB/ I KO N2 —v 2 ROTHT D
DTH5.

—77, Lo AL, FHHCRHATEZ 2 X2 ) 74 WEOE T ARBAITH b, HICxHKICHE2 ax
Fe, WD) R EFEIRET A SBEAICRTNIE R bR, Stz s e, FIACE2vX2Y 74
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WEDETARKMOLGE L, TNOPEOFETRELN At 2 ) 74K EZRETE RV, 2D
Bt, MAOeF a2 ) 740 KDY T TONFEVELZoTLE Y, X2l 74 WEFECET 2H
OB TR Y, BTk F 2 ) T 4 NRIBUFEEF DN EBRSFEET 256, ¥ 2 7 4 WKDE
ERBBENC R 28NS 5. CoOMEEZERT 2T, €F 2 ) T 4AMRBRERRTICENTD, &
SR OB % RET 2L H 5. KIFFETIR, 20X RRRTH->ThH, B F U Ao
&, BHICH L CRRAE O R A BRI IS T 2 5RO HIN TR 5. AR ERT 5720, i
BIECTIRLAZA Y b YBRERET ) v IO ERFINLER S F VA E2EHL, €320 74
WROWEERDOA Y b ZHLPICL, 204V b Ko ¥ 2l 7 14 IR OESLIEL R E
TATY XLEFFEL 72, REILAE, % Oikeh e FHiifGR 2R~ 5.

5.2. HEAEF0

521  @&EHASE
AIEEICR L7ZEY, VAZRRGEDTRIZENTE S,

Risk = Impact X Likelihood 3.1)

VRIZERETHFELLT, LEHINTWE DA, Figure5.1 IKRT VR~ ) v 7R THD
[132][128]. Z DOHITI, BEHICEREFEROZERE, MHICEBMERH»KLY 5 20tz RL, wEEL
AREME DAL DETY R 7 DEAVERET 5.

HEHEX 2V F1ICB 0T, BEEE X AR B2 o BN 21 - RERELIIhTES
T, L RENENREECHE S TRES LS. /2 & 21E, ISOMAEC 27005 TlX, 5BBED L A2 E
X 5[128].

Impact of threat

>

1. Negligible| 2. Minor | 3. Moderate |4. Significant| 5. Severe

s Very Likely {5 M°:i§:‘ate High High
. Likely odarate M°:i§:‘ate High
3. Possible MoI::rlate M°|;§Late MC:iig‘ate
2. Unlikely MOI:::ate MOI:::ate Mc:;;ate

1. Very Low
Unlikely Low Moderate Moderate Moderate

Likelihood of occurrence

Figure 5.1 An example of the risk matrix
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YR ZEBICENT, WERDOTDEIE, H2BMERDY R 2%, ¥ 2V T AWRICKY, FFEH
WICHIZ 5 Z EBARED L D 2 CTIRIET 2. B0tz 3 &, WHIC X Y FEDFAE T 2 AlREME DRI, F
TR BEPBRF L GEOREOEBIC XY, VR PFTRHATH 25, WER+ L ART.

Figure5.2 1Y R 7<= ) v 7 2% ffio THIREZEFINCKBLL 20127 3. VR DOERICHE I
Fa)TAMNEREEL, [2F2) 74 RECERT2EBMEROY 27 GFEE, B XUHREE) %
KR T 2 AW ZEKRT 5.

Bz, 2 BHERVHEZ 5 Likelihood 732 4)]"Very Likely" TH o7z & L7z 5A, WE X ICX D, %2
® Likelihood 73"Very Unlikely"¥ TEER CT& 72 & L7246, CoZ&bE%s [RE X 0% ] &3 5[130].
ZOWENFREORBE G, EEMICHREEASbcE 2 cHEATH 2. Z0o—7, NKEBOZ{LED
HIE 1L, FEEEDSIHE C 722 AT HINTE 0 EBUCKE 3 2 M2 H 5. Z 0% R T 210, WRAIR
FERMNICEKRHT 2ETANLETH 5.

1. Negligible| 2. Minor | 3. Moderate | 4. Significant| 5. Severe

5. Very Likely
Counter-
4. Likely measure
Y Counter-
3. Possible (') measure
2. Unlikely
1. Very
Unlikely

Figure 5.2 The visual image of countermeasures effects

WITNOBFTE D, JEIN 2T 7' r —F TR SEIR 2 EBIICRIT 2 T AVEELHA TS, C
NoMEOFEZ, BAEHROB S cHERATH 2 K, FHiictF 2 ) 7 4K OMBEDE T ANE
BEINTVIRERD L, ZNICAT, MNKETFTABEMALN, 2OERNTH L, Fictx=) 74
WRICRET 2 HEO Aoy e eic, MKET L OFERIEERSKWELT 2.

COHFEOMPICHT, v b a IcEIE, kX2 ) T4 NEKOREET MV EMGIL, £ F 2V T4
SEEBAHEE TH > CTHHMAEEZR, ¥ 2V 74 MEREETFTAZREIL 72

522  [RERE

MEDHARL, Gl AT LOBH>F ) AICHEIEEET 2 eF2 ) T4 MK RDLZLTH 5.
INRBEETY v Z7ORANLENTH 5[131][132]. ZOMEZEBERMCHET2ICH0, BEY
FIVADOETAEHMEICL, ZOBEF VA0 FX 2 ) TAXNKERETL2ETAVELERT HLH
BH5B. F2) T4 MNKOWIET VIO OPEET 5208, S, FAN—FAFz—VvETLLS
[t 7V ICEIRS 5.
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BINCH A N—=F AV F 2=V ETNMCOWTIRRD, FRF VA, $lf#llc 274 Eod 22 A0
5, BRI BENEN T 3 KN REEICHD, —HOKB2ETT S, —HOKBEST TR
T2, BEIHEE RS, ChEPHT 21, X2 ) FARICk ) —HoKBD L 2hT, £h
ZIHIES 2. BAEGIZ2Z2FCHIT 2 &, Bz, v AT LANERICRBAT 2729, BUICHlls 27 42

I LT Phishing WA FEfid 5. 20k, ZoHlc AT oa—»fHT 4L —%avy
—VEFESIY, ZURETY AT LNEH~NRAZAAR S, EhZEHEREDS S 2 56, 2% iERT 2K
B2HETT5. oD X ) ICEINEBIICHOL L, RAEICERAERHINS.

#:%i@ —HDOBEEIEF O L h xR L, WEHEOEH % Hik <Xk, BEoBiFE % EhEECc

L HBEO—HOWEREF O LW 5 2 & T, WEEHET 2 &I, Figure 533 IC/RT 4
4»—#»%1—/%7wmﬂ&@iha

Reconnaissance >  Weaponize
A\ 4
Installation < Exploitation  [¢ Delivery
A\ 4
Command & Action on Attack
Control Objective Complete

Figure 5.3 Cyber kill chain model

WMCRET 2R, Zo0F 2L 5. BRYICHIEE CRLEZBHY 7 ) AORHAET L EZRH W
T, BRIV A%, %4»—#»%:~/%7»u%o<%7w<%ﬁT5 RIT, REL 7294 3—
FANFz—VETNMCEIS eF 2V TAMNKETAEZIELT S, F 3 HIORLAEEREKHOET V2
WH LA, BBy F ) A icsd 2 —HOoWET 7o ay (W8 F VA) ®Killchaink L, A7 v 7
k DYCERIRRE % AttackState, & L 72356, KillchainzZ ¥FICRIAT 2 L, (5.1)& k5. T T Tk, nid,
{kkneN|0<k<n}TH 5.

Killchain = AttackState; < AttackState, < AttackState; < -+ < AttackStatey, < --- < AttackState,(5.1)

AttackState lx, (2RI NBIEFHOTEATRIAI NG, p FHE 7 = — X, At [TBEHAN - F
ER R LT IAMES, LromeldplCH T 2BEEE DOLE, Loy 1Ep ICB T 2BBHREHRTH 5.
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AttaCkStatek = (Pk:Atk: lfrom,k' lto,k) (52)

3 7B, Killchainlt, AttackScenariotl[F—TH 5. KIEICRY, W F VA (AttackScenario)% ¥ /L F
= —(Killchain) b\ 9 FBCHE—T 5. RIC, ®F2 ) T A WMKERET 2T A %2HHT 5. Killchain%
WK 2 —H O WEIRAE D & AttackState,, AttackState,, ..., AttackState, ICKF L, &I DBCEIRAE
DENEWEHEST 2 LT, WEEPREBEORELZHILS 2.

BlZIE, 0<km<néL7zHA, X2V 7 4XEMIC XY, AttackState, DK % [HIET % 1Uid,
Killchain®EK ZHIETZ 5. Bk ¥ 2V 7 4 XMEM,IC X Y, AttackState,, DY) % [HIE L 723554,
€ F 2 )T 4 KM, My XY, Killchainic 3 LT 2 SOMHAEAL v b3 TE S, ZOFRL v+ E2KH
T X F5{HIE (Defense-layer) & FES &, Killchain b O FifHIfE 2338 2 212, WEE PR HE L ER T 5 %
ZHEIEHTE 2. ZoMRILE#HE TN DTH 5.

% JEBif#l(Defense-in-Depth) & 1%, SAKIICSE 2 XFRICH L <, HEOM#IE 2z ERT 2 2 &<, Pifllz
MBIt 222 ) T4 ETATH B[9][133]. £ DA A — % Figure 5.44 1C/n T, BHfHE DRIE D&
BN LRGE L7256, ViR 2 513 L, BUBE 2 mfi /s AR %22 3 % AlRetE 2K < %
579, VififE%% < 32138, Killchainicx L CeFaTICh? L R EENICHFETE 5.

Physical

External Network

Perimeter/DMZ

Internal Network

Host Machine

Application

Critical
Asset
(Data)

Figure 5.4 Defense-in-Depth model

—O Ol 27 LR TH, KEARBIEEFET 5. 2%, HliHll 27 425 3EKDKillchain
BfEond. TORIICHENT, HIENAR X2 ) 74 0KIE, (DR ©% < DKillchainic Wil §
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21 RE/ONDEDOTH L. HlE, WEALXWEBICOWT, n>me Lz, WK A linfflo
KillchainlZ LT %, 3 B ldmfldl D KillchainiC WHLTE 3 & L7286, WK A T o3B3 2 0% &
fhamftFons, CoBEXZIEHTEE, v X2 ) T4 WMERRERRNTH->TD, £F 2V 74 MK
DESNERLZ RETE 3.,

RIZ, ¥ 2V T4 NKEEMT 5 AttackState DECNEN R E T 5. WEE X, v A7 4 ECHEE
XN B HEE D AttackState % # CKillchainZz #1793 %. BHRDE Y, Killchain|3EE 2 — Vv IFHE LIS
B, Hici, 7k 3 Killchainfl Tl 3 % AttackState 3 FHET 285650 H 5. HlziX, ThEtnEx 3
AV AZYRELT, Killchain; & Killchain; & L, Z1Z1K(53), (5.4)TRL75GE, &Killchainic 3t
#3 2 AttackState BHFTES % 5tF133(5.5) & 72 5. Killchain; & Killchain; (¥, FEFFIFA(S. )R THIAE
HBTH5. TITT, AttackState,,\%, Killchain,CE ) %q#FHOKBIRETH 2.

Killchain; = {AttackStatei‘k|0 <k< n} (5.3)
Killchain; = {AttackStatej,m|0 <m< n} (5.4)
AttackState; , = AttackState;,, (5.5)

(5% f7= I Killchain; & Killchain; DBERFE D LA 1L, Killchain; N Killchain; TE E 1, 3(5.6)% it
7= 5.

Killchain; N Killchain; # @ (5.5)

RGO Zii7-T5G, &KillchainDIKEB <2 Fic, @9 2 AttackState ST HET 5. Lid o,
fig < [REI, WEXNR L T2l AT AT S Lz ) X7 B E Vi Killchainlc S L, b % <
DKillchain\CEHE T 2 AttackState® i T2 2 & Th 5. ZofEIE, UTTHL I ERNTE S,
(1) LT E (FHY R27 D) Killchain® &flAEbE N2 — v &R %,
2) (1) TK®D7zKillchainic ™ L, @3 2 AttackState B3 FHEAES b KillchainZ i 3%,
(3) ) THIH L 72 Killchain® M, # b % \»KillchainlZ & £ % AttackState % RE T %

Kic Btz ES b3 5. AttackState# JG, EHE DN XX — v D AttackState D H [BE A Killchain?»
DI E N2 BRESGTEL L-GH, KillchanDElAEbEIX, TN 0RERKL % 5. Killchain
2 LR X N B FIREAEZ (Killchaing }y_,, TOEAREDOERZaliE L, ald(5.6)%7-7.

a c {Killchain, }}_, (5.6)

22T, all)J@T % eKillchainlc 3@ D AttackState S IFHE T 2 5&F 3 RG. 7y TcHKIN B,
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ﬂ a|a € P({Killchaing}Y_,) # © (5.7)

RENZEW 723, BRar b IEAERGEL T D, ZoGE, A, Ac c P{Killchain}y_, % 7z
ER

Ac ={alNa+ 0} (5.8)

AcDEFEDON, &b % DKillchainiCEEN L EHFEkaybRKRT L, ayldENEWRETIELGKETH
%.

aylay € Ac,ay < {Killchain }Y_, (5.9

ay AL 2 ICKGE)EMET 5. L7ed 5T, ay 2T 5 2% % (Killchain) I3 % AttackState
DTS 5. Z DAttackStatex B & T 2HRAEZPLEL &, PIZAG.10)TRENS. POERsD,
i b B X X AttackState £ 72 5.

P={s|s ﬂ s} (5.10)

RIS R, PREtE L, % OfiHED2 b AttackState DEFNEM ZRE ST 5 2 &L TH 5. KHILARE,
KEED L Z IR~ 5.

523 FEETLVOER
A. FNLFz—VETN

PFAN=—FAFz—v (U, FAFz—v) I, IHRL a2 BREL, Kl BREOMT
DBRTHEET 5. BEEH L, Ihh DUCEEE 2 Hih L, dh o4 2 BREL R C, WBOBHELE
B3 % 5, BEEH O, I ng, LK EEORNTBICL VKEREKT SE T
W17 3. AttackState# Fl\ T Z N EX/RT % &, Figure 5.55 ISR $IRAERML & L CHRIL T 5. Killchain
X, XG.DH)TRITET A TH Y AttackState, |1TRGE2)ICRENTZETILTH 5.
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Figure 5.5 A state transition model of an adversary

Initial

| Attack
success

Attack
comple-
tion

AttackStatey, = (D, Ati, Lrompo Lo ) ICF VT, BT = —Xp 13, WBFHICE T 3EHDHETH 2.
Z\E, Tnitial Access (IR A), Lateral Movement (f/EFH), Collection (fE#HRUNEE), Privilege Escalation
(HERRFHR) &\ o WA AFIcH 2. cnbld, W7 2 —XIIHB S —ATERIN, TDT—
Ky MIKET 5. 7— X%y FoOflé LT, MITRE ATT&CK Tactics 23 2.
ATT&CK Tactics Z{liCp, ZEFKT % &, ATT&CK Tactics DEFHE D> & K 5 HMRES % Tactics & L,
tacy, tacy, ..tac, ¥ T DEFR LT 5L, p 3G AD %27

vy € Tactics | Tactics = {tacy, tac,, ..., tac,} (5.11)

At 3, pZiERT 2720 D BEFEXERL T 2HMEATH 5. WEFEIL, AL DoS KES,
U R MK L o 7ol 4 DBEFEDNZRY T 5. WEEPAHRE R 2B F it ty, ty, . D ARES
% Atgay={to t1, ty, . } & T D &, Aty ld, Aty DEIEE (AL, S Atg,) Ziii723. T DAtyg, b py & FIER, Al
WMOT =2y b POREIND. T—X kY FOflE LT, MITREATT&CK Techniques 28 % % . ATT&CK
Techniques DHFRES % Techniques & L, Z DE KR % teq, teq,, ..teq, b 35 &, Aty 3 (5.12) % i 72 3.

Atgg, € Techniques | Techniques = {teq,, teq,, ...teq,} (5.12)

Atgg DHEFE DL L, S OKBFEEZHT L2822 eh b, KWEPKRIT MR ITE L
72 5. AttackState, IC B W T, A, DK EF L 2 XBHEM2HITL, WEXPHINL 25E 11,
AttackState, .\ T 5. W, Aty =@ TH B0, Aty # 0 TH o Td, ¥ A7 LT, At lcxf3 2%}
WHRZINTWEREEE, WBAKE RS,

72, WRE OB Bl rromps WBF el ld, VAT LLEDRTH D0, ThrkFEHRILT 21T,
WENRS AT LDETADBLE LD,

B. VATLETL
RICKENRCTH 2HfHl AT LDETMICOWTIHRR S, i, 6 3 BB F A2 HT

5. WEXWRY AT L%kTargetSystem& 35 L, ZOEFRIIAXG.13)TrEIns.
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TargetSystem = PhysicalArea N Component N Network (5.13)

PhysicalAreal®, ¥ A7 LZWK T 2 PB4 EHEROFRRESTH Y, v AT L 2K 2 YR
7 2 %E5E % phy,, phy,, ..., phy, & 3% & PhysicalAreal3 = (5.14) TR I L 5.

PhysicalArea = {phy,,phy,, ..., phy,} (5.14)

Componently, Y A7 LHNICHET2avKR—F v POFREATHL., avK—F v OEZE%
comp,, comp,, ...,compz £ 3% &, Componentlt, X(5.15¢ 7% 5.

Component = {comp,, comp,, ..., comps} (5.15)

Networklx, Y AT LWICHEET 5wl v b7 -2 0FREATH L. @AY VT -7 DEFE%R
nwy, nw,, ...,nw3 & 35 &, Networkld, (5.16)& 72 5.

Network = {nw;,nw,, ...,nw3} (5.16)

TargetSystem D F KBS DBEfRE 7L % ERD T3 & Figure 5.66 172 5. Z D3Katld Crow’s foot
database notation[134]IC 50 & KE 7 L [EOBAR A ERL T 5,

has includes
P’Zi':al | od component P———-o Network
placed on join

Figure 5.6 The E-R model of the TargetSystem

ZDET NI, Networkid, 2 GLALDComponent? HHEK X4, Componenti, 01l DNetworklc%
3 %. ComponentiI®—®DPhysicalArealCBLiE X L, —DDPhysicalAreald 0 fHLA LD Component’
FHETLZeA2UHAT S, COETVIE, WEBOIAREHWT2ERZL %5, HlziE, phy, 5 Hcomp,
IS B EEN e KL, BESEES 5 2 L0 bALT 5238, phy 2> bnw, ~DIEFN 2 B8 1k, B
DHEELRWIZOIL L, DD, phy, 2> bnw, ~DIREIX, comp, ZNT 281D Y, BCEERK
G FRIIC phy,, compy,nw, & 72 5. ZHiE, Figure 5.66 ISR €T V72T,

Z DET NAILIC, TargetSystem D BB N 2 % TargetSystem D& EFE% /) — Ve 32577 7 TRET 5.
% Ol % Figure 5.77 13T,
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Comp1 Comp4

Network1

Area1 Area2

Figure 5.7 A graph image of the TargetSystem

K7Z71CHF5xTy VI, Component, ¥ 7z13PhysicalAreaTdH Y, VT 7 v A, /-3 7T 7
X ADHRER KA V P TH L., ITNEBENICRIT 5 &, AG1D)-(5.19)L 7% 5.

Graph = {V,E} (5.17)
V = {Areal, Area2, Comp1, Comp2, Comp3, Comp4, Comp5, Network1} (5.18)
E = {(Areal,Comp1), (Areal, Comp?2), (Areal, Comp3), (Comp1, Network1), ...} (5.19)

WEBEH L, TargetSystemMNDWIT NHDEFRITFEL, FEOERZLBNREL, T/ avieE
5%, lprom» liold, TargetSystem EOERRTH Y, K (5200 TREIN 3.

lrroms lto € TargetSystem (5.20)

i 522 ICEE L2 3 2 kT v o) X L2 RETCREd 5.

524  BEEMHRET LTI XL
A, FLFz—rv—BOES

RSN L7277 7 % BRI, MM R EEED, 777 7 ECHRER N RAZENT 2L THFALF = — v
BIESTE 5. —J7, A LIS DA A DR L A RITHIKSENE T NI, HAadbeBRIc Xy, &
A FNT == VBB RICRDAREESRH 5. —/ T, IR ERIE, ZNENY R 7ENRRR S,
BT I H IC L o TRAL BV PTWEA Y O, S Y 22 &5, FlziE, s+ v b
V=0 FEDYAT LINOFHHEA Y T = 3@ ) R DI OFITH B, KD HENIKE I VR~
AV EDHD, BIVRITHS, LizdoTC, VAZPEVEERF LT = — VIR THHT 57291

62



1%, BERMICERT N &M, KRD// —FZWEL, Z2D 5 AT, NRAZHETLIHENRDH L. UT,
HERFANTF = — v 2 BRI 2 FIHZHHT 5.

(1) as, BroflatrbeziiET 2

FAF 2 —VORREKREZRERIONICXVREST 2. 2oL, BERS IClE I s 27
LR L L LEWEREFIRICE D [136]. S OHEHIHITTIE, M/ —F&, #riizb >
5 —F%&, VAT LERL, VAT LD VK=V DT TV r— a v EORENCHD ERE
T2, Hlzi, #HTHT 7 AR ) 7, b LA, SBoimEry b7 -2kl ek
ZAEETEDSE R A vk BT 3.

FRiE, BEEMERINZZ LICX Y, A~ DB PRE~DOERE, FEFEIER oy 27
LDEB~DEEERY, HfHls 2T LA —FIC e o THEEBICERZIBNDODH I FL Vv FEER 20
ZIRTE T 5 Fik & LT, FTA (Fault-Tree Analysis)®®>, FMEA (Failure Mode and Effects Analysis) 7z & D ik
[137]%EH T2 2 &3 T& 5. #had, Ko, ThooffladbeidZEL, MEEZHEL M
AEbEEMHT 3.

(2) s — KA OB REST S

IR LR OB EDERRE 5 721213, WTREMEDO B 2 AR EFNET 5. WEAXDHIFETIE, =
vy VO —EIZE T4, Thbb, NRFLTHMUE TR T NI S 7R\, Figure 5.77 ZH#1IC,  Areal
AR, CompS Zf&mi& 35L&, £ Ta4 X2 —vDoZARHFELND,

(3) BBEAROUEREZRIET
(2) CIRELEWBAZRBKEEDMEEHRT LRV, WEAZZFALFz—v e LTRETSIC
3, HEEAZPOZRICH LT, W7 2 — X L BREFRZBEN T 5 2 & T, AttackStateZ EFR S 5.

B. BEEOWRE

R, FNFz—v2btFa) T AXKERET S, D HEBNLRERZ, FLFz—vORTOK
BIRRBICH LT, BiHESEREhTnw3 2 TH 5. —F, OB, 2 xt EoBBt4 oy
AT LICHEET S L IZNEET Y, FifE OB A& OB 2 RE T 2 LR D B,

Jod, BifE)E & EE S 2 R 2R R B, MRS E R FAF = — Ik L, BifEE IR T ois %
B E A CEREETZIRES 2.

i FREZRIR Y /N DONEK T, WHERRY S DF AT 2 — v EflIT 5
ii. FREARY FALFz—Vv ORI 7 x — XTI EZiHT 3

Eidilx, XG10)OEEPOFHEICHISL, ii X FTREZR IR D B8 2 BHNCTHRA L XL L 72 v & v 5 s
W7 Bt o LEICH IS T 5. 2N b IO &, TargetSystem2» 5B L, HEE R ¥ L F = —vicxfL,
R g o B i (e i DB SEER 2 R E T 2 T AT Y R L%t L7z, R LT A ) X oM %
UTFicib~ 2,
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(1) TargetSystem2> @Al L7 FVF—v D5 H, iR ns o= —v (FifR* L5
z—V) %ERT S,

2) N HFH@ =N =maxlength)OFifflfg 2 COF L F = —VIIN L TUERERADL., FFLF = —
YOS AWBIKEED 5B, RIS DFALF 2 —VICEENIBKELZ IS 3. Z0KA
VFERERE X LEL L, IR X 2%, N & H OBGHE AR O iR &5 o BifHlfE R A v
Fe7ed. i, ZODmaxlengthl, PifIEENRFALFz—v Db, WEREORKE TS 5.

(B) Ko, KBREXZETHh0FALFo—vEHMEBL, 2hooh TR S HHET 2 RRES,
WEEIRAE X O RIC N & H OISR OB 7K A v &k .

4) 2BTCOFLFz— Vv TONEHOHE BRI NS T, LiloBziEY iR,

(5) (2-@%ZN =125, N =maxlength¥ TH#VRT., ZOMUHICLY, RTOFAFz—VDETD
WERRAE I L CHEEIRAL 2 IRE T 5.

PARICR L 728k D A X — 2% Figure 5.8 ICnd. fiH D720, Y AT L EDKA vV FDALEET S, f
ZIE, GBALNFALF 2=V 3 ARDYA, mDEHET LKAV FiE, ComponentA TH5 I &hb,
DB E AR A ¥ b iE ComponentA & 72 5, KICHEBE D%\ K A ~ b IE Network B, 35 X U Network
CTH2. ZoHE, RICEREREGFRA Y MIINL DDAy P 7 —2L%%. LEdT_XToOR
AV ML C#EYIRTC LT, BERIEEE2.

(" External NW — CompenentA — NW|B — Componentc )
External NW — Compokhent A - NW/B — Component D

External NW — Component A > NW C — Component C

External NW — Compongnt A — NW/C — Component D

External NW — Component A — NW B — Component D > NW C — Component C

External NW — Component A > NW C — Component D > NW D — Component C

External NW — Compogpient A > NW)B — ComponentC — NW C — Component D

External NW — Comppnent A > NWC — ComponentC — NW C — Component D

Network B, @®Network C, ---

2 & Y 4

Second Defense Layer

Figure 5.8 A conceptual image of the prioritization

Figure 5.9 I Eid 2B E 2 72 L TG L7273 ) X% R 3. LIRCEND"T nn"id Figure 5.9 I
INTTATY ZLDITHSZERT S (nn 1 HTDEE).

64



The algorithm that prioritize defense layer points

01: List up all possible kill chains (KillChain,,)

02: Select kill chains considered for defense layers (KillChain,,)

03: Determine the maximum kill chain length in KillChain,,; (maxlength)
04: N « 1

05: checkedAttackStates — @

06: priority « 1

07: while N < maxlength do

08: KillChain «— KillChain

undef

09: Exclude kill chains that have already defense layers greater than or equal to N
from KillChain, 4
10: while KillChain, 4, # @ do
11: Determine the attack state sets the most appeared in KillChain,, 4.
that is not included in checkedAttackStates (a,,,,)
12: Output a,,, and priority
13: Determine the number of a,,,, (Num(a,,,,))
14: priority <« priority + Num(a,,,,)
15: Determine kill chain(s) that contain any element of a,, (KillChain,,,,)
16: KillChain,4; <« KillChain, \ KillChain,,,
17: checkedAttackState <« checkedAttackState U a

most

18: end while
19: N «— N+1
20: end while

Figure 5.9 The algorithm of prioritizing points

L, B2V I 282FVF 2 —vEHEVHT (T01). ZO0FLF =2 —vOEA%, KillChainpes & &
{. RXIT, KillChainys 2> 5, Bl REFTZ2FLFz—vERHHEL, ThoFLFz—voELE
KillChaingr & & & < (1T 02). KillChainger %, KillChainger C KillChaingess i 7z 3", KIC, KillChainger N
TREDOFALVF z—vEMEL, FLTF z—vORKEmaxlengthx BiG3 2 (7 03). Xic, ¥IHfE%
1 LT 2HEIEKN (fT04) &, WA ZZES &35 U A ML checkedAttackStates (fT 05) % H
=35, NIZ, Mg oz Z W L, 2% checkedAttackStates (&, {BICNENT A3 E 7 A D KL ERHE % 4%
MEnz., zotk, HIHEE 1 &3 28R priority (T 06) 2 ERT 5. LEALBEREZIL, N
= maxlength® 72 %2 £, # VR LA (while 3C : 1707 - 1719) % FEf73 5.

PO while 1%, B2 RIEK TH 2 ¥4 F = — ~ KillChainemaer % i+ 2 ELCH 5 (F7 08).
KillChainuder {2 B L C, H1iC I N-1 & H O FifllJE o B INEf 2 hdihd 5 X 4 1 v 7T, 3 TIC N-1 8
Lol eET2F AT 2 —VBEEL TS A[REEDR H 5. 1THF 091X, 20X I nFLFz—Vv
% KillChaingger 2> D PRI 3 2 BT H 5

% L <, Z[aH® while X (fT 10- 17 18) ICEE T 523, O 7 1 v 7 % KillChainger 232%1C 72 %
TCUESZ, Tuy ZNOUEE, RIS, KillChaingmers ICHd Z TN 2 EREL B L, VR M
BB amost (AT B (T 11). KICT, ames &, priority ZHEHT (1T 12). 208, WERIREOEATH
% amost DER DI Num(ames) Z 2 HL L (fT 13), priority 1, Num(ames) D 1% #7172 7 priority OfEi & 3%
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(7 14). %2 L C, KillChainmget @ 9 B, amost PFRIEEICE TN 5 F L F = — v % KillChaingnaer 2> H FRZE 3
5. amos ZAEIRICEHEE R VF LT = — VD LR T 1 2 A % KillChainnoeon 372 &, KIC, KillChainecon
& KillChainuer 7228 A %2 KD, Z DR % KillChainuer & 35 (T 15 - 17 16). Z D&, ams, BLU
checkedAttackStates DF18EA % 3K, checkedAttackStates I Z DAER A &S 2 (17 17). Z[0H @ while
XETHIE, ZEN %24 v 2V Av L, XEFEOUMEZRGT 2 (T 19). I b oH%E N =
maxlength% 7= 3 £ CTHEV IR LETT 5.

FRET T Y X L OISR DR % Figure 5.10 IC777.

KilChaint e ! 2 e 4 Q 8 G J
KilChain2 e 1 2 G 5
1 4 7 2
ilchains3 e G Q e
KilChain4 1 2 5 8 9

Point | Priority Defense layer (DL) MIT:lial;ll:;n(:)eefl;l(:sfe d
Pa 1 KillChain#1 (1st DL), KillChain#2 (1st DL), 4
KillChain#3 (1st DL), KillChain#4 (1st DL)
PB 2 KillChain#1 (2nd DL), KillChain#2 (2nd DL) 2
Pc 4 KillChain#1 (3rd DL), KillChain#3 (3rd DL) 2
Pp 7 KillChain#1 (4th DL), KillChain#3 (4th DL) 2
PE 9 KillChain#1 (5th DL) 1
Pr 5 KillChain#2 (3rd DL) 1
Pc 2 KillChain#3 (2nd DL), KillChain#3 (2nd DL) 2
PH 5 KillChain#4 (3rd DL) 1
pr 8 KillChain#4 (4th DL) 1
Py 9 KillChain#4 (5th DL) 1

Figure 5.10 An example about the output of the algorithm

Z oWl O£, KillChaingr (¥, {KillChain#1 , KillChain#2 , KillChain#3 , KillChain#4 } T® 5. %7z,
1 — P LT E, BERREOELIAMCTH 2. FFA ¥ Zpa, v, Pes - » Py T 2L, palchli
HEZES LT, TXTCOFALFz— VI L TH-TEHOMHEZERTE 220, pAxE
TDRA VD, 2o, NGANIRTEAPIX, P={pLk5.

KL, pplpch’, KicELRT R4V (FAIE) &7%Y, ROBRIEMIIp & k5. T DEFHT,
maxlength =5 ¥ CULBE % KIE3 % &, Figure 5.10 ISR T HERBFH LS.

5.3. A

Figure 5.11 fillffll o 2 7 2% filic, ARIREFXEAFHEL 72, WR> R T L DHEK % Figure 5.11 ISR 3.
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Physical Structure Logical Structure
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:;J/ sl - S
] T
- ‘ T Control-NW
- sl o et
- At Control-NW
)LC Switch

Figure 5.11 Physical and logical structure of the target system in this study

%d, RVATLOFAF —vEHECHT. i, AREEFERCLVETMULES T 75 H0E
T 5. Figure 5.12 ICZ D77 7% KT, RO v VYN R 2EER L, Bifox vy 2, WL

v b7 — 7 eiERRE ERT 5.

Office Network

Public Area Room1 Rack

IT-NW

Maintenance
NW

Control-NW
Switch

4 N
‘ PhysicalArea
Control-NW

®

Network
@ Component
— Physical access
Logical access

- J

Figure 5.12 Graph structure of the target system in this study

RIC, WEBARERD D720, ¥VF 2 —VvOIREREKEEZERT 2. SRIOFHN> 27 L 054, b
L, R OMAGDEEUIL, 14, THE. DFED, 120 XX —VFET LI LICKS. ZhbillAEDbE

SNy

67



DO FEAIIH OFERICIE S Z, R EREZR VAT, &N, hlior—n e LT, oy, $7-
R R AR A v b & L7z, 2O —ICEY 3 24651, Maintenance NW, Office Network, Public Area
b, RIZ, FHEi AT LRES 77 v MR T 7V = 2 VOKBERRICOR NS ) — FEK

My L7, Table5.1 1, ARFHMICE T2 KEEORKBED B2 T, KEICEYT2avyR—3 v}
I3 SCADA Server, 5 X UNPLC & 72 5. #ERMIC, 6, REOMHAGDOEANZ =i 6 32 —V155
nr.

Table 5.1 Final goals of an adversary
# Category Goal The last attack

Manipulating controls of + “#12 Change configurations and parameters” on

1 Unintended Control. Actions production line (Loss of safety) “PLC” or “SCADA Server”

* “#10 Remote denial of service” on “PLC" or
Unintended stop control system  “SCADA Server”
(Loss of availability) * “#11 Local denial of service” on “PLC"or
“SCADA Server”

2 Stop Business Operations

RIT, Figure5.77 DV 7 7% FICFNF = — Vv ZPRIET 5. flL LT, "SCADAServer" % xS HEE & 3
DYWBARZRT 77005 HT 5L 45 82— V5o N, "PLC" K BIE L 32 W R L, 73 %%
—VveEhd, INLARXR—=VHD, FAF—VEBNT S, FATF = — v OENIIL, Figure5.77 D77
ZICBT 5 —Fey VIS U TS 2 BB E WRFELEHI VYT, SH, ZoET N
ATT&CK, # XU Cyber kill chain model #Z&F1C, ¥VF z—VvETVRRKGILEZ, HallLZ2ET 0%
Figure 5.13 10733, ERtodb@ET VI, WINDYET 7w 2B Gk wizd, YT 7w 2AD0ET
N AERNICE L 72,
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(Physical Area to Physical Area) (Network to Component) service
l (Network to Component)

#2 Seeking target asset )
(In Physical Area)
2

[#1 Entering physical areal [ #3 Phishing ] [ #4 Exploitation facing J

J

[#5 Physically local access|

(Physical Area to Component) \ 4

#6 Malicious operations
for taking control

#7 Network scanning ]

(Component to Network)

v

#8 Remote attack for

taking control
Component to Component

data for attackers of service service and parameters
(In Component) (Network to Component) (In Component) (In Component)

[ #9 Collect valuable ] [#10 Remote denial] [ #11 Local denial of ] [#12 Change configurations]

..............................................................................................................................................

Information
Disclosure

Stop Business Unintended
Operations Control Actions

Goal (Impact)

Figure 5.13 The kill chain model in this study

RDOAT v 7L, FAFz—yv KB F V) 225227 ThH5. BiRIRNLZEY, 777 7%
BIICRBZ T EHBONEZFATF 2 — VEDERICRY, 2O YERIESKHEEL 72 2. =74 % Bl
tL, BoN2FALTF2— Vv OEEHIRTS7-0, UTORMHEZEL.

H—FiBnT, WK T L2EHOEEVIZFEETH 5 (FiiE a)
WMERT 2 2 RITEAL2121%, MPRRT 72 2R S 2 (iR b)

FRofifEoTt, SEAEE S 25 i 2 7 LD, SCADA Server A& HIE & 3 2 W YR (F 9 3
%—vfFbN, Figure5.13 1R L2F A Fz—VICHIVLETE L, 332 —vOFAF -V 2ifEbh
7o, 72, PLC z & HIEL 757 —ADBE, WEARIZIANZ—Y, ZLTHFALF 2 —VI[F33 %%
—vEon, WihzEbEd L, 66 “x—viFohd, KiHiiv A7 4L LREORHR TR LN F LT
= — v OB % Figure 5.14 1c £ 7.
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Goal: Manipulating controls of production line

Kill chain #1

Step Phase From To Attack Tech
0  |Initial Access Office Network | Work PC Phishing
1 Execution Work PC Work PC Malicious operations for taking control
2 Scanning Work PC IT-NW Network scanning
3 Lateral movement | Work PC SCADA Server | Remote attack for taking control
4 Install and modify | SCADA Server | SCADA Server | Malicious operations for taking control
5 Impact SCADA Server | SCADA Server | Change configurations and parameters
Kill chain #2
Step Phase From To Attack Tech
0 Physical Access | Public Area X Bldg. Entering physical area
1 Physical Access | X Bldg. X Bldg. Seeking target asset
2 Physical Access | X Bldg. Room?2 Entering physical area
3 Physical Access | Room?2 Room?2 Seeking target asset
4 Initial Access Room?2 ENGS PC Physically local access
5 Execution ENGS PC ENGS PC Malicious operations for taking control
6 Scanning ENGS PC Control-NW [ Network scanning
7 Lateral movement | ENGS PC PLC Remote attack for taking control
8 Install and modify | PLC PLC Malicious operations for taking control
9 Impact PLC PLC Change configurations and parameters

Ric, EEHLEFALF 2 — v ICHOX, BROEBRIEMNT T 7 AT Y R AZEH L R4 rd. AR
flis 2T LI \NT, Sf&iy 72BN % Table 5.2 1383, Table 5.2 OFER I, BILEEA EAT 0 Uk
RED B ZIRHFEL 72, Table 5.2 I \WT, FH—FIXBGEE O EIENELL, 5 _FIIBCEEALE, o =388

7 ==X, HI B EF LR RS, HIC, BIANEPEEO %R S, BAINIIEE L2 RIck 28 AL

Figure 5.14 Examples of kill chains in this study

AL TE ¥V F 2 —VETH B,
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Table 5.2 Key points to be installed countermeasures

Priority Point Phase AttackTech D;;i:ie (Ifl:g::s
1 SCADA Server  Install and modify #6: Malicious operations for taking control Ist 51
2 PLC Install and modify #6: Malicious operations for taking control Lst 15
3 SCADA Server Il;/?(:flreilnent #8: Remote attack for taking control 2nd 27

X Bldg. Physical Access  #1: Entering physical area 2nd

X Bldg. Physical Access ~ #2: Seeking target asset 2nd

ENGS PC Execution #6: Malicious operations for taking control ~ 2nd 6
6 PLC Il(f(ﬁireﬁlent #8: Remote attack for taking control 2nd

Control NW Scanning #7: Network scanning 2nd

IT-NW Switch Scanning #6: Malicious operations for taking control ~ 2nd 3

IT-NW Scanning #7: Network scanning 2nd

fEi & LT, SCADA Server ~D B #6)73, b BN A E OHRL holz. ZORIELE L
WD, PLCICXH 3 2 B#6)TH 5. ZOFfERIL, RIKHIETH 5 SCADA Server LI PLC ~FE % ¥R
DN, mAEHBICEIET 2ERNICE X 2 ) T AR 2 ERT 2 2 LT, mOIMENICKEE O BEERK
ZIHIETE 3 2 & 2 ERT 3.

KT, WifHlfE oS IcBI L Tt s, SCADA Server, 7213 PLC Z#&m & 32 XL F = — v DRI
HFLWHoD, PLC 2L T F0F = — v DOHIC, SCADA Server ZAEH T 2 D DBMELET 5 729,
FERIIC, SCADA Server ~DBBICHHLT 2 Z & T, 51 XX =V DFALF = — VI TE, PLC~D
WML 256X VDS DFATF 2 —VITHKTE 2R E ko 72,

[FIE & 72 > CTW» % SCADA Server IZX 32 U E— FEEE#S), X Bldg.icxi 3 2Bz A#1), BXUX
Bldg. icx{ 3% % —7 v b DER#)D =0 DKE N X — v IiC L CHICERIEM 21 5. 2, K
BEORANIMRELZRY ¥ v F = — v ORMBERR i<l &) Fififllo LEIcEoE, &F 15—
VORRBIGE R A v F OBREEEL T3, ZofR, FU=FKHOBRIEMOKE 2 -, X
Bldg.(#1), X Bldg.(#2), SCADA Server(#8) & \» 9 {BJCIEAL & 72 5 .

LRk, €% 2) 7 4 MEICOOTHEATOE T MU RE T T R E BB & — v DESEIEN
IR ON D & BERL 7.

5.4. EE

KRR ARIE, AV P e YRR EEERICET LI NEEIEY AT LET IS L, FA4N—F
Frz—VETN, BXOLBEHHETAOFIATF 2 — v OB LERNRF ) 74 NKEZRET
FIETH 2. KFEE, LI REERF LT = — vV ORBIREOBEFEE A VLML, Kb EET K
BRE A BRI EEMRA v P e LTREL, YWREMFA v MG T 2120 74 5K %
FET2ZLT, PRVOAKRTE OB TE 28RN aF 2 ) T AW KE2FL2FILTH 5.
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JATWISE & OARE 2 B0, BRNCHIAEE Rt ¥ 2 ) 7 A PR ZFE L, 2 & MEHRE IR o 76/l 22 50f
WETNVORUERVPAETHIH0TH L. WENEF 2 ) T AWK EZB/ LR L WS XARTIE, %
e FiEE, B—0BE Y F ) AT LT, mdia KOS ZRA 5208, A%, MR
ENSBOBHE Y F ) A%, B F VA ICHIETRERNKEZ S 2 H8BTH 5. X N
Poolsappasit & D FiE[135]1%, BES T VA ZHERDPOLRE XAV T v Ay b7 —27 L LTHEKL, <X
AT vAy b7 =2 %I, HBOIEERE (VR27) PMEL A2 X510/ —F (KB 2—v) LT
WHRAZ =V EFELDIDDTHE. T, DRI TV Ay b T—2h0Bonbb0THY, E
BOBEY F VA %2EKHEL20101, BRSO FIVAHETRAST v Ay b7 =27 2K L, it
Fa )T AEERERIEL, SEBLFIVATHONZLF2 ) T4 MKDO AN Z -V 2 RAT 2HERD
%, 58, LT REBEH S F I ADAR—VE—DOD Y AT LK L CHEETEEES 2 720, BETED
FEFIFNECTH B, Lo, RIREFRIL, WREEROBRH Y >V AL <, 21 RN a2 * 2
V74 NKZ2GFE LR TE S, KA, BT ) AOEFOMBELARFECTIMLHEL R L, ZnidY
A7 HANTR LIz T T XY, MBS TV A %255 L3 AlREL 2 5.

AT, BN G CEEICK Y, Z DBBICHIFRINICTU T RE ¥ 2 V7 A WNERZRET 5 Z
T, HREINDZ X2 ) TANEE{OND, —JTT, FEEAZ— I L TR TE 3+
¥ 2 ) 7T A RO ERE RGBS ECRECRET 2 L 3RETH L. Z07D, £F 2T 4%
KOEEREGEL -0, KX 2 ) 7 4 MREROERET NV (£ F 2V 7 14 WEHGHT
TN) AWETIHENRDH DL, X2 ) T 4 NERHERET LD A4 A —T % Figure 5.15 IR, TDOET
LTI, FRBAX VIR L THRED 22 F 2 ) T4 WMKOEREZHFRICH O ERT L. FWE
ISR LCHIBEDOH 2 X2 ) T4 NEKE2EL7-01Cid, KETAZRECEY T K EZHNT 5.
X2 ) T AR E T R AR RN, TNERAIAT A b ARETH B,
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Attack States  Attack Techs Measures

—

Protect Detect & Respond

5 A“““ﬁ‘f'r # Point Countermeasure Point Countermeasure
Frg;e ni I‘:tearﬁcfss | Phishing attack by emal Work PC User traning Work PC Ende_int detection & Response
T Tort ;C Work PC Antimalware - Incident response plan
0 orker -
Work PC Patching - -
Attack State #2 Protect Detect & Respond
Phase Execution T Malicious command exeauion | Point Countermeasure Point Countermeasure
From Worker PC e Work PC | Autimalware/EDR software | Work PC EDR software
To Worker PC Work PC Patching - Incident response plan
Work PC Whitelisting -
‘Attack State 13 Protect Detect & Respond
Ph 3 Point Countermeasure Point Countermeasure
ase canning -
t————| Networkand portscanning || - - Worker PC Host-based IDS
From Worker PC
T Intemal NW Internal NW IDS
- Incident response plan
. ° Pha s/:“acratsetélt?.m Protect Detect & Respond
K l l l ¢ hal n - From | Worker PG [ Credentialreuse | Point | Countermeasure Point |  Countermeasure
To ENGS PC | Use different credentials -] -
Attack State #5 Protect Detect & Respond
Phase Execution T Malicious command exeauion | Point Countermeasure Point Countermeasure
From ENGS PC 1 ENGS PC | Autimalware/EDR software | ENGS PC EDR software
To ENGS PC ENGS PC Patching - Incident response plan
ENGS PC Whitelisting -
Attack State #6 Protect Detect & Respond
Phase | Install and Modify | Create malicious loaics Point [ Countermeasure Point [ Countermeasure
From ENGS PC ENGSPC |  Authenticate ENGS - | -
To PLC
Pha::taclléss T:n!:a’c‘t., Attack Protect Detect & Respond
From PLC — % Load malicious logics ]7 Point | Countermeasure Point | Countermeasure
To PG PLC | PLC Logic whitelisting - -

Figure 5.15 Image of the security measure knowledge model

X2 ) T ANEOREELERT LI, X2l 74 NRABET AV EMWET 2LELH Y, 221
KR ¥ 2 ) 7 4 WRICB T 2 FRTAGR S L L 72 5. S OFERIAGE, FEMRICK > THEEIRS
23, ¥ 2 U T 4 XRHGERE 7 MV ICTER FTRE R FHTRIER O] & L €, MITRE ATT&CK Mitigations 235 b,
INLERERTZ2ZLT, vXa )74 NEEREE2 LCBAMEZHR T 5.

RIS, VA ZILEBFRIC BT 2 7 e v RBELOFRICOWTIRR S, U 2 7 lLEfix, V&7
B IC B TIRE S NAEBRNABE Y 7V A 25, 2O LT 28 0752 * 2 ) 7 1 5K
ERET D, COFEEANFCEMT 256, BRNEERY F VA ZNZ LT, ZIRDH 545K
ZRITHRMICIRE T A LERH Y, 20T ur RFBANTH . Table 5.3 ICARRETHICK Y, &
MNEDOHERR, £7-1%, HEMLZERK L ZHB 273, AMREFEICK Y, WY HO 2 EFHBE O, B
AR — v OEFIEGAT O HEL R ZER L7z, £/, 2ROBZ X2V T A MK —v 2B L7720
IIE, WAL=, $IROB L2 F 2 ) 7 AR EHFRICE O X BHEM T, £ F =2 ) 7 14 35K
HFRET N EWEST 2 0ERH 225, —EREMN T 2%E 202 — v Z2HAHT2 C EB80HETH 3.
72720, ZokF 2 ) 7 AMEHEET VL, EWNICT vy 7T T 20ERD B,
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Table 5.3 Achievement status of elimination of individuality or automation by the proposed method

# Process Description Achievement
1 Identify t.h reat Identify threat scenarios to be addressed Complete
scenarios

Prioritize critical

Prioritize attack patters from the identified threat scenarios Complete
attack patterns
Identify effective . . . o . .
3 y Identify effective cybersecurity measures critical for points Partial
measures
4 Cost estimation  Estimate the total cost for cybersecurity measures identified None
Finalize Finalize cybersecurity measures requirements for a target None
requirements system

—HC, e F 2 ) T ANKICHR L EROMNEER, BAMEEZHRRL OOEE L, R mMIch ikt +
2 U T 4 SRR & B IS 3 2 & & BAREFECTIIRERTH 5. % OLITMIESIEHT 2
F 2V T 4RI R ORI, Gl AT LA —F I o TRDIELE D 2FHNTH S Z L IZHL
THDL, AMREFEE, AIATEZ X2 ) 7 AWK BRETH > Td, WEOEILMEN AT A ATEET
HHLETHEHTHLD, X2V T AMNKBKREDOH, aXFORBEDVATER Y, 2 X MIRE B
bBwICiE, RPIEIVIERMERE X2 T ANKOMBMETEHLIMSHETH 5. AMEEFEIINE T X
FICEDL T 7 e —F L TE 2 REELEH 5. 21X, BYICFALF 2= Dhhb, MEFTREL
B2 — v ORI RO 721210, BRESEOEEANAZ — VI L CHIRN R 2 ) 7 405K %
H oM THRIC, RE R axEOa X MERSBATH 25A, eX¥ 2 ) TaRICHRIax B
b O RAREL 2%, WEI R P ETADF Y b rYICOWTIE, Bl EHEREORMRSH 2, €Fa )T
A NEDRBETFTNVICONT, MEESICLoTeF 2 Y 7 4 MR DM %2 #HMm138]LTHY, 20
ETFTNCHEIL e F 2 ) F A MEOMEBEL a2 2 + OFEMlE T K &5 Xkt X AT 3.

5.5. AEDF L

filfHl e 2T L D€ F 2 ) 7 4 WEFHEO TR BB 28AICBAL, % DT Cce*2 ) 7
A NEOFHET VEAREL, KX M2 ORNaLX 2 ) 74 NEEE L FEBREI LTS,
INORITIHFEED Tk, WRoFEE a2 b Y 2 7icxt3 2 2O 7 AR T H % Hite 0 %,
HEET 20D TH Y, FriCt 2 ) 74 RRDBKREDHHIAHTE R WIEDLH - /2. KiwTld, ¥
Fr—VETATCRHINZEE S F VA0 R T, ZEVHTET VICHEDE, Bl ORT~
BUEAZ — VR BEWANCREL, F 2V 7 4 RO HEMLICHES T 2 FiE2IRE L. Zo0F
L, 2F 2 ) TANERRERRATH o TH, mROMEBRONDE F 2 ) T4 WEEGL L
HTE S,

—J7, WBAR =D OERMEINCEF 2 ) TAMNEEZRET 2121, 2 A P BLXOHRICHATL2e¥2
VT ANEKDETARMBAEATDHY, KaOREFELHOE T, FAv v icEodNEaxtoxT
LD SHRDOWFTENRTH 5.
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5, BT MEEREOBIE CHEMER S, RS, FHHEEOMM T, AMTHEELALT AL TY XL T,
FlHl e 27 LNDOEFER Zn, meN& LG, B 7V A %#A3 25HHED00Q2™) 5 H0m™) DH#i
LY, BERS W AT LD61, FIREBRIEZ 28NEH 5.

§ o4 BIOR L) A7 FHIERRICE T 2 BFETFRE, KESROMHEEROAEZRNRE L TEY,
WBREHGOERENZBIN T AWETHEELSD - 72, ) A7 iHIBRICE T, AETEIRL -3
Bix, BABZHRLSO®2F 274 VA0 2FKE LT, MROERMYF Y ARHAET Vv
WWHDOK VR IZEVEET AR RET L2 L TH 5.

KEOREFIEIZ, 3 BIORLEBBY F ) AOERBHETFAICH LT, KBS % iJHEE %
BINCRHT 2 FETH L. COFER, BEY T VAT 2RARMAD» ORMEBEFEICES £ TORE
RETNERBCTE 2., o7 VE, RREOEREICOLB2WEY T ) AICBL T, #EROEMER
R R T, R AERIENAT T 2 REE 35, HICHE3IEICRLAEBE Y TV A0RHET L%
FHwTwa Z edb, VRAZFHEET VOBAMAEDHRIN S,

A L L C, IERO BRI 100 e W H O FBUER 2, FrE U FE O RINHER % RN I ER 5
LRENRD DL ENRD L. MAT, HEEOERMOMR T 24ENH 5. i, filflls 27 L OBE)HT
EREXL 2VEIEROBREL T2 L6 E3H 0,  OFHEIZEEFEL 72 L HEMLINE 7 7 o
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%5 BICR L2 Y A7 MLBRRIC BT 2 BEFEIE, 2R MERE Vo R R F 2 ) T 44
KETADPBHCTH Z2LENH Y, TNEEANICHSZ B TEROCEAICTFERLEMNTE v i
BCTHot, RECEHIRLZHEL, GIAZOBEYF VAL, £F 29 7 4 WEDOHTHEAIGRA L
THEEMN R F 2 Y 7 4 WREZFEEKT N BT 2 EMICRES 2 FEZIRET 228 THE. AED
REFERIZ, MEIRERICECT, FIHAMERF 2 ) 7 4 EARHRRTICE T, BT &k
¥ 2 )5 4 WEOEIEETT A IR ETE L L B R LT, ATFRICL VEBETXEiics T3
WAL —v b, UHKBAZ -G T22F 2 ) 7 axKEE Y Bdc T, BFEBETE
X & BRI IC R E T & 3.

— T, TRBRIRA MR ERTICNE, X2 ) T ARKOEA, EHICIHR S 2 X+ OEE(LILET
b, BHEL LT, EEORF 27 4 01KIE, EEOXNEECEBICHTIMEL a3 E A
5. Blz1E, ke LTSt —28 5Ty, 20T A3 XaefEH IS HEcH Y, &R
IR EBEA~ONENFRITER L, £ F 2 ) T4 MEHBO R+ EFRICHT B0 T AL
BHCTHHD, ZOETNVEFFEHZITTICRET I 225200, L7z oT, eF 2V 74 /MNKDax b &
BRI 28R IC O W T OREROERE & HAREOMER L, ki L TRET T~ ETH 5.

A b oi&imz #8074t % Table 6.1 ICR"d. BEET ) Vv /EAT—VIC L, 4 v o JHKER
TV VRO, FREFEZEM LR, REIKR2 b0, e LRk cE 3L
FRL7z, AvibuYEERET ) v SoEERICHT 2B L LT, flflly AT L0BHET) v
DEMUICERBIL, 2FX2 )T 4227 ) v 7a20&ia 2 2T 3.

Table 6.1 Summary of results of the ontology-driven modeling proposed in this study

Stage

Summary of Method

Achievement

Remaining challenges

Risk identification

Risk evaluation

Risk handling

Representing behaviors of threat
actors using a state transition
model based on the Diamond
model

Quantitatively expressing the
likelihood of attacks based on the
proposed threat actor behavior
model

Determining priorities of where to -

implement security measures
based on cyber kill chains and
defense-in-depth models

- Patterning attack scenario elements according

to system elements

- Reproducing attack scenarios by known threat

actors on customized ICS

- By identifying only threat scenarios that reach

final goals, prioritized threat scenarios can be
obtained eliminating individual dependencies

- Expressing the probability from the starting

point of the intrusion to the final target in a
threat scenario

- Detailed prioritization compared to traditional

qualitative methods can be obtained
automatically

- Ensuring reusability of the probability models

by utilizing the structured threat representation
models

Determining where to implement security
measures where the available security
measures are unknown

- Determining effective security measures for the

prioritized points automatically

- Reproducing the behavior of unknown

attackers

- There is a possibility of a computation

explosion for large scale ICS,

- The probability of occurrence of an

attacker with insufficient information
accumulation and the numerical values of
specific parameters should be determined
based on actual measured data

- Quantification of impact severity

- Quantification of implementing cost and

operating cost

- Planning a holistically optimized security

measures for a limited budget

- Modeling effectiveness and cost against

threats
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RBICARRTIRE T 2 TR0 B AR, BEfLoshRiconT Table 6.2 I8, Hlfflls 27 44—
FB, BEET Y v IR FERTLICHEY, BEET Y v BT 2O BARER B BB X
DRI L, Zo 720 ANEYERE, BEra A PORKEEZIRT 2 AT LEERT L0 IR
WMOMBEICH L, BEHET ) V7 DFBRICEWT, EFTAEEL ZOHAMICKY, 20702 2DE
NSRS, BEML A2 HOMICERTE 22 L 2R L. — /T, BEET Y v 7 D% HBLICIZKAR]R
B0 D -0, Gl EHEMEORMDD 5.

Table 6.2 Achievement status of elimination of individuality or automation in this dissertation

# Process Description Achievement
Risk identification 1 Identify threat actors Identify assumed threat actors Completed
) Identify impactful events Identify impactful events for the system owner of None
the target system
3 Identify of attack scenarios Obtain a comprehensive set of attack scenarios for Completed
the target system
Risk evaluation 1 Estimate degree of impact aE;Z:;(ate the degree of impact caused by a cyber None
) Estimate degree of likelihood Est'lmate the degr'ee‘ of likelihood which the threat Partial
is likely to materialize
Risk handling 1 Identify threat scenarios Identify threat scenarios to be addressed Complete
2 Prioritize critical attack patterns Prlorlqze attack patters from the identified threat Complete
scenarios
3 Identify effective measures Identlfy effective cybersecurity measures critical Partial
for points
4 Cost estimation Estlmate the total cost for cybersecurity measures None
identified
5 Finalize requirements Finalize cybersecurity measures requirements for a None

target system

KEICBWTIRET 2 FEORE R, 4 v b VHENCE OSSRl AT 4% 2 ) 7 410285
DEFARBEL, 20T FARTNAT S LT, 70w 20E AR L BB 22T 5. Thab
b, AFHRIC Lo THRLNEEFLOZYIEIC OV T O HRALETH 5. EFAOZYMI, EEOH
BEA MR L T 5 & T, FEEERTHERT A2 L CREEL 7=, BRI, TERXEE R & o
B B TR S E, EFAORYUEATT L ThE, EFAOEYMARIET 5 ZFHICO VT
RIS A% 0, 2070, EFAZYMEOFH S BAMASES L SEETH D, TFLOR LI
DL, FERE CIREERBIIC X 2 B EHFBEIC Ko TRBAN T 7 —223% v, 2070,
By A7 AExa) 74 EFREETORKEPANICRA T NE, FHROCARORAMLE QAR
DRTECHEMICEF LA RIITE 3 2 L ABIETH 54, BUR, Ml 27 Lk ¥ 2 ) 7 41455
FLOMIIMKAKEEECTH 2. 2070, HIEDOFEEXSECIE, AR L T2 Y MEDnR D
BNBCERIETHD. TFADOLYUMIE, HIEHT 2T At F 2 )T 4 QT T ARSI B
ot X EEEICEHIi TR 2 X 5 Icke 2 ATREMESS D 5.

T 0l 2T A F 2 ) T4 DETAREBMANEHI NS ERICENTE, RETLOLEERE
DA T MHATH 5. EBIC ATT&CK 2 CWE & o 7z 70 E, —H o HPLFIAIC X - CTiam &
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h, FEINEENLRET LV CTH L, IbiFEE T VIEMICESZET MtaInzdboTh b, B
FHNCREA I N2 B —HEICHE O ET A TREVD O, TNLETARZITANLNL TS DI, +
—7vala=T A B THEEKOTCRAEINEET AL TH L LA TH S, Thbb, #E
ENT~DICHE VI XRICBNT, A—Fvaia=TF sl TABEEEZRT LT, AEEK
DL, ZHTHL LW nieTr SHET V) ZEEL, WLL-SHETVEEHT 22 LT,
ETNDORBANEOHREZEKT L2 b —DDFETH S,

6.2. RVF=—7

R TRIET 24 v b rVHEfET ) v 2k Kl 27 AT EBET Y v 7 FiRic B S
LRAMFE L DRy F~v—r iEmT 5. KmOREFEE, BRET Y v 7/&7awx (Y 2735,
U273, VAR ExRET S,

REFEDOR Y F~— 27 ZBHEIITE & DR % Table 6.32 1273, THLETHIZEIE, ERETFY v
FOHMEEZENE L2bDTH S, #2~#8 1%, VX7 L FHEICEE S 2 FETh D, #9~#1213Y =
IR 2 FETH S, V) A7 L FHIEICEI T A FIRICBLC, TR ENFRIIRELZDOD, &
BEHEREWENCETAREL, AENAERY FVA2EIHIEEZHABLTVS. bk
DOBOFRHIL, BEE 13K E L F VU 4%, AR TET VLT 22T, BEARV O
PRI Z RS 2. $72, HiEBTHBNRE T34 2T o227 AT 2HFHIZRAR S,

Table 6.3 Benchmark for this study

Express detailed Define Evaluate Evaluate No Multi-  No Quantify  Consider
# Work Objective Reusability P capabilities dynamic P Predefined  Threat effect of budget for
system structure . likelihood .
of adversary  actions measures  Scenarios  measures measures
1 This work DctcrrTli.nc priQrity scenarios v v v v v v v v
and critical points to secure
2 G.Falco, et al.[53] Comp{eheflsnve threat v R R ) R N/A N/A N/A N/A
identification
3 G.Chu, etal[131] Attack simulation v - - v - N/A N/A N/A N/A
4 P Johnson, etal.[132] Describe threat event v v - - - N/A N/A N/A N/A
5  R.Khan, etal.[133] .Com;.arehelnswe threat v R R . R NA N/A NA N/A
identification
6 P.Johnson, etal.[134]  Automatic threat v v R } R N/A N/A N/A N/A

identification
7 A. Ekelhart, etal.[135] Attack simulation v v - - - N/A N/A N/A N/A
8 M. Mohsin, etal.[108] Identify likelihood of attack

b v v v - v N/A N/A N/A N/A

scenarios

9 W. Widet, et al. [60] Simulate attacker’s time to N/A N/A N/A N/A NA ~ R B v
compromise

10 O. Stan, et al. [61] Cost-aware measures N/A N/A N/A N/A N/A ~ _ _ v
heuristic search

11 L. Wang, etal. [62] Assign metric values for N/A N/A N/A N/A N/A _ v R v
attack graphs and measures

12 Y. Fei, etal. [63] Assign quantitative security N/A N/A N/A N/A N/A _ R R v

attribute information

REMDIRETF I, s 27 L ONEEE A v Fr icEo 2T L L, A4 N —HRICET 3
MA@ efio s/ 7 7870 LCREIL, WEEZAALZEBRT 7 2 —DRENICESZKBOKI &
IR B REST S, Chic$ 37 7u—F & LT, M. Mohsin & DREE#HS) 2 H 5. 15 DFik
X, BT 7 2 —DRENEMHERMICKE L, EENR VR KRZRET 20 TH L. KO DHELHE
BRI TN L 22 BB N T 2 £ T MUICES 2BV T W E 2 ek L, REEFEE, BT L
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LTSRS il R 7 20cxf L, FEHBIC X o CHlER T SN2 BEBREBOZLZEY A
Nzl BET 72 —BEBEBRICE T 28N RRELZKMmT 5, RIEEFEIL, ZofpEIcko %,
B F VA EE, FFEL, 20V R27 %5+ 2 2 & T, EBOBET 7 2 — D78 % M) ic R
T2, ZOER, BAMEIERL oD, SHIICRIRENAE MY 7 ) A OERIEN AT 2 AlEEic 3 2 55
BWTEMNTH 5.

YR DOBIEDAERIE, TCICH 4 BICEWORLAEY, ¥ 2 ) 7 4 EMROFME TV
bz wZHE 32 W.Widel 5T D Fik & e, REEFERE, €F 2 ) 740K ET AR
ETHoTHHMATE 20 TH 2. HICHFENFROREIL, BRES F V) AR COFHEiZ HifE & 35 28,
KRIRRIL, WHAIIFZLEBOERL F V) AICRL, $XRTCOTF VA CENRMEEZRETE 55D
Flch 5. ZoKMH, RIREE, TOWHENCBEYF ) A %8032 L BR0HTH S,

ZDO—7, FATHENERT 2 X2 ) 74 NEICR 2 a A P 2ET 2 2 L, flfllc AT 24—
ICE > CTHEHERBNTH S, RFEIL, X2 ) 74 WERIRETH > CHBHTE 2 FETH 22, xf
HARA v b EEBRONEEMOT 2B, aA M E2EUHAMOE X 2V 7 4 W5KE 70 0 MGk % B
F3e, VAT LEEROMNKEKRI A FOEDA[REL 25 2 L 3R T 5.

6.3. SoEH

RBICAY PuVEET ) v I X 2RI AT LD F 2 YT ATV V=T ) v TIZONT,
SHOBELEEBRZ, v e VBERET) v 270, ROF v bu P ERHL 2L, AR, K
WY G R KD &, NROER L NEEEAHOEN 2TV CRAT 2 2L BAARED 5. Kiwmcid,
e AT LDBEET Y v 27ICE T2 ) 227380, VA7, XY X730 ZEfRiconwT,
via VBT ) v ICESCIREFERE, o EEREE R L. SRITEEREE IO 5
fRRSE R L, BT ) v 7ot s BEZICED 720,

tF 2V T ATV T Y VIR ENT, VR 7L, filfEls 2T ek B R0 FE, &
X2 VTF 48R, EF 2 )T AR -BEEL Vo270 AREET L, b 7ok b &8, A
ffja 2 F235ET 2. BEET) V7RO T a2 IcBWTh, AV o VHERES Y v 22T
52LTC, K720 ERFGECE L. Hl2iE, Ko EEICE »TiE, [aC (Infrastructure as
Code)[145]DiEMIC L 2 ¥ 2V 7 4 HEEQ BBERA B T b 3. 1aC OBANED 7 77 F =2
DY AT LOGEITHIRINEG ICEBTE 25, 8k — VY =720 K2 Il 27 L IZBIRE S
T, ZoxE e LT, AAS (Asset Administration Shell)[145][146] 7% & D F ¥ 2 Ay 4 v %
MLCTEFa ) T4 KEEZHEEHT 2L o iiERE 2 LS. TaC © AAS X, =T ML RE 3
VAT AR EROA VeV EBHL2ICL, ZROEETALELTCHEATLII AL, AV irY
Efle 7Y v 7 ofREH L 2 5. —J7T, BEFoRH > 2T L0, BEEROHIHS 2T LT 5
F 2 U7 4 0RO HERE SRR L 72 Bl i <, it oRt»rH 5. 72, 2 v bwe—7 ECHfE
T2HIH T m 7T AL, X2 ) T AR EEEL, HEIICNEZEM & 3 2 0 b IR
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X2 ) TFAERAR, EFX 2 )T AR - ERICOVWTY, E70 2D F Y Fu Y ERALAICL, #

79



DAY Fu IcESCETAMLICL Y, 70 RDZFTICET 2 MEOHHAMEOHIMEL, Tuxx
OMEALCHEL 2 CcZ 3. —H T, Yo AOEMBEIIHIES AT LICIVELATHE L
5, ZOFEBRIIL  OFEMRESFET 2. A v e VREeT) v 7% 2 F 2 ) 74 @EAPELE L
Wole 7 re RIGEHT 25608 e, ZOAFERICOVWTD, SHROMENTRLE V2 5.
oz, AviraVHEHlET ) v/ i3tx2) 742V Y =T ) v I7oR7 aw ZICK LG
TEXLAREMNELH 2. SHREA VI VREHET ) v C k3B ET ) v o2 ABboER 7
JTil, 2F 2V T4 vV =T Y v I3 o TeeRicxLChA v P e PR Y) v
TDT7 44—V T ARETADEME, HE7uRRICHE LAY Fe VHERETFY) v IO F
FERELTCWELZ, ZLC 2F2 )74y =T ) v 7ue 2R i, 59 51l
W27 T 222 ) T4 WMRKOTBEEMINALMREZERL, “edrotF 2T htta4 v
7 EBUTHB L 72\,

80



S 3R

[1] N. Sands and I. Verhappen, "A Guide to the Automation Body of Knowledge, 3rd Edition," International Society
of Automation (ISA), Mar. 2018.

[2] M. Hudedmani, R. Umayal, S. K, Kabberalli and R. Hittalamani, "Programmable logic controller (PLC) in
automation" Advanced Journal of Graduate Research, 2(1), pp.37-45, Jul. 2017.

[3] "Distributed control system," https://en.wikipedia.org/wiki/Distributed control system, Accessed on 24th Apr.
2024.

[4] "SCADA," https://en.wikipedia.org/wiki/SCADA, Accessed on 24th Apr. 2024.

[5] ANSI/ISA-95.00.03-2005, "Enterprise-Control System Integration, Part 3: Models of Manufacturing
Operations Management," International Society of Automation (ISA), Jul. 2005.

[6] H.Xu, W. Yu, D. Griffith and N. Golmie "A survey on industrial Internet of Things: A cyber-physical systems
perspective," IEEE Access, Vol.6, 78238-78259, Dec. 2018.

[71 IECTS62443-1-1, "Industrial communication networks — Network and system security - Part 1-1: Terminology,
concepts and models," IEC, Jul. 2009.

[8] W. Theodore, "The Purdue enterprise reference architecture," Computers in industry, Vol.24.2-3: pp.141-158,
Sep. 1994.

[9] K. Stouffer, M. Pease, C. Tang, T. Zimmerman, V. Pillitteri, S. Lightman, A. Hahn, S. Saravia, A. Sherule and
M. Thompson, "Guide to Operational Technology (OT) Security," National Institute of Standards and
Technology (NIST), Sep. 2023.

[10] Trend Micro, "CONFICKER," https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware /conficker,
Accessed on 24th Apr. 2024.

[11] Trend Micro, "RAMNIT," https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware /ramnit,
Accessed on 24th Apr. 2024.

[12] D. Kushner, "The real story of stuxnet," IEEE Spectrum, Vol.50.3: pp.48-53, Feb. 2013.

[13] "Havex," https://en.wikipedia.org/wiki/Havex, Accessed on 24th Apr. 2024.

[14] "Shamoon," https://en.wikipedia.org/wiki/Shamoon, Accessed on 24th Apr. 2024.

[15] J. Nazario,"BlackEnergy DDoS Bot Analysis," Arbor Networks. Archived from the original on 21 Feb. 2020,
Accessed on 24th Apr. 2024.

[16] CISA, "CrashOverride Malware," ICS-CIRT Alert, https://www.cisa.gov/news-events/alerts/2017/
06/12/crashoverride-malware, Accessed on 24th Apr. 2024.

[17] G. Samuel, "Triton: hackers take out safety systems in watershed attack on energy plant," The Guardian, Oct.
2019.

[18] Symantec Threat Hunter Team, "Dragonfly: Western energy sector targeted by sophisticated attack group,"
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/dragonfly-energy-sector-cyber-attacks,
Accessed on 24th Apr. 2024.

[19] J. O'Leary, J. Kimble, K. Vanderlee and N. Fraser, "Insights into Iranian Cyber Espionage: APT33 Targets

Aerospace and Energy Sectors and has Ties to Destructive Malware," Mandiant, https://www.mandiant.com/

81



resources/blog/ apt33-insights-into-iranian-cyber-espionage, Accessed on 24th Apr. 2024.

[20] B. Bracken," ICS Ransomware Danger Rages Despite Fewer Attacks," Dark Reading, https:/www.
darkreading.com/ics-ot-security/ics-ransomware-rages-fewer-attacks, Accessed on 24th Apr. 2024.

[21] E. Nakashima, "Foreign hackers targeted U.S. water plant in apparent malicious cyber attack, expert says,"
https://www.washingtonpost.com/blogs/checkpoint-washington/post/foreign-hackers-broke-into-illinois-
water-plant-control-system-industry-expert-says/2011/11/18/glQAgmTZYN_blog.html, Accessed on 24th Apr.
2024.

[22] "Flame (malware)," https://en.wikipedia.org/wiki/Flame (malware), Accessed on 24th Apr. 2024.

[23] BSI, "The State of IT Security in Germany 2014," https://www.bsi.bund.de/SharedDocs/ Downloads/EN/
BSI/Publications/Securitysituation/IT-Security-Situation-in-Germany-2014.pdf, Accessed on 24th Apr. 2024.

[24] R. Spenneberg, "PLC-Blaster: A Worm Living Solely in the PLC," Black Hat Asia 16, 1-16, Mar, 2016.

[25] "WannaCry ransomware attack," https://en.wikipedia.org/wiki/WannaCry ransomware attack, Accessed on
24th Apr. 2024.

[26] "VPNFilter," https://en.wikipedia.org/wiki/VPNFilter, Accessed on 24th Apr. 2024.

[27] K. Higgins, "Ryuk Ransomware Hit Multiple Oil & Gas Facilities, ICS Security Expert Says,"
https://www.darkreading.com/threat-intelligence/ryuk-ransomware-hit-multiple-oil-gas-facilities-ics-security-
expert-says, Accessed on 24th Apr. 2024.

[28] J. Nirmal, "Breach at Kudankulam nuclear plant may have gone undetected for over six months: Group-IB,"
https://economictimes.indiatimes.com/news/politics-and-nation/breach-at-kudankulam-nu  clear-plant-may-
have-gone-undetected-for-over-six-months-group-ib/articleshow/79412969.cms, Accessed on 24th Apr. 2024.

[29] Trend Micro, "What You Need to Know About the LockerGoga Ransomware," https:/www.
trendmicro.com/vinfo/us/security/news/cyber-attacks/what-you-need-to-know-about-the-lockergoga-
ransomware, Accessed on 24th Apr. 2024.

[30] B. Hunter and F. Gutierrez, "EKANS Ransomware: A Malware Targeting OT ICS Systems," Fortiguard Labs
Threat Research, https://www.fortinet.com/blog/threat-research/ekans-ransomware -targeting-ot-ics-systems,
Accessed on 24th Apr. 2024.

[31] J. Bergal, "Florida Hack Exposes Danger to Water Systems," https://stateline.org/ 2021/03/10/florida-hack-
exposes-danger-to-water-systems/, Accessed on 24th Apr. 2024.

[32] J. Easterly, "The Attack on Colonial Pipeline: What We’ve Learned & What We’ve Done Over the Past Two
Years," https://www.cisa.gov/news-events/news/attack-colonial-pipeline-what-weve-learned-what-weve-done-
over-past-two-years, Accessed on 24th Apr. 2024.

[33] ESET Research, "Industroyer2: Industroyer reloaded," https://www.welivesecurity.com/
2022/04/12/industroyer2-industroyer-reloaded/, Accessed on 24th Apr. 2024.

[34] CISA, "Cyber-Attack Against Ukrainian Critical Infrastructure," ICS-CIRT Alert, https://www. cisa.gov/news-
events/ics-alerts/ir-alert-h-16-056-01, Accessed on 24th Apr. 2024.

[35] W. Knowles, D. Prince, D. Hutchison, J. Disso and K. Jones, "A survey of cyber security management in
industrial control systems," International Journal of Critical Infrastructure Protection, Vol.9, pp.52-80, Jun.

2015.

82



[36] Y. Cherdantseva, P. Burnap, A. Blyth, P. Eden, K. Jones, H. Soulsby and K. Stoddart, "A review of cyber security
risk assessment methods for SCADA systems," Computers & Security, Vol. 56, pp. 1-27, Feb. 2016.

[37] Q. Qassim, N. Jamil, M. Daud, A. Patel and N. Ja’affar, "A review of security assessment methodologies in
industrial control systems," Information & Computer Security, Vol. 27, No.1, 47-61, Feb. 2019.

[38] E. Byres, F. Matthew and M. Darrin, "The use of attack trees in assessing vulnerabilities in SCADA systems,"
in Proceedings of the international infrastructure survivability workshop (IISW'04), May 2004.

[39] D. Zhang, Q. Wang, G. Feng, Y. Shi and A. Vasilakos, "A survey on attack detection, estimation and control of
industrial cyber—physical systems," ISA Transactions, Vol.116, pp.1-16, Oct. 2021.

[40] Y. Hu, A. Yang, H. Li, Y. Sun and L. Sun, "A survey of intrusion detection on industrial control systems,"
International Journal of Distributed Sensor Networks, Vol. 14, No. 8, Aug. 2018.

[41] B. Zhu and S. Sastry, "SCADA-specific intrusion detection/prevention systems: a survey and taxonomy," in
Proceedings of the st workshop on secure control systems (SCS), Vol. 11, p.7-23, Apr. 2010.

[42] E. Yilmaz and S. Gonen, "Attack detection/prevention system against cyber attack in industrial control systems,"
Computers & Security Vol. 77, pp. 94-105, Aug. 2018.

[43] W. Yang and Q. Zhao, "Cyber security issues of critical components for industrial control system," in
proceedings of 2014 IEEE Chinese Guidance, Navigation and Control Conference, pp. 2698-2703, Aug. 2014.

[44] S. Nazir, S. Patel and D. Patel, "Assessing and augmenting SCADA cyber security: A survey of techniques,"
Computers & Security, Vol. 70, pp. 436-454, Sep. 2017.

[45] T. Morris and W. Gao, "Industrial control system cyber attacks," in Proceedings of the Ist International
Symposium on ICS and SCADA Cyber Security Research, pp. 22-29. Sep. 2013.

[46] M. Alanazi, A. Mahmood and M. Chowdhury "SCADA vulnerabilities and attacks: A review of the state-of-the-
art and open issues," Computers & Security, Vol. 125, 103028, Feb. 2023.

[47] D. Ding, Q. L. Han, Y.Xiang, X. Ge and X. M. Zhang, "A survey on security control and attack detection for
industrial cyber-physical systems, " Neurocomputing, Vol. 275, No. 38, pp. 1674-1683, Jan. 2018.

[48] T. Ikezaki, O. Kaneko, K. Sawada and J. Fujita, "Poisoning attack on VIMT and its adverse effect," Artificial
Life and Robotics," Vol. 13, pp.1-9, Nov. 2023.

[49] D. Ding, Q. L. Han, Z. Wang and X. Ge, "A Survey on Model-Based Distributed Control and Filtering for
Industrial Cyber-Physical Systems," in IEEE Transactions on Industrial Informatics, Vol. 15, No. 5, pp. 2483-
2499, May 2019.

[50] A. Kalam, "Securing SCADA and critical industrial systems: From needs to security mechanisms,"
International Journal of Critical Infrastructure Protection, Vol. 32, 100394, Mar. 2021.

[51] K. Sawada, "Model-based cybersecurity for control systems: Modeling, design and control," Proceedings of
2017 56th Annual Conference of Annual Conference of the Society of Instrument and Control Engineers of
Japan (SICE), IEEE, Nov. 2017.

[52] A. Shostack, "Threat modeling: Designing for security", Wiley (2014)

[53] G. Falco, A. Viswanathan, C. Caldera and H. Shrobe, "A Master Attack Methodology for an Al-Based
Automated Attack Planner for Smart Cities", [EEE Access, Vol.6, pp.48360-48373 (2018)

[54] BE : [IoT Y AT aT ¥ 2 V) 7 4 B ERFIEORE |, LZEHAGERmm X A, 599 %,

83



524, 74-82 H, 2016 42 A

[55] JASE, "JASO, TP15002: Guideline for Automotive Information Security Analysis," Jan. 2016.

[56] J. Son, J. Kim, H. Na and D. Baik, "CBDAC: Context-Based Dynamic Access Control Model Using Intuitive
SWI1H for Ubiquitous Sensor Network," International Journal of Distributed Sensor Networks, Vol.11.9,
836546, Sep. 2015.

[57] L. Gallon and J. Bascou, "Using CVSS in attack graph," 2011 Sixth International Conference on Availability,
Reliability and Security, pp. 59-66, Aug. 2011.

[58] Y. Kawanishi, H. Nishihara, D. Souma, H. Yoshida and Y. Hata, " A Comparative Study of JASO TP15002-
Based Security Risk Assessment Methods for Connected Vehicle System Design," Hindawi Security and
Communication Networks, Vol. 2019, Article ID 4614721, Feb. 2019.

[59] Y. Kawanishi, H. Nishihara, D. Souma, H. Yoshida and Y. Hata, "A Study on Quantitative Risk Assessment
Methods in Security Design for Industrial Control Systems," 2018 IEEE 16th Intl Conf on Dependable,
Autonomic and Secure Computing, pp. 62-69, Aug. 2018.

[60] W. Widet, Peetam Mukherjee and Mathias Ekstedt, "Security Countermeasures Selection Using the Meta Attack
Language and Probabilistic Attack Graphs," IEEE Access, Volume 10, Aug. 2022.

[61] O. Stan, R. Bitton, M. Ezrets, M. Dadon, M. Inokuchi, Y. Ohta, T. Yagyu, Y. Elovici, and A. Shabtai, "Heuristic
Approach for Countermeasure Selection Using Attack Graphs," 2021 I[EEE 34th Computer Security
Foundations Symposium (CSF), Jun. 2021.

[62] L. Wang, A. Singhal and S. Jajodia, "Toward measuring network security using attack graphs," in the
proceedings of the 2007 ACM workshop on Quality of protectionOctober 2007 (QoP'07), Pages 49-54, Oct.
2007.

[63] Y. Fei, J. Ning and W. Jiang, "A quantifiable Attack-Defense Trees model for APT attack," Proceedings 2018
IEEE 3rd Advanced Information Technology, Electronic and Automation Control Conference (IAEAC), Pages
2303-2306, Dec. 2018.

[64] NIST CNSSI 4009-2015, "Committee on National Security Systems (CNSS) Glossary," https://rmf.org/wp-
content/uploads/2017/10/CNSSI-4009.pdf, Accessed on 24th Apr. 2024.

[65] RAMR T F* 2 )7 4 ERTY ], 2219 Vol.54, No.6, pp.460-463 (2015)

[66] C. Haley, R. Laney, J. Moffett and B. Nuseibeh, "Security requirements engineering: A framework for
representation and analysis," IEEE Transactions on Software Engineering, Vol. 34, Issue 1, pp. 133—153, Jan.
2018

[67] ISA, "ISA/IEC 62443 Series of Standards," https://www.isa.org/standards-and-publications/isa-standards/isa-
iec-62443-series-of-standards, Accessed on 24th Apr. 2024.

[68] G. Stoneburner, C. Hayden and A. Feringa, "Engineering Principles for Information Technology Security (A
Baseline for Achieving Security)," NIST Special Publication 800-27, Jul. 2001.

[69] IEC 62443-3-2:2020, "Security for industrial automation and control systems - Part 3-2: Security risk
assessment for system design," IEC, Jun. 2020.

[70] J. Meloy and J. Hoffmann, "International Handbook of Threat Assessment Second Edition," Oxford University
Press, Apr. 2021.

84



[71] ISO 31000:2018 "Risk management - Guidelines," ISO, Feb. 2018.

[72] Microsoft, "The STRIDE Threat Model," https://learn.microsoft.com/en-us/previous-versions/commerce-
server/ee823878(v=cs.20), Accessed on 24th Apr. 2024.

[73] S. Adam, "Experiences Threat Modeling at Microsoft," https://adam.shostack.org/modsec08/ Shostack-
ModSec08-Experiences-Threat-Modeling-At-Microsoft.pdf, Accessed on 24th Apr. 2024.

[74] T. UcedaVélez, "T. Real World Threat Modeling Using the PASTA Methodology. Technical report," OWASP
AppSec EU 2012, Jul. 2012.

[75) RS2 : [ 70 v 7k, Gl & i, 5 4278, 545, 262-267 H, 2003 F 4

[76] P. Chen, “The entity-relationship model - toward a unified view of data,” ACM Transactions on Database
Systems, Vol. 1, Issue 1, pp. 9-36, Mar. 1976

[77] J. Rumbaugh, I. Jacobson and G. Booch, " The Unified Modeling Language Reference Manual (2nd Edition),"
The Addison-Wesley Object Technology Series, Jan. 2004

[78] S. Friedenthal, A. Moore and R. Steiner, "A Practical Guide to SysML: The Systems Modeling Language 2nd
Edition," The MK/OMG Press, Oct. 2011

[79] T. Gruber, "What is an Ontology," 1993. https://queksiewkhoon.tripod.com/ontology 01.pdf, Accessed on 24th
Apr. 2024.

[80] T. Gruber and R. Thomas, "A translation approach to portable ontology specifications," Knowledge Acquisition,
Vol. 5, Num. 2, pp. 199-220, Jun. 1993.

[81] P. Kiemen and Z. Kouba, "Ontology-driven information system design," IEEE Transactions on Systems, Man,
and Cybernetics, Part C (Applications and Reviews), 42.3: 334-344, Sep. 2011.

[82] M. Uschold, "Ontology-driven information systems: Past, present and future. In: Formal Ontology in
Information Systems," 10S Press, pp.3-18, Jul. 2008.

[83] A. Wiebe and C. Chan, "Ontology driven software engineering," 2012 25th IEEE Canadian Conference on
Electrical and Computer Engineering (CCECE), pp.1-4, Oct. 2012

[84] JIS Z 8115:2000, [T A =v X v V74 (5N HFEl , HARLZESKJIS), 2000 4 10 A

[85] L. Singels, C. Biebuyck and L. Malukele, "A Formal Concept Analysis Driven Ontology for ICS Cyberthreats,"
in Southern African Conference for Artificial Intelligence Research (SACAIR) 2020 Proceedings: Knowledge
Representation and Reasoning, pp.247-263, Dec. 2020.

[86] M. Jarwar, J. Watson, U. Ani and S. Chalmers, "Industrial Internet of Things Security Modelling using
Ontological Methods," in the proceeding of the 12th International Conference on the Internet of Things (IoT'22),
pp-163-170, Nov. 2022.

[87] Lockheed Martin: Cyber Kill Chain®, https://www.lockheedmartin. com/en-us/capabilities/cyber/cyber-kill-
chain.html, Accessed on 24th Apr. 2024.

[88] D. Miessl: “Securing the Internet of Things: Mapping Attack Surface Areas Using the OWASP IoT Top 107,
RSAConference2015, ASD-T10, Apr. 2015

[89] MITRE Corp., CAPEC™, https://capec.mitre.org/, Accessed on 24th Apr. 2024.

[90] N. Matsumoto, J. Fujita, H. Endoh, T. Yamada, K. Sawada and O. Kaneko, "Asset Management Method of
Industrial IoT Systems for Cyber-Security Countermeasures," MDPI Information 2021, Vol. 12, pp. 460, Nov.

85



2021. Available: https://doi.org/10.3390/ info12110460

[91] S. Caltagirone, A. Pendergast, and C. Betz, "The Diamond Model of Intrusion Analysis", DTIC Document,
Technical Report, Jul. 2013.

[92] A. Schaft, "Achievable behaviors of general systems," Systems & Control Letters, vol. 49, pp. 141-149, Jun.
2003.

[93] MITRE Corp., ATT&CK®, https://attack.mitre.org/

[94] MITRE Corp., ATT&CK® for Enterprise, https://attack.mitre.org/matrices/enterprise/, Accessed on 24th Apr.
2024.

[95] MITRE Corp.: ATT&CK® for Industrial Control Systems, https://attack.mitre.org/matrices/ics/

[96] MITRE Corp., "Group: Dragonfly 2.0, Berserk Bear, DYMALLOY, "ATT&CK® for Industrial Control
Systems, Available: https://collaborate. mitre.org/attackics/index.php/Group/G0006, Accessed on Nov. 2021.

[97] MITRE Corp., "Lazarus Group," ATT&CK®, https://attack.mitre.org/groups/G0032/, Accessed on 24th Apr.
2024.

[98] CISA: "Alert (AA21-131A) DarkSide Ransomware: Best Practices for Preventing Business Disruption from
Ransomware Attacks," Available: https://www.cisa.gov/uscert/ncas/ alerts/aa21-131a, May 2021.

[99] S. Barnum, "Standardizing Cyber Threat Intelligence Information with the Structured Threat Information
Rxpression (STIX) Version 1.1," MITRE Corporation, Feb. 2012.

[100] D. Binaco, " The Pyramid of Pain," Enterprise Detection & Response Blog, Available: https://detect-
respond.blogspot.com/2013/03/the-pyramid-of-pain.html, Mar. 2013, Update Jan. 2014.

[101] T. Cody, "A Layered Reference Model for Penetration Testing with Reinforcement Learning and Attack
Graphs," 2022 IEEE 29th Annual Software Technology Conference (STC), pp. 41-50, Oct. 2022.

[102] C. Phillips and L. P. Swiler, "A graph-based system for network vulnerability analysis," The 1998 Workshop
on New Security Paradigms, pp. 71-79, Jan. 1998.

[103] O. Sheyner, J. Haines, S. Jha, R. Lippmann and J. M. Wing, "Automated generation and analysis of attack
graphs,”" 2002 IEEE Symposium on Security and Privacy, pp. 273-284, May 2002.

[104] K. Ingols, R. Lippmann, and K. Piwowarski, "Practical attack graph generation for network defense," 2006
22nd Annual Computer Security Applications Conference (ACSAC’06), IEEE, pp. 121-130, Dec. 2006.

[105] Thomas D. Wagner, Khaled Mahbub, Esther Palomar, Ali E. Abdallah: "Cyber threat intelligence sharing:
Survey and research directions", Computers & Security, Vol.87 (2019)

[106] S. Shiva, S. Roy and D. Dasgupta: "Game theory for cyber security," the Sixth Annual Workshop on Cyber
Security and Information Intelligence Research, Apr. 2010.

[107]  /NE, FeH, AR TEEGRE S AT amT 2 F$ 2V 7 4 SRR D7z D 4 A=K+
VAT, B XKad C, 1444, 15, 35-42 F, 2024 401 H

[108] IEC: " IEC 62443-2-1:2010 Industrial communication networks - Network and system security - Part 2-1:
Establishing an industrial automation and control system security program,", Nov. 2010.

[109] P. Mell, K. Scarfone and S. Romanosky, "A Complete Guide to the Common Vulnerability Scoring System
Version 2.0," Jan. 2007. Available: https://www.first.org/cvss/v2/cvss-v2-guide.pdf

[110] MITRE Corp. "Common Weakness Scoring System (CWSS™) Version 1.0.1," Sep.2014. Available:

86



https://cwe.mitre.org/cwss/ cwss_v1.0.1.html, Accessed on 24th Apr. 2024.

[111]  NIST, "NATIONAL VULNERABILITY DATABASE," https://nvd.nist.gov/, Accessed on 24th Apr. 2024.

[112] M. Bode, S. Oluwadare, B. Alese and A. F. Thompson, "Risk analysis in cyber situation awareness using
Bayesian approach," 2015 International Conference on Cyber Situational Awareness, Data Analytics and
Assessment (CyberSA), pp.1-12, Jun. 2015.

[113] M. Mohsin, M. U. Sardar, O. Hasan and Z. Anwar, "loTRiskAnalyzer: A Probabilistic Model Checking
Based Framework for Formal Risk Analytics of the Internet of Things," IEEE Access, Vol.5, pp.5494-5505, Apr.
2017.

[114] X. Ou, W. Boyer and S. Zhang, "MulVAL: A logic-based network security analyzer," 14th USENIX Security
Symposium, Aug. 2005.

[115] International Charter, "The Risk Equation," https://www.icharter.org/articles/risk_equation.html, Accessed
on 24th Apr. 2024.

[116] E. Kost, "5 Step Guide: How to Perform a Cyber Risk Analysis," https://www.upguard.com/blog/ how-to-
perform-a -cyber-risk-analysis, Accessed on 24th Apr. 2024.

[117] Y. Hashimoto, T. Toyoshima, S. Yogo, M. Koike, T. Hamaguchi, S. Jing and I. Koshijima, "Safety securing
approach against cyber-attacks for process control system," Computers & Chemical Engineering, Vol. 57, pp.
181-186, Oct. 2013.

[118] S. Ali and R. W. Anwar, "Trused: a trust-based security evaluation scheme for a distributed control system,"
Computers, Materials & Continua 2023, Vol. 74, No.2, pp. 43814398, Oct. 2022.

[119] M. Battaglioni, G. Rafaiani, F. Chiaraluce and M. Baldi, "MAGIC: A Method for Assessing Cyber Incidents
Occurrence," IEEE Access, Vol. 10, pp. 73458-73473, Jul. 2022.

[120] FIRST, "Common Vulnerability Scoring System," Available: https://www.first.org/cvss/, Accessed on Nov.
2021.

[121] D. Woods and L. Walter, "Reviewing Estimates of Cybercrime Victimisation and Cyber Risk Likelihood,"
2022 IEEE European Symposium on Security and Privacy Workshops (EuroS&PW), pp. 150-162, Jun. 2022.

[122] F. Cremer, B. Sheehan, M. Fortmann, A. Kia, M. Mullins, F. Murphy and S. Materne, "Cyber risk and
cybersecurity: a systematic review of data availability," Geneva Papers Risk and Insurance Issues and Practice,
Vol. 47, pp. 698-736, Feb. 2022.

[123] L. Agrafiotis, J. R. C. Nurse, M. Goldsmith, S. Creese and D. Upton, "A taxonomy of cyber-harms: Defining
the impacts of cyber-attacks and understanding how they propagate," Journal of Cybersecurity, Vol. 4, Issue 1,
Oct. 2018.

[124] E. Haapamaiki and J. Sihvonen, "Cybersecurity in accounting research," The Managerial Auditing Journal,
Vol. 34, Issue 7, Jul. 2019.

[125] D. Tsuji, J. Fujita, N. Matsumoto, Y. Tamura, J. Doenhoff & T. Shigemoto, "3-layer modelling method to
improve the cyber resilience in Industrial Control Systems," SICE Journal of Control, Measurement, and System
Integration, 16:1, 63-74, DOI: 10.1080/18824889.2023.2177074, Feb. 2023.

[126] IPA: [HIfH 2T 2D F2) T4 VRIZ9MHFA LN F 2 K (2023 4 3 AR I,
https://www.ipa.go.jp/security/controlsystem/ssf7ph00000098vy-att/000109380.pdf (2023)

87



[127] G. McGraw, "Software security," IEEE Security & Privacy, Vol. 2, Issue 2, Pages 80-83, Aug. 2004

[128] ISO/IEC 27005:2018, "Information technology — Security techniques - Information security risk
management,” Edition 3, Jul. 2018

[129] IEC 62443-2-1:2010, "Industrial communication networks - Network and system security - Part 2-1:
Establishing an industrial automation and control system security program," Edition 1, Nov. 2010.

[130] P. Katsumata, J. Hemenway and W. Gavins, "Cybersecurity risk management", 2010 - MILCOM 2010
Military Communications Conference, Pages 890-895, Oct 2010.

[131] X. Wenjun and R. Lagerstrom, "Threat modeling - A systematic literature review," Computers & Security,
Volume 84, Pages 53-69, Jul. 2019.

[132] L. Haley, J. Moffett and B. Nuseibeh, "Security requirements engineering: A framework for representation
and analysis," IEEE Transactions on Software Engineering, Vol. 34, Issue 1, pp. 133—153, Jan. 2018

[133] ICS-CERT, "Recommended Practice: Improving Industrial Control System Cybersecurity with Defense-
in-Depth ~ Strategies,” https://www.cisa.gov/uscert/sites/default/files/recommended practices/NCCIC ICS-
CERT Defense in Depth 2016 _S508C.pdf, Sep. 2016.

[134] Microsoft, "Create a diagram with crow's foot database notation," https://support.microsoft.com/en-au/
office/create-a-diagram-with-crow-s-foot-database-notation-1ec22af9-3bd3-4354-b2b5-ed5752af6769,
Accessed on 24th Apr. 2024.

[135] N. Poolsappasit, R. Dewri and 1. Ray, "Dynamic Security Risk Management Using Bayesian Attack
Graphs," in [EEE Transactions on Dependable and Secure Computing, Vol. 9, No. 1, pp. 61-74, Jun. 2011
[136] H&AR, BE: 7o 2xGl#llZ0H 4 N—tF2) 74 NEOVRKEFH ), tz—v>Tr2x

— X, Vol.19, No.1, pp.18-25 (2014)

[137] W. Vesely, F. Goldberg, N. H. Roberts and D. F. Haasl, “Fault tree handbook,” Nuclear Regulatory
Commission, Jan. 1981

[138] H. Kanamaru, J. Fujita and T. Arai, "A Study on the Classification of OT Security Risk Mitigation
Measures," in the proceedings of SICE Annual Conference 2023, pp.274-279, Sep. 2023

[139] G. Chu and A. Lisitsa, "Ontology-based Automation of Penetration Testing," in the proceedings of The 6th
International Conference on Information Systems Security and Privacy (ICISSP 2020), pp.713-720, Feb. 2020.

[140] P. Johnson, R. Lagerstrom and M. Ekstedt, "A Meta Language for Threat Modeling and Attack
Simulations," in the proceedings of the 13th International Conference on Availability, Reliability and Security
(ARIS), No.38, pp.1-8, Aug. 2018.

[141] R. Khan, K. McLaughlin, D. Laverty and S. Sezer, "STRIDE-based threat modeling for cyber-physical
systems," in the proceedings of 2017 IEEE PES Innovative Smart Grid Technologies Conference Europe (ISGT-
Europe), pp.1-6, Sep. 2017.

[142] P. Johnson, A. Vernotte, M. Ekstedt and R. Lagerstrom, "pwnPr3d: An Attack-Graph-Driven Probabilistic
Threat-Modeling Approach," 2016 1lth International Conference on Availability, Reliability and Security
(ARES), pp.278-283, Aug. 2016.

[143] A. Ekelhart, E. Kiesling, B. Grill, C. Strauss and C. Stummer, "Integrating attacker behavior in IT security

analysis: a discrete-event simulation approach," Information Technology and Management, Vol.16, pp.221-233,

88



Jun. 2015.

[144] A. Rahman, R. Mahdavi-Hezaveh and L. Williams, "A systematic mapping study of infrastructure as code
research," Information and Software Technology, Vol.108 pp. 65-77, Apr. 2019.

[145] Plattform Industrie 4.0, "Details of the Asset Administration Shell - Part 1: The exchange of information
between partners in the value chain of Industrie 4.0 (Version 3.0RC02)," Published by The Federal Ministry for
Economic Affairs and Climate Action in Germany (BMWK), May 2022.

[146] E. Tantik and R. Anderl, "Integrated Data Model and Structure for the Asset Administration Shell in
Industrie 4.0," the 27th CIRP Design 2017, Vol. 60, pp. 86-91, May 2017.

89



EifSa

KFEDZEITICHZ Y, HZRAETIEEL CHHEAXBL F LA&T & B2, EBH Bin dE8dRIcEL
Batam L E S, 17, ﬁ%®ﬁ%%$ﬁm%@%m%tb,%ﬁﬁﬁﬁﬁuuﬁ%<téo#¢*
O B, E M BR, B W AEEdRICD, DX VE#EHEHL LTS

RIFFEDZEATIC B T 7 — X L HHIE, %%f@ux:ﬁrf@%ze, RO RE S TCHWZHATTOE
JELFICH 5 (KR HIZBUWERT WHERFE s v — 7 AR [l K, Fffo/hg 88 K, 2L GE Kl
RICD L RARH#ZH L L E3, HICAUIZRRERICBEL, EEICHRATOMGRIC X E LT, JilmS
BCHEEE LA, (K HIEER ~A—Y F& 77 v P74 =49 —EXFHETORMA —iF K,

(B) HYZLV Y a—vavX R BE K, ZLCRR BC RIS REE#HEPL LT

FlH AT 20X 2) T4 LI KRERIE Y ZIED0T, HEJTTH 2 (KR HIZEERT #F7ERE
FIN—T AR T4 TF = A= av ()= a vy x AflfEises CAAl 2= + O
OERICM 2, BFEOM% I Z Cifam < & CHW 250 B B2 EEICHEM EXA Y P 7 —
7« VAT LE RO (KR ZZEERK e R K (B BUMER ik 82 K, FEREBMoERIC
AR L B

R OFETH H 0, KFZEEEhc CHEE CHE W27 % X L8 EA <Y » 3% Hitachi
America, Ltd., R&D Division, Sudhanshu Gaur KAt, ToT Edge Lab D[RO EHEIC D FE L K2 H L L
FEI. £/, EEERECOEMFEZICE L CHWZIRTEO S Mt K, HETEoME #Hit Kic
b, ZoLEMEY) UEH#EHRL LTS

F7, MERRE~OEFZDOE -2 IFEEZTHWZ () HIZBWERT §lf#~7 7 v b 7 4 — LIEAES
Rl AEZ K, 2 LT, EERRMLTEVZHE #— 2RICOED TE#HZ LES. A<, Kiff%k
T—<%ilh, HfH AT LDEF 2V T4 LV T EWETIEE LG 2 T2 w7zl I
M RICS KR 5% B AL 7.

RIRIC, KEmOFEMICERL, HE X Y BMTHE, FMi Rz & x> T SR, RAOBRRICE:
BHOBERL T

/€23

2024 4F9 A

90



(1

(2)

3)

(4)

(5)

(6)

BEEER L D HIR 23R D 77 1 I U3

BEH, /NA, KN, A, #H, £+ : [Diamond model & IWEERFEICH DO 4 N—KE F
FHEE(LRHE TN |, FAFELH7HKEEC 142 %, 35, 328-338 H, 20224 03 H (5 3 =i
R

J. Fujita, T. Ogura, K. Okochi, N. Matsumoto, K. Sawada and O. Kaneko, "A Structured Cyber Attack
Representation Model based on the Diamond Model and Adversary States," in /[EEE Access, doi:
10.1109/ACCESS.2023.3343639, Dec. 2023 (Early Access) (5f 3 #, % 4 FICBHE)

BEH, i, KR, WK, BH, &7 [BEXIALTF = — v EEEYHle T Vil EERIE Y 27
LAIFETAR=Zt ¥ 2 ) 74 WREE TR, > X FAHHIERZ S XqE 374, 15, 1-11
H, 2024401 A (5 5 2=/ I1cBEE)

FRELHRXDSE X

D. Tsuji, J. Fujita, N. Matsumoto, Y. Tamura, J. Doenhoff & T. Shigemoto, "3-layer modelling method
to improve the cyber resilience in Industrial Control Systems," SICE Journal of Control, Measurement,

and System Integration, Vol. 16, Issue 1, pp.63-74, DOI: 10.1080/18824889.2023.2177074, Feb. 2023

H. Kanamaru, J. Fujita, T. Arai, "A Study on the Classification of OT Security Risk Mitigation
Measures," in Proceedings of SICE Annual Conference 2023, pp.274-279, Sep. 2023

INE, TEH, A TEEFIEY 2T o000 2F 2 ) 7 4 KRR D 7DD 4 N—I F ) F
BT, BAFLHHmXEEC 144 %, 15, 35-42 H, 2024 401 A

91



	第1章 序論
	1.1. 背景
	1.2. 制御システムセキュリティに関する動向
	1.3. 本論の目的
	1.4. 本論の構成

	第2章 準備
	2.1. セキュリティエンジニアリングと脅威モデリング
	2.2. モデリングの概要
	2.3. オントロジ駆動型モデリング
	2.4. アプローチ
	2.5. 提案手法の検討スコープ

	第3章 リスク識別：制御システムに対する攻撃活動のモデル化
	3.1. はじめに
	3.2. 提案モデル
	3.2.1 基本モデル
	3.2.2 モデルの設計

	3.3. 評価
	3.3.1 評価対象モデルの概要
	3.3.2 処理手順および攻撃シナリオの生成結果
	3.3.3 計算量の検証

	3.4. 考察
	3.5. 本章のまとめ

	第4章 リスク評価：オントロジ駆動型モデリングに基づくリスク定量化
	4.1. はじめに
	4.2. リスクの定量化モデル
	4.3. 攻撃成功確率モデルの数値的指標の議論
	4.4. 評価
	4.5. 考察
	4.6. 本章のまとめ

	第5章 リスク対処：キルチェーンと多層防御に基づく対策設計方式
	5.1. はじめに
	5.2. 基本モデル
	5.2.1 設計方針
	5.2.2 問題設定
	5.2.3 主要モデルの定義
	5.2.4 優先順位決定アルゴリズム

	5.3. 評価
	5.4. 考察
	5.5. 本章のまとめ

	第6章 結論
	6.1. オントロジ駆動型モデリングのセキュリティエンジニアリングへの効果
	6.2. ベンチマーク
	6.3. 今後の展望

	参考文献
	謝辞

