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O O

1. Pigeon OO OOOO
1.1 0000
1.1.1 0000000

parameter Manuf2Signature;
location eCatalogServiceProviderSite;

while (i <= 2) {
location manufacturerSite(i);
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agent manufacturer@manufacturerSite(i) {

signature = "";
result ="";

retrieve(Query) {
Lo/ 00000 %/
result = sign(result, signature);
return result;
};
};
};

manufacturer@manufacturerSite(1).signature = "manufi";

manufacturer@manufacturerSite(2).signature
= Manuf2Signature;

agent plibRetriever at eCatalogServiceProviderSite {

retrievalRequest = "";
retrievalResult = "";
retrievalRequestElement = "";
nextDestination = "";
nextQuery = "";

state = "Wait";

retrieve(givenRetrievalRequest) {
state = "Running";
retrievalRequest = givenRetrievalRequest;
while (retrievalRequest =\= "") {
retrievalRequestElement
= getRetrievalRequestElement (retrievalRequest);
nextDestination
= getDestination(retrievalRequestElement);
nextQuery = getQuery(retrievalRequestElement);
retrievalRequest
= updateRetrievalRequest (retrievalRequest);
go(nextDestination);
addResult (retrievalResult,
manufacturer.retrieve (nextQuery));
};
go("eCatalogServiceProviderSite");
if (verifySignature(retrievalResult,
givenRetrievalRequest))
== "success" {
register(retrievalResult);

state = "Done";

} else {

state = "Failed";
};

};
verifySignature(result, request) {
if (verify(resultElem, signature) = false) {
return false;
}
/+ 000000000000 »/
return true;

};
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/00000000 %/
};

plibRetriever.retrieve(...);

1.1.2 0000000
OooobobobOO0obO0O0bUOplibRetriever O U
goooooooooooooobooooo

agent plibRetriever at eCatalogServiceProviderSite {

retrievalRequest = "";

retrievalResult = "";

retrievalRequestElement = "";

nextDestination = "";

nextQuery = "";

state = "Wait";

currentLocation = eCatalogServiceProviderSite
/x 0000 =/

retrieve(givenRetrievalRequest) {
if (state == "Wait") {
state = "Running";
retrievalRequest = givenRetrievalRequest;
goAndRetrieve();

[}

else if (state = "Running"
and retrievalRequest =\= "") {
addResult (retrievalResult,
manufacturer.retrieve(nextQuery));
goAndRetrieve();

[}

else if (currentLocation
=\= eCatalogServiceProviderSite) {
go("eCatalogServiceProviderSite");
} else if (verifySignature(retrievalResult,
givenRetrievalRequest)) == "success" {
register(retrievalResult);
state = "Done";
} else {
state = "Failed";
};
};

goAndRetrieve() {

retrievalRequestElement

= getRetrievalRequestElement (retrievalRequest) ;
nextDestination

= getDestination(retrievalRequestElement) ;
nextQuery = getQuery(retrievalRequestElement);
retrievalRequest

= updateRetrievalRequest(retrievalRequest);
currentLocation = nextDestination;
go(nextDestination);

};
verifySignature(result, request) {
if (verify(resultElem, signature) = false) {
return false;
}
/+ 000000000000 */

return true;



goooooogooooooooooooooooooooooon Ppigeon

};

/+ 00000000 */
};

1.2 0000
var Text, Signer, NonSigner,
MaliciousManuf2Signature .

eq verify(sign(Text, Signer), Signer) = true .

eq verify(sign(Text, NonSigner), Signer) = false
if (NonSigner =\= Signer) = true .

eq decipher(sign(Text, Signer), Signer) = Text .

eq eventually(equal(getValue(
concreteState(systemState,
[(Manuf2Signature, "manuf2")],
"plibRetriever.state"),
"Done")), ...) = true .

eq always(equal(getValue(concreteState(systemState,
[(Manuf2Signature, MaliciousManuf2Signature)],
"plibRetriever.state"), "Done")), ...) = false
if (MaliciousManuf2Signature =\= "manuf2")
= true .

2. Mobile UNITY OOOOODO

2.1 00O0OOO
System eCatalog[Manuf2Signature : string]

program manuf2 at "manuf2"
declare
plibRetrieverChannel : string
[1 plibRetrieverChannelStatus : string
[1 state : string
[1 signature : string
initially

[1 signature = Manuf2Signature
assign

[1 state, plibRetrieverChannel,
plibRetrieverChannelStatus

= "resultsSent," ...
/000000000000 acLOOOO0O0O =/
, "sent"

react-to state = "retrieved"

program plibRetriever at lambda

declare

eCatalogServiceProviderChannel : string
L
L
[1 eCatalogServiceProviderChannelStatus : string
[1 manufiChannelStatus : string

—

manufiChannel : string

—

manuf2Channel : string

[1 manuf2ChannelStatus : string
[1 state : string
assign
[1 lambda = "eCatalogServiceProvider"

react-to manuf2ChannelStatus = "sent"

end

Components
eCatalogServiceProvider
[1 manufi [] manuf2 [] plibRetriever

Interactions

[1 manuf2.plibRetrieverChannel,
manuf2.plibRetrieverChannelStatus
= plibRetriever.manuf2Channel,
plibRetriever.manuf2ChannelStatus
when plibRetriever.lambda = "manuf2"
]

end

2.2 0DO0OO
forall Manuf2Signature
((Manuf2Signature = "manuf2" and p) leads-to
eCatalogServiceProvider.state = "registered")

invariant (forall Manuf2Signature

((Manuf2Signature =\= "manuf2" and p)
-> eCatalogServiceProvider.state =\= "registered"))

oobbopOdOoOooOoOooOCoOogn

~

forall Text, Signer, NonSigner : string
verify(sign(Text, Signer), Signer) = 1
and NonSigner =\= Signer

-> verify(sign(Text, NonSigner), Signer) = 0)
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